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ABSTRACT: Biometric security in healthcare systems is quickly becoming an important 

issue in the data security industry. An enormous obstacle remains the development of 

multimodal biometrics systems for smart environments that improve detection rates and 

accuracy. Traditional approaches using varying degrees of traits fusion are contrasted with 

MBS that use Convolutional Neural Networks (CNNs). This paper details the creation of 

a multimodal biometric identification system that enhances the accuracy and security of 

the system by fusing fingerprint and iris scanning at the feature level in smart healthcare 

systems. For feature extraction, it makes use of the Gray-Level Co-Occurrence Matrix 

(GLCM), Histogram of Oriented Gradients (HOG), and Local Binary Pattern (LBP). The 

Chimp Optimization Algorithm (ChOA) feature optimizer and Grey Wolf Optimizer 

(GWO) are utilized for feature selection. Using a Resnet, Densenet, and suggested Deep 

Neural Network (DNN) is the last stage in the categorization process. The results indicate 

that the DNN with ChOA outperformed DNN with GWO optimizer, with an accuracy 

rate of 98.14 %, AUC OF 0.992, F1-Score of 91.2 % and kappa with 0.959. This evidence 

is believed to using DNN with ChOA optimizer is an optimum choice for multimodal 

biometric system in smart healthcare applications. 

 

1. INTRODUCTION 

To increase the precision and security of recognition in smart healthcare system, this research suggested hybrid multimodal 

biometric systems (MBS) that combine various biometric characters. Using quaternion algorithms and RKHS-based 

dimensionality reduction, they presented three methods for deep feature fusion of five biometric characteristics [1]. The third 

approach combined features using deep learning. Compared to uni-biometric and other multi-modal systems, experimental 

findings from six databases shown that deep fusion significantly improves accuracy, strengthens the system against spoof 

attacks, and boosts security. Since authentication deals with proving the identity of the sender, receiver, logical server software, 

or device, it may be seen as a security function [2]. In light of the rational evolution of international standards, new technologies 

are being implemented in stages, and various identification techniques have been proposed for the transmission of safety-

relevant information. Among these technical uses, biometrics stands out as the most practical since it can instantly and correctly 

identify a person based on a physiological characteristic. Biometric capabilities that place an emphasis on native two-factor 

authentication include voice recognition, iris, fingerprint, and face recognition. However, there is a potential privacy concern 

with tracking physiological templates for preservation and capture in the event that they leak. The attempts to secure data 

sovereignty are hampered by the fact that different countries have different legal stances. The inability to cancel transactions in 

the event of a compromise, slow enrollment rates, and environmental factors affecting sensor accuracy are all examples of 

technological difficulties that need attention [3]. Centralized matching services provide a security risk since they are susceptible 
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to hacking. One of the latest methods incorporates AI into identification via characteristics including liveness detection, 

template quality evaluation, and improved face recognition. The second is that future identity verification will be more robust 

since deep learning models take user behaviors into account. The key issue with biometrics-intelligent automation interfaces, 

however, is the lack of clarity over how to do this while protecting people's privacy. One of the other areas that needs fixing is 

the fact that various health care system solutions don't have the same specs and can't work together [4]. 

2. LITERATURE SURVEY 

A study on an MBS that combines features of the finger vein and surface was presented. The system is based on Near-Infra-

Red (NIR) images of the fingers [5]. Finally, they are able to identify someone by fusing their biometric data using a fuzzy 

method. Researchers ran experiments on data from three different databases: NIRHI, HKPU, and UTFVP (University of 

Twente Finger Vein Pattern). The Lin-ear Binary Pattern is used to extract features for Finger Texture, which are subsequently 

classified using Support Vector Machines [6]. Finger Vein makes use of transfer learning using CNNs that have already been 

trained, namely VGG16, AlexNet, and VGG19. One method involves optimizing the intensity of the images before 

preprocessing them, and the other involves preprocessing near-infrared (NIR) images prior to CNN training. When compared 

to HKPU and UTFVP, NIRHI performs better in both the unimodal and multimodal configurations. With an astounding 

identification accuracy, the suggested multimodal system outperforms the most current state-of-the-art systems, which achieved 

high accuracy [7]. 

Provide the best approach for feature fusion in MBS using the Gravitational Search Algorithm (GSA) [8]. The idea is to use a 

combination of different biometric features to make recognition more accurate. They compare their method's performance to 

that of conventional GSA and test it at several threshold settings [9]. Their solution outperforms previous methods on real-

world datasets in terms of recognition accuracy and computing efficiency, and it reaches the maximum accuracy at specific 

thresholds, too [10]. 

In this work, the authors provide a multimodal fusion architecture that makes use of DNN for feature-level, score-level, and 

pixel-level fusion [11]; they suggest smart fusion techniques such as class-1 and modality assessment; and they optimize the 

design using spatial, intensity, and channel fusion approaches [12]. In order to preprocess and extract features from iris, finger 

knuckle, palm, finger vein, and fingerprint images, the ERMOTMBA method with SU-NBO is presented in paper. Prior to 

using EC models like as DBN, CNN, and Bi-LSTM optimized by the SU-NBO algorithm, it employs median filtering and a 

variety of feature extraction techniques [13]. There has been some investigation into the possibility of using Cancelable CNN 

(CCNN) to secure multimodal biometric data, specifically focusing on iris and fingerprint biometric features. For extra safety, 

features are combined into one vector, CCNN is used to reduce them, and finally, a user-supplied seed is multiplied [14].  

3. METHODOLOGY 

Developing a recognition system in smart healthcare systems that can successfully identify user identities is the aim of this 

research. As seen in figure 1, this work uses Contrast Limited Adaptive Histogram Equalization (CLAHE) pre-processing, 

feature extraction using LBP, GLCM, and HOG, feature optimization, and classification using DNN to achieve this aim. DNNs 

are a type of ANN network’s which are tailored to analyze pixel data and are commonly utilized for image recognition and 

processing. 

 

Figure 1: DNN model for multimodal biometric system 
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3.1 Multimodal Data 

Fifty people provided biometric photos, including fingerprint and iris modalities. The multimodal biometric dataset of Person 

1 utilised in this study, as shown in Figure 2 Following data augmentation, 1000 photos were created and utilised as a separate 

data set for this study. To produce a complete and balanced dataset, samples were obtained from both the left and right sides 

of each individual.  

 

Figure 2: Biometric Traits of Person1 from own data set for multimodal 

3.2 Pre-processing 

Improving recognition accuracy in MBS requires pre-processing iris and fingerprint pictures. At first, every characteristic is 

scaled to a consistent 125x125 size. To emphasise minute details, fingerprint pictures are separated, ridge orientations are 

calculated, noise is minimised, and ridges are thinned and binarized. By employing CLAHE before to feature extraction, these 

pre-processing procedures enhance feature extraction and system resilience under various circumstances. 

3.3 Feature Extraction 

The GLCM, HOG and LBP are the feature extraction techniques used in biometric recognition, including iris, and fingerprint 

recognition. By obtaining significant and unique information from biometric samples (finger and iris), these methods are 

essential to multimodal biometric identification systems. 

3.3.1 Gray-Level Co-Occurrence Matrix (GLCM) 

For a given gray level image I with gray levels ranging from 0 to L-1, the GLCM P(i,j) is calculated as follows:  

                P(i,j) = ∑_{(x,y) ∈ Ω} δ(I(x,y) = i, I(x+δ_x, y+δ_y) = j)                                       (1) 

In this equation, 'δ' represents the relationship offset (distance and direction), (x,y) are the pixel coordinates, and 'Ω' represents 

the image's total pixel coordinates. Using four different orientations (0°, 45°, 90°, and 135°), the GLCM approach efficiently 

captures the textures and patterns in the photos by extracting 88 texture characteristics. Each orientation contributes 22 features. 

3.3.2 Local Binary Patterns (LBP) 

LBP is a texture descriptor that labels pixels based on their neighborhood and is robust against changes in lighting. One is 

assigned to a neighboring pixel if its gray value is greater than the central pixel; otherwise, a zero is assigned. Equations (2) and 

(3) determine the LBP code value for each pixel. In the proposed work, 236 features are extracted using LBP for an image.  

                     𝐿𝐵𝑃𝑃,𝑅 = ∑ 𝑠(𝑔𝑝 − 𝑔𝑐)𝑃−1
𝑝=0 2𝑝                                                                                   (2)

                  

                        

                

                      𝑠(𝑥) = {
1, 𝑥 ≥ 0;
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

                                                                                                   (3)

 

3.3.3 Histogram of Oriented Gradients (HOG)  

HOG is a sophisticated feature extraction approach commonly used in biometric security systems for iris, and fingerprint 

recognition. The approach accentuates the image's structure by recording the distribution of gradient orientations. HOG breaks 

each image into tiny cells and calculates a gradient orientation histogram for each one. In the present research 324 features per 

each image have been extracted with gradient and edge structure orientation values. 
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3.4 Feature Fusion of Fingerprint, Ear and Iris 

Feature-level fusion by union was employed, combining feature vectors of iris (F_iris ) as in equation (4) and ght Fingerprint 

feature (F_fingerprint) vectors as in equation (5) into a single fused vector as in equation (6). This higher-dimensional vectors 

are used to enhance system reliability and to improve system identification accuracy. 

F_iris = FI = [FI1, FI2, FI3, ……. FIn]                       (4) 

F_fingerprint =Ffp = [Ffp1, Ffp2, Ffp3…….… Ffpn    (5) 

Fused feature=F_iris || F_fingerprint                                 (6) 

Here, a combination of two traits is fused to obtain a final vector with length of 648 features combining 88 features from 

GLCM, 324 from HOG and 236 for LBP for each modality. The fused vectors are then saved in the database during the training 

phase. 

3.5 Feature Optimization Algorithm for Multimodal Biometric System 

The complete recognition pipeline is expressed as two co-operating procedures. Algorithm 1 covers the first stage, in which 

every enrolled iris and fingerprint sample is enhanced, described by the three texture and gradient descriptors, and fused at 

feature level into a single normalised representation. Algorithm 2 covers the second stage, in which the fused representation is 

compressed by a binary metaheuristic wrapper, using either the Grey Wolf Optimizer or the Chimp Optimization Algorithm, 

and the retained subset is used to train and evaluate the proposed deep neural network. 

Algorithm 1: Stage-1 - Preprocessing, Multi-Descriptor Feature Extraction and Feature-Level Fusion 

Input: Iris image set {𝐼𝑖,𝑘
𝑖𝑟𝑖𝑠} and fingerprint image set {𝐼𝑖,𝑘

𝑓𝑝
} for 𝑖 = 1, … , 𝑁 subjects and 𝑘 = 1, … , 𝑆 samples per subject; CLAHE 

clip limit 𝑐 and tile grid 𝑡 × 𝑡; target spatial size 125 × 125. 

Output: Normalised fused feature matrix 𝑍𝑛𝑜𝑟𝑚 ∈ ℝ𝑀×𝐷 with 𝑀 = 𝑁 ⋅ 𝑆 and 𝐷 = 1296; identity label vector 𝑦 ∈ {1, … , 𝑁}𝑀. 

1: 𝑚 ← 0 

2: for 𝑖 = 1 to 𝑁 do 

    3: for 𝑘 = 1 to 𝑆 do 

        4: for each modality 𝜇 ∈ {𝑖𝑟𝑖𝑠,  𝑓𝑝} do 

            5: Resize and convert to grey scale: 𝐼𝜇 = 𝒢 (ℛ125×125(𝐼𝑖,𝑘
𝜇

)) 

            6: Contrast enhancement: 𝐼𝜇 = 𝐶𝐿𝐴𝐻𝐸𝑐,𝑡(𝐼𝜇) 

            7: GLCM texture descriptor over 𝜃 ∈ {0∘, 45∘, 90∘, 135∘}: 

                𝑃𝜃(𝑢, 𝑣) = ∑ 𝛿(𝑥,𝑦)∈Ω (𝐼𝜇(𝑥, 𝑦) = 𝑢,  𝐼𝜇(𝑥 + 𝛿𝑥 , 𝑦 + 𝛿𝑦) = 𝑣) 

                𝑥𝜇
𝐺𝐿𝐶𝑀 = [𝑓1, … , 𝑓22]𝜃=0∘‖ ⋯ ‖[𝑓1, … , 𝑓22]𝜃=135∘ ∈ ℝ88 

            8: HOG orientation descriptor: 𝑥𝜇
𝐻𝑂𝐺 ∈ ℝ324 

            9: LBP texture code for every pixel, with 𝑠(𝑥) = 1 if 𝑥 ≥ 0 and 𝑠(𝑥) = 0 otherwise: 

                𝐿𝐵𝑃𝑃,𝑅 = ∑ 𝑠𝑃−1
𝑝=0 (𝑔𝑝 − 𝑔𝑐)2𝑝,  𝑥𝜇

𝐿𝐵𝑃 ∈ ℝ236 

            10: Modality descriptor by serial concatenation: 

                𝑥𝜇 = [𝑥𝜇
𝐺𝐿𝐶𝑀 ‖ 𝑥𝜇

𝐻𝑂𝐺 ‖ 𝑥𝜇
𝐿𝐵𝑃] ∈ ℝ648 

        11: end for 
        12: Feature-level fusion by union of the two modality descriptors: 

            𝑧 = [𝑥𝑖𝑟𝑖𝑠 ‖ 𝑥𝑓𝑝] ∈ ℝ𝐷,   𝐷 = 648 + 648 = 1296 

        13: 𝑚 ← 𝑚 + 1;  𝑍(𝑚, : ) ← 𝑧𝖳;  𝑦(𝑚) ← 𝑖 
    14: end for 
15: end for 

16: for 𝑗 = 1 to 𝐷 do 

    17: Column statistics: 𝜇𝑗 =
1

𝑀
∑ 𝑍𝑀

𝑚=1 (𝑚, 𝑗) and 𝜎𝑗 = √
1

𝑀
∑ (𝑍(𝑚, 𝑗) − 𝜇𝑗)

2𝑀
𝑚=1  

    18: Z-score normalisation: 𝑍𝑛𝑜𝑟𝑚(𝑚, 𝑗) =
𝑍(𝑚,𝑗)−𝜇𝑗

𝜎𝑗+𝜖
,   𝑚 = 1, … , 𝑀 

19: end for 

20: return 𝑍𝑛𝑜𝑟𝑚,  𝑦 
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Algorithm 2: Stage-2 - Binary Metaheuristic Feature Optimisation (GWO / ChOA) and DNN Classification 

Input: Normalised fused matrix 𝑍𝑛𝑜𝑟𝑚 ∈ ℝ𝑀×𝐷 and labels 𝑦 from Algorithm 1; population size 𝑁𝑃; maximum iteration count 

𝑇𝑚𝑎𝑥; optimiser mode ∈ {𝐺𝑊𝑂,  𝐶ℎ𝑂𝐴}; fitness trade-off weight 𝛼 ∈ (0,1); number of cross-validation folds 𝐹. 

Output: Best binary selection mask 𝑏∗, optimised feature matrix 𝑍𝑜𝑝𝑡 , trained network 𝒩∗ and performance metrics. 

1: for 𝑝 = 1 to 𝑁𝑃 do 

    2: Initialise the continuous position 𝑥𝑝 ∼ 𝒰(0,1)𝐷 

    3: Map the position to a binary mask through the sigmoid transfer function: 

        𝑇(𝑥𝑝,𝑗) =
1

1+𝑒
−𝑥𝑝,𝑗

,  𝑏𝑝,𝑗 = {
1, 𝑇(𝑥𝑝,𝑗) ≥ 𝑟,  𝑟 ∼ 𝒰(0,1)

0, otherwise
 

    4: Evaluate the wrapper fitness, in which 𝐸𝐷𝑁𝑁 is the 𝐹-fold cross-validated classification error and ‖𝑏𝑝‖1 is the number of 

selected features: 

        𝑓(𝑏𝑝) = 𝛼 ⋅ 𝐸𝐷𝑁𝑁(𝑍𝑛𝑜𝑟𝑚[: , 𝑏𝑝 = 1], 𝑦) + (1 − 𝛼) ⋅
‖𝑏𝑝‖1

𝐷
 

5: end for 

6: Rank the population by 𝑓(⋅) and initialise the social hierarchy: 

    GWO leaders 𝑥𝛼 , 𝑥𝛽 , 𝑥𝛿  (three fittest); ChOA leaders 𝑥𝐴𝑡𝑡, 𝑥𝐵𝑎𝑟 , 𝑥𝐶ℎ𝑎, 𝑥𝐷𝑟𝑖 (four fittest) 

7: for 𝑡 = 1 to 𝑇𝑚𝑎𝑥 do 

    8: Linearly decaying exploration coefficient: 𝑎 = 2 − 2 ⋅
𝑡

𝑇𝑚𝑎𝑥
 

    9: for 𝑝 = 1 to 𝑁𝑃 do 

        10: Draw 𝑟1, 𝑟2 ∼ 𝒰(0,1) and form 𝐴 = 2𝑎 ⋅ 𝑟1 − 𝑎 and 𝐶 = 2𝑟2 

        11: if mode = 𝐺𝑊𝑂 then 

            𝐷ℓ = |𝐶ℓ ⋅ 𝑥ℓ − 𝑥𝑝|, 𝑋ℓ = 𝑥ℓ − 𝐴ℓ ⋅ 𝐷ℓ,  ℓ ∈ {𝛼, 𝛽, 𝛿} 

            𝑥𝑝 ←
𝑋𝛼+𝑋𝛽+𝑋𝛿

3
 

        12: else if mode = 𝐶ℎ𝑂𝐴 then 

            Generate the chaotic driving coefficient 𝑚𝑡 from the chaotic map 

            𝑑ℓ = |𝐶ℓ ⋅ 𝑥ℓ − 𝑚𝑡 ⋅ 𝑥𝑝|, 𝑋ℓ = 𝑥ℓ − 𝐴ℓ ⋅ 𝑑ℓ,  ℓ ∈ {𝐴𝑡𝑡, 𝐵𝑎𝑟, 𝐶ℎ𝑎, 𝐷𝑟𝑖} 

            𝑥𝑝 ←
𝑋𝐴𝑡𝑡+𝑋𝐵𝑎𝑟+𝑋𝐶ℎ𝑎+𝑋𝐷𝑟𝑖

4
 

        13: end if 

        14: Re-map the updated position to a binary mask: 𝑏𝑝,𝑗 = {
1,

1

1+𝑒
−𝑥𝑝,𝑗

≥ 𝑟

0, otherwise
 

        15: if ‖𝑏𝑝‖1 = 0 then set one randomly chosen bit of 𝑏𝑝 to unity end if 

        16: Re-evaluate 𝑓(𝑏𝑝) with the fitness function of step 4 

    17: end for 

    18: Update the hierarchy leaders from the current fitness ranking 

19: end for 

20: Retain the globally best mask 𝑏∗ = argmin𝑏𝑓(𝑏) 

21: Build the optimised subset 𝑍𝑜𝑝𝑡 = 𝑍𝑛𝑜𝑟𝑚[: , 𝑏∗ = 1] ∈ ℝ𝑀×𝐷∗
, where 𝐷∗ = ‖𝑏∗‖1 

22: for 𝑙 = 1 to 𝐿 do (forward propagation of the DNN, with 𝑎(0) = 𝑧𝑜𝑝𝑡) 

    23: 𝑧(𝑙) = 𝑊(𝑙)𝑎(𝑙−1) + 𝑏(𝑙),  𝑎(𝑙) = 𝜑(𝑧(𝑙)) 

24: end for 

25: Soft-max identity posterior: 𝑦̂𝑛 =
𝑒𝑧𝑛

(𝐿)

∑ 𝑒
𝑧𝑞

(𝐿)
𝑁
𝑞=1

 

26: Minimise the categorical cross-entropy loss by back-propagation: 

    ℒ = −
1

𝑀
∑ ∑ 𝑦𝑚,𝑛

𝑁
𝑛=1

𝑀
𝑚=1 log𝑦̂𝑚,𝑛,  𝑊(𝑙) ← 𝑊(𝑙) − 𝜂

∂ℒ

∂𝑊(𝑙) 

27: 𝒩∗ ← trained network; compute accuracy, precision, recall, F1-score, kappa, AUC, FPR and EER on the held-out partition 

28: return 𝑏∗, 𝑍𝑜𝑝𝑡 , 𝒩∗ and the metric set 

3.6 DNN  

Deep Neural Networks (DNNs) are a kind of ANN that, because to its multi-layer architecture connecting input and output 

layers, are able to simulate complex data correlations and patterns. Data delivered from input to output layers in a simple DNN 
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may be processed by many hidden layers. In order to confirm a person's identity, different neural network (DNN) multimodal 

biometric identification systems employ a variety of biometric modalities, such as fingerprint and iris pictures. Figure 3 shows 

the design of a DNN for MBS. A DNN in a multimodal biometric identification system would employ a variety of inputs, 

including images of the user's fingerprints, knuckles, and palm, to provide an estimate of the user's identity. To train the DNN, 

one may use a large dataset of biometric information, where each data point could be a distinct individual and where data could 

come from a variety of biometric modalities. For a multimodal biometric identification system to be effective, it is necessary to 

extract discriminative and suggestive characteristics from each biometric modality. The last step is to feed the DNN the best 

recovered features and instruct it to make the association between the characteristics and the person's identify. Using the DNN 

to forecast biometric data that has never been observed before is possible after training. Additionally, it may be used with 

matching algorithms and other algorithms to form a robust and accurate system for multimodal biometric identification. One 

may mathematically represent each layer in a DNN using Eq. (7) and (8): where 1 is the current layer index and z^ is the layer's 

position. The variables ((l)) and "W" represent the weighted sum of the inputs at layer 1, "a^((1-1))" is the activation output 

from the previous layer, "b^((1))" is the bias vector for layer 1, and "Ϝ(. is the activation function," for example ReLU, sigmoid, 

or softmax. 

𝑍(𝑙) = 𝑊(𝑙)𝑎(𝑙−1) + 𝑏(𝑙) (7)

𝑎(𝑙) = 𝜎(𝑧(𝑙)) (8)
 

For classification tasks, the output layer might use a softmax activation to produce probabilities: 

𝑦̂𝑖 =
exp(𝑧𝑖)

∑  𝑘
𝑗=1  exp(𝑧𝑗)

(9) 

 

Figure 3: DNN model for multimodal biometric system  

3.7 Performance evaluation 

An Optimum Multimodal Biometric System for Iris, Fingerprint, and Ear Recognition employs feature-level fusion to merge 

retrieved information into a single vector, therefore increasing accuracy and robustness [15]. Performance is measured using 

accuracy, precision, recall, and F1-score, determined using the following equations [16]: 

                                                   Accuracy =
TP+TN

TP+TN+FN+FP        
                                                                    (10) 

                                                    Recall =
 TP

TP+FN
                                                                  (11) 
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                                                    F1 Score =
2∗Recall∗Precision

Precision+Recall
                                                                    (12) 

                                                    Precision =
TP

TP+FP
                                                                                  (13) 

4 RESULTS AND DISCUSSION 

The performance of the proposed approach is evaluated with the datasets of fingerprints and iris from own data set collected 

in the university with the approval form the ethical committee and from the individuals without misuse of data other than this 

research. In the proposed approach, handcrafted descriptors are used to extract the features across all biometric traits. The 

features extracted from each trait are concatenated, scaled, and passed through a DNN classification head to perform the final 

recognition. Here, Resent 50, Densenet -121 and proposed DNN models have been trained. The author conducted the 

experiment in MATLAB R2026B, with Operating System: Windows 10, Processor: Intel i7, Memory: 16 GB, and Graphics: 

GeForce GTX 950 GPU.  

Two pre-trained models - Resent 50, Dense net 121 and a proposed DNN were fine-tuned with and without optimization for 

MBS. The DL models are trained using fingerprint and iris photos from 1000 photographs, with 80% of the images utilized for 

training and 20% for testing. Tables 1 and 2 show the results of Resent 50, Densenet -121 models that obtain the best accuracy 

with the least amount of loss during training and validation.  In the scenario of concatenation fusion, the top accuracy achieved 

by ResNet50 was 84.14, 86.50 and 88.42 without optimization and using GWO, ChOA optimizers respectively. Similarly, Dense 

Net 121 was achieved an accuracy of 87.25, 89.57 and 91.21 respectively. When compared to ResNet50, Dense Net 121 achieves 

better accuracy.  When it comes to feature-level fusion, Dense net with ChOA to be the optimal multimodal fusion method. 

Table 1: Resent for multimodal features 

Fold Accuracy Precision Recall 
F1-

Score 
AUC Specificity FPR MCC Kappa 

Without 

Optimization 
84.14 83.87 84.33 84.05 0.885 83.91 0.161 0.682 0.681 

GWO  86.50 86.21 86.80 86.52 0.901 86.35 0.137 0.730 0.729 

ChOA 88.42 88.15 88.62 88.35 0.912 88.24 0.118 0.768 0.767 

 

Table 2: Dense net for multimodal features 

Fold Accuracy Precision Recall 
F1-

Score 
AUC Specificity FPR MCC Kappa 

Without 

Optimization  
87.25 86.91 87.59 87.24 0.908 87.42 0.135 0.744 0.743 

GWO  89.57 89.23 89.81 89.50 0.925 89.39 0.107 0.790 0.789 

ChOA 91.21 90.96 91.52 91.24 0.938 91.08 0.091 0.824 0.823 

 

Deep Neural Network (DNN) 

 A DNN was further refined in this research. For the purpose of multimodal application, a five-layer DNN was used as a DL 

approach. Table 3 provides the architecture of the suggested DNN that was employed in the investigation with validation, using 

GWO and ChOA optimizers to assess the model performance.  
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Table 3: Proposed Model with Parameters 

DNN Parameters 

Image Dimension 128 × 128 

Dense Layer 8 neurons 

Activation Function ReLU 

Dense Layer 16 neurons 

Activation Function ReLU 

Dense Layer 32 neurons 

Activation Function ReLU 

Dense Layer 48 neurons 

Activation Function ReLU 

Dense Layer 64 neurons 

Output Layer Softmax Function 

One measure of a model's performance is its Mean Average Precision (mAP). The definition of Mean Average Precision varies 

between systems. A standard mAP curve produced by training and validating the DNN model is shown in Figure 4. 

 

Figure 4: mAP curve for the proposed DNN with ChOA model for multimodal biometric system  

Figure 5 shows a parallel coordinates diagram of the hyperparameters. Optimal parameters may be seen in the graphic, which 

shows all optimization attempts performed by the Bayesian optimizer across different numbers, datasets, and matchers. Keep 

in mind that most orientation and cell hyperparameter values are inside the sweet spot. 
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Figure 5: Optimized DNN with ChOA model for multimodal biometric system  

The trained DNN was fine-tuned for use in a multimodal biometric system, both with and without optimization. The results 

of the DNN model that achieves the highest accuracy with the lowest loss during training and validation are shown in Tables 

4.  Maximum DNN accuracy in the concatenation fusion scenario was 93.83% without optimization, 96.51% with GWO, and 

98.14% with ChOA optimizers, respectively. Figure 6 highlights that, accuracy achieved by proposed DNN is superior than 

that of ResNet50 and Dense Net 121.  A low equal error rate (EER) has been observed in the DNN with ChOA optimizer. 

The best multimodal fusion approach is the one that uses Proposed DNN with ChOA for feature-level fusion. 

Table 4: DNN for multimodal features 

Fold Accuracy Precision Recall 
F1-

Score 
AUC Specificity FPR MCC Kappa 

 

EER 

Without 

Optimization 

93.83 93.50 94.21 93.75 0.952 93.65 0.064 0.876 0.875 4.8 

GWO 96.51 96.23 96.8 96.51 0.98 96.40 0.036 0.93 0.929 2.0 

ChOA  98.14 97.81 98.23 98.26 0.992 97.91 0.021 0.96 0.959 0.8 

 

 

Figure 6: Performance metrics comparison across optimization algorithms  
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Figure 7 shows the Equal Error Rate (EER) at 0. 8 for the proposed DNN with ChOA. A more nuanced balance between the 

rates of erroneous acceptance and false rejection seems to be implied here. One benefit of feature-level fusion is a more accurate 

and robust multimodal biometric system, and the enhanced EER is a prime example of this. 

 

Figure 7: EER for proposed DNN model  

The ROC analysis shown in figure 8 is a clear progression in performance across the three models. ResNet-50 begins with an 

AUC of 0.885 without optimization, improves to 0.901 with GWO, and reaches 0.912 with ChOA. DenseNet-121 performs 

better overall, starting at 0.908, rising to 0.925 `with GWO, and topping out at 0.938 with ChOA. The proposed DNN leads 

throughout, moving from a strong baseline of 0.952 to 0.980 with GWO, and finally achieving the highest discriminative score 

of 0.992 with ChOA. 

 

Figure 8: Comparison of ROC plot for multimodal biometric system with and with optimizer 

Table 5 presents a comparative analysis of proposed model with state-of-the-art models, demonstrating a moderate 

improvement in accuracy over existing approaches. 

Table 5: Comparison of proposed Model with state of art of models 

Sl. No Authors  Methods used  Accuracy in % 

1 Ammour et al. [17] Adaptive CNN & ResNet 95.67 

2 Khatri et al. [18] CNN-based model 96.15 

3 Edwards et al. [19] Extreme Learning Machine + PSO 97.14 

4 Zhai et al. [20] Alexnet 85.60 

5 Proposed Model optimized DNN 98.14 
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5. CONCLUSION 

A multimodal biometric system for in smart healthcare systems has been developed using deep learning models. Reliable 

features are produced for database matching when DNN models are used to extract unique features. Two optimizers were 

applied to the data using Resnet 50, dense net 121 and proposed DNN. Multimodal identification biometric systems that employ 

two traits, including the palm print trait and iris. The results of the investigation indicate that for the multimodal biometric 

applications, the proposed DNN performs better than the Resnet 50 and dense net 121 using with and without optimization 

approach. DNN approach achieves the greatest accuracy of all the methods in the suggested system with a highest accuracy of 

93.83 % without optimizer and 98.14% with ChOA optimizer. The low FPR of 0.021 and average kappa of 0.950 show good 

ability while reducing false alarms. Additionally, the model's excellent generalization ability is shown by its balanced metric data, 

recall of 98.23, AUC 99.20, F1-score of 98.26 and EER 0.8, making it perfect for reliable multimodal biometric system. This 

high accuracy shows how well the system reduces false acceptance and rejection rates in multimodal recognition systems. It 

also highlights the potential of DNN model to advance biometric authentication technologies and suggests future optimization 

and performance improvements under various conditions. 
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