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ABSTRACT: Neural communication systems, which carty information out of the
nervous system without using nerves or muscles, have moved in a century and a half
from a curiosity of animal electrophysiology to clinically deployed speech prostheses that
operate unsupetvised in the home, placing them at the centre of modern healthcare.
This survey traces that trajectory across seventy primary sources and organises it into
four eras: discovery and instrumentation, paradigm definition, clinical translation with
statistical learning, and the present era of deep learning, foundation models and
convergence with the Internet of Things. We compare acquisition modalities on a
resolution against invasiveness trade space, chart the decoding literature from common
spatial patterns and Riemannian geometry to large pretrained brain models, and quantify
assistive throughput, which has risen from roughly two characters per minute in 1988 to
a sustained fifty-six words per minute in long-term home use. We then argue that the
same convergence responsible for these gains has multiplied the attack surface. Drawing
on the classical side-channel literature and on brain-specific results, we propose a four-
family taxonomy of leakage covering physical emanation, protocol metadata, semantic
elicitation and learned-model channels, and map each onto the processing pipeline.
Countermeasures are assessed as a five-tier defence-in-depth stack. We conclude that
decoding capability now substantially outpaces the security evidence base, and set out a

staged research agenda to close that gap before healthcare deployment scales further.

1. INTRODUCTION

A neural communication system is any engineered channel that conveys information from the nervous system to the outside
world without passing through the ordinary output pathway of peripheral nerves and muscles. The definition is deliberately
broad, covering the scalp electrode that resolves an intention to move a hand, the subdural grid that reconstructs an
attempted sentence, and the endovascular array that lets a person with paralysis operate a computer. What unites them is a
common structure: a transducer, a chain of signal conditioning and representation, a decoding stage that maps neural state

onto symbols, and an actuator that renders those symbols in the world.

For most of its history the field advanced by improving one stage at a time: better electrodes, better spatial filters, better
classifiers. Progress was real but incremental, and the field’s own reviews were candid that information transfer rates of ten to

twenty-five bits per minute placed practical communication far out of reach for the people who needed it most [1].
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The last eight years have broken that pattern. Three developments arrived close enough together to compound. First, deep
learning replaced hand-designed features with representations learned end to end from raw signals, then replaced task-specific
training with self-supervised pretraining on unlabelled corpora spanning thousands of recordings [2-3]. Second, electrode
technology reached channel counts that were implausible a decade ago, from ninety-six intracortical sites to arrays of a
thousand or more surface contacts delivered without a craniotomy [4]. Third, the resulting systems stopped being laboratory
instruments. They acquired radios, cloud backends, mobile applications and connections to the Internet of Things, and they
left the clinic to enter mainstream healthcare [5-6].

The consequences for capability are well documented. The consequences for security are not. A system that is wireless, always
on, connected to a remote decoder and physically attached to a person is an unusually rich target. It emits power and
electromagnetic signatures that betray what its decoder is computing, transmits encrypted telemetry whose timing and volume
betray what its user is doing, and runs a classifier that can be fooled by perturbations too small to see. Unlike a compromised

password, the information it carries cannot be reissued.

The security literature has responded unevenly. The demonstration that a consumer headset could probe for a user’s bank,
PIN digits and recognised faces is more than a decade old [7], and the vocabulary of neurosecurity is older still [8]. Yet the
field has no shared threat model, no standard adversarial benchmark, and no published measurement of power or
electromagnetic leakage from a fielded brain-computer interface. The classical side-channel literature that would supply the
method is matute [9-10]; it has simply not been pointed at this class of device.

This survey therefore has three aims: to organise the evolution of these systems into a periodisation that quantifies what each
era delivered (Sections 2 and 3); to compare acquisition modalities, decoding families and applications on consistent axes
(Sections 4 to 7); and to characterise the resulting security posture using a taxonomy specific to neural interfaces rather than
borrowed from general computer security (Sections 8 and 9). Section 10 identifies the gaps and proposes a staged roadmap,

and Section 11 concludes.
2. SURVEY SCOPE AND METHOD

Sources were gathered from indexed archival journals and conference proceedings, principally Nature and its family titles,
Science, The New England Journal of Medicine, the relevant IEEE Transactions, the Journal of Neural Engineering, and the
proceedings of the USENIX Security Symposium, the ACM Conference on Computer and Communications Security and the
IEEE Symposium on Security and Privacy. Standards documents and regulatory guidance are cited where no peer-reviewed

equivalent exists, and identified as such.

Three inclusion rules were applied. Historical sources were admitted when they are the primary record of a first
demonstration. Technical sources were admitted when they report a quantified result on a named dataset or cohort. Security
sources were admitted when they describe a demonstrated attack or a deployed defence rather than a hypothesised one. Every
reference was verified against a publisher, PubMed or Crossref record; where a digital object identifier could not be

confirmed it is omitted rather than inferred.

Two boundaries are worth stating. The survey covers communication out of the nervous system and the feedback that closes
the loop, and treats therapeutic neuromodulation only where it creates a security surface. It excludes widely discussed systems
with no peer-reviewed clinical publication: Neuralink has published its hardware platform [11] but no clinical results, and
several reported implant milestones rest on press material. Communication rates are converted throughout to a words-per-

minute equivalent at five characters per word, a coarse normalisation used for trend visualisation only.
3. Four Eras of Neural Communication

Figure 1 presents the periodisation used in this survey of healthcare-oriented neural communication. The boundaries are
drawn where the field’s dominant question changed rather than where a single paper appeared.
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Evolution of neural communication systems, 1875 to 2026

ERA I Discovery and Instrumentation

1875 - 1972 1875 Caton records electrical currents from the animal cortex
1929 Berger records the first human electroencephalogram
OBSERVATION 1949 Electroencephalography becomes routine clinical diagnostics

ERA Il Paradigms and Proof of Concept

1973 Vidal coins the term brain-computer interface

1973 - 2005

1988 Farwell and Donchin P300 speller, 2.3 characters per minute

Slow cortical potential speller for paralysed patients
L 1999 p p p Y p

2004 First human electrocorticographic interface

ERA Il Clinical Translation and Learning Machines

2006 - 2017 2006 BrainGate: device control from motor cortex in tetraplegia
2012 Reach and grasp with a neurally controlled robotic arm
RESTORATION 2015 Forty-target speller reaches 5.32 bits per second

ERA IV
Compact deep decoders generalise across paradigms
2018 - 2026
Handwriting interface reaches 90 characters per minute
O IVER O Speech neuroprostheses at 62 and 78 words per minute

Independent home use, 56 words per minute over two years

Figure 1. Evolution of neural communication systems, 1875 to 2026.
3.1 Era I: Discovery and Instrumentation, 1875 to 1972

The era opens with Caton’s 1875 report of electrical currents recorded from the exposed hemispheres of rabbits and monkeys,
and turns on Berger’s 1929 recording of the human electroencephalogram, which named the signal and identified the alpha
and beta rhythms [12]. The question of the period was whether cortical electrical activity could be recorded at all, reliably and
repeatably; by mid-century the answer was settled well enough that electroencephalography had become routine clinical
diagnostics. No system in this era attempted to decode. The capability was obsetrvation.

3.2 Era II: Paradigms and Proof of Concept, 1973 to 2005

Vidal’s 1973 paper asked whether observable electroencephalographic signals could carry information in man-computer
communication, coining the term brain-computer interface [13]. The following three decades produced the paradigm set that
still structures the field. Farwell and Donchin built the P300 matrix speller, detecting the evoked response to an attended
letter in a flashing character grid, at about 2.3 characters per minute [14]. Birbaumer and colleagues drove a binary spelling
program for completely paralysed patients from self-regulated slow cortical potentials, at roughly two characters per minute
[15]. Pfurtscheller and Lopes da Silva formalised event-related desynchronisation and synchronisation [16], the physiological
substrate of every motor imagery interface, while steady-state visual evoked potential control emerged as the fourth durable
paradigm.

The invasive branch matured in parallel, moving from single-electrode implants that recorded stable action potentials in
locked-in patients to closed-loop ensemble control of robot arms in rodents and primates. Leuthardt demonstrated the first
human electrocorticographic interface, with four epilepsy patients reaching seventy-four to one hundred percent success in a
binary cursor task [17]. The era’s self-understanding was consolidated by the 2002 review, which supplied the working

definition of a brain-computer interface as a non-muscular channel for messages and commands and reported information
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transfer rates of ten to twenty-five bits per minute [1]. Shared platforms and the BCI Competition datasets then made cross-
laboratory comparison possible and drew machine-learning researchers into the field.

3.3 Era III: Clinical Translation and Learning Machines, 2006 to 2017

The defining event is the BrainGate pilot trial, in which a ninety-six-microelectrode array in the motor cortex of a tetraplegic
participant supported cursor control, television operation, prosthetic hand actuation and robot arm tasks [18]. Six years later
two participants performed three-dimensional reach and grasp with robotic arms; one, using an array implanted more than
five years eatlier, drank from a bottle unaided for the first time in the fourteen years since her brainstem stroke [19]. The
bottlenecks named at the time, implantable biocompatible hardware, real-time algorithms, sensory feedback and usable
prostheses, would define the following decade.

On the algorithmic side this was the era of principled statistical learning. Common spatial patterns learned filters maximising
variance for one motor imagery class while minimising it for the other [20], and filter-bank common spatial patterns added
subject-specific frequency selection to win BCI Competition IV with a mean kappa of 0.569 [21]. Riemannian geometry then
treated trial covariance matrices as points on a manifold, raising four-class accuracy on the same dataset from 65.1 to 70.2
percent [22]. The steady-state branch produced the era’s throughput record: a forty-target speller using joint frequency-phase
modulation reached 5.32 bits per second, about sixty characters per minute [23]. The capability of the era was restoration.

3.4 Era IV: Intelligence, Convergence and Exposure, 2018 to 2026

The present era is characterised by three simultaneous shifts, treated at length in Sections 5, 6 and 7: decoders became learned
rather than designed, systems became networked rather than standalone, and communication rates crossed from assistive

novelty into conversational usefulness. The capability is conversation, and the accompanying property, largely unaddressed, is

exposure.
Table 1. The four eras of neural communication systems.
Enabling Representative
Era Period Defining question | technology system Limiting factor
I. Discovery 1875-1972 Can activity be Valve amplifiers, Clinical Instrumentation
recorded? ink recorders electroencephalog | noise
raphy
II. Paradigms 1973-2005 Can a signal carry | Evoked-potential | P300 speller, Graz | Signal-to-noise,
a messager averaging, digital motor imagery user training
filtering
II1. Translation 2006-2017 Can it work in a Chronic arrays, BrainGate, filter- Stability,
patient? spatial and bank spatial calibration burden
manifold filtering | patterns
IV. Intelligence 2018-2026 Can it be fast and | Deep learning, Speech Generalisation,
safe? foundation neuroprostheses, governance,
models, edge AI-BCI-1oT security
computing platforms

Figure 2 renders the canonical signal chain that all four eras share, annotated with the trust boundaries that Section 8 will

exploit.
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The neural communication signal chain and its trust boundaries

Neural source

Cortical populations, field potentials, spike trains

Transduction

Electrodes, optodes, amplification, digitisation

Body 7 device boundary

Conditioning

Filtering, referencing, artifact rejection, epoching

closed-loop feedback

Spatial filters, spectra, covariances, embeddings

Deévice / network boundary

Classifier or sequence model plus language prior

K7 world Boundary

Actuation

Text, speech, cursor, prosthesis or loT command

Where the intelligence sits

Self-supervised pretraining, subject alignment
and on-device quantised inference now span
stages 3 to 5 as one learned model.

Where the system is exposed

Every arrow is a measurable channel. Power,
electromagnetic, timing and traffic observables
leak at stages 2 to 5; stage 6 leaks intent.

notural resources for human health

Figure 2. Canonical neural communication signal chain and its trust boundaries.
4. THE PHYSICAL LAYER: ACQUISITION MODALITIES AND INTERFACE HARDWARE

Every downstream healthcare claim rests on what the transducer can see. Figure 3 places the principal modalities on a trade

space of effective spatial resolution against invasiveness, with marker area scaled by simultaneous channel count.

(a) Taxonomy of neural signal acquisition

Non-invasive

» Scalp electroencephalography » Subdural electrocorticography ® Utah intracortical arrays

e Ear-EEG, epidermal arrays = High-density micro-ECoG » Silicon probes (Neuropixels)
= Nearinfrared spectroscopy = Endovascular stentrode arrays e Microwire bundle arrays

= Wearable OPM magnetometers = Thin-film subdural films ®  Flexible mesh electronics

(b) Resolution against invasiveness

bubble area = simultaneous channel count
0.01 Neuropixels

ad arrays

@ veor ooy

Ultrasound

o
-

Micro-ECoG

Stentrode .

E. OPM-MEG
Scalp E

. NIRS
50

none minimal

Spatial resolution
(mm, log, finer upward)

Subdural ECoG

5]

Ear-EEG

moderate high

Invasiveness (surgical burden and infection risk)
Figure 3. Acquisition modality taxonomy and the resolution-invasiveness trade space.

352
Natural Resources for Human Health (NRFHH)

https://nrthh.com



Natural Resources for
Human Health

eISSN: 2583-1194

4.1 The invasive frontier

The Utah array remains the reference intracortical device, and its longevity is now quantified rather than assumed. An analysis
of roughly six thousand recording datasets over nine years, spanning seventeen macaques and two humans, found a mean
usable unit-recording lifespan of 622 days, with iridium oxide tips outperforming platinum [24]. Channel counts have since
risen sharply. Neuropixels 2.0 places more than five thousand recording sites on a probe light enough that two probes plus
headstage weigh just over one gram, with drift correction allowing the same neurons to be tracked for over two months, and
the design has since been carried into acute human intraoperative recording [25]. Microwite bundles bonded to
complementary metal-oxide-semiconductor amplifier arrays have pushed simultaneous channel counts into the tens of
thousands, while a third strategy targets the mechanical mismatch that drives gliosis, using ultraflexible mesh electronics to

achieve chronic single-unit stability.
4.2 The semi-invasive middle ground

Electrocorticography has always occupied a useful position between scalp recording and penetrating electrodes, and it has
become substantially sharper. Flexible high-density grids now resolve submillimetre cortical organisation intraoperatively in
humans, roughly an order of magnitude finer than the centimetre pitch of clinical grids, and thin-film surface arrays of 1024
channels have been delivered through a sub-millimetre cranial slit rather than a craniotomy [4]. The endovascular route avoids
opening the skull entirely: the Stentrode showed no device-related serious adverse events, vessel occlusion or migration at
twelve months in four participants with severe paralysis, with stable mean signal bandwidth of 233 hertz [26].

4.3 Non-invasive advances

Non-invasive recording has improved less in resolution than in wearability, which for communication systems matters more
than it first appears. Semi-dry electrodes combine the signal quality of wet electrodes with the setup speed of dry ones,
conducting-polymer tattoo electrodes provide metal-free skin contact, and ear-electroencephalography now produces results
comparable to conventional scalp recording [27]. Optically pumped magnetometers removed the cryogenic constraint from
magnetoencephalography, yielding a wearable helmet that records millisecond-resolution activity while participants move
freely [28]. Wearable high-density functional near-infrared spectroscopy and functional ultrasound extend the same trend,
trading temporal bandwidth for depth and portability.

A caution belongs here. A scoping review of 916 studies using consumer-grade equipment found Emotiv devices in 67.7
percent and NeuroSky in 24.6 percent, with brain-computer interfaces the largest application at 44.5 percent, yet only 6.2
percent were validation work [29]. The hardware most people will actually wear is the hardware whose signal quality is least

characterised, and whose security is least examined.

Table 2. Comparison of acquisition modalities for neural communication.

Modality Invasiveness [ Channels | Resolution | Bandwidth | Stability Limitation
Scalp electroencephalography None 8-256 20-50 mm | 100 Hz Session Volume

conduction
Ear and epidermal electrodes None 2-16 30-60 mm | 100 Hz Wearable | Limited coverage
Functional near-infrared None 20-100 20-30 mm | 1 Hz Good Haemodynamic
spectroscopy lag
Optically pumped None 20-128 10-20 mm | 500 Hz Session Cost, shielding
magnetoencephalography
Endovascular stentrode Minimal 8-16 2-5 mm 250 Hz Multi-year | Few channels
Subdural electrocorticography Moderate 64-256 5-10 mm | 500 Hz Multi-year | Craniotomy
High-density micro- Moderate 1024- 0.2-1mm | 1kHz Unproven | Early evidence
electrocorticography 2048
Utah intracortical array High 96-256 0.05 mm 30 kHz 622 days | Gliosis, decline
Silicon probes, microwire bundles High 384- 0.02 mm 30 kHz Preclinical | Data rate, heat

65,536
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5. FROM HAND-CRAFTED FEATURES TO FOUNDATION MODELS
5.1 The classical pipeline and its ceiling

Through the 2000s and early 2010s decoding meant designing a representation and fitting a shallow classifier to it:
independent component analysis for artifact removal, wavelet sub-band decomposition for time-frequency features, and linear
discriminant or support vector classifiers on top. The 2018 survey of the decade to 2017 is the revealing document. It
concluded that adaptive classifiers repeatedly beat non-adaptive ones, that Riemannian methods had reached the state of the
art, and, notably, that deep learning had not yet shown convincing improvement [30].

Two structural problems bounded the era. The first was cross-subject and cross-session distribution shift, which prevented
reuse of training data and motivated a large transfer-learning literature. The second was the participation gap: an estimated
fifteen to thirty percent of users could not reach the roughly seventy percent accuracy needed for practical control, a
phenomenon partially addressed by co-adaptive schemes moving from a subject-independent to a subject-optimised classifier
within one session [31]. Public benchmarks, notably the Temple University Hospital clinical corpus and the Tsinghua steady-

state dataset, made both problems measurable and remain the substrate on which modern models are pretrained.
5.2 End-to-end learning

Two 2017 and 2018 papers reset the default. Deep and shallow convolutional networks decoded raw electroencephalography
end to end, reaching 84.0 percent mean accuracy against 82.1 percent for filter-bank common spatial patterns, with input-
perturbation visualisation confirming the networks had learned alpha, beta and high-gamma modulations consistent with
known physiology [32]. EEGNet then showed that a compact depthwise and separable convolutional backbone generalises
across four paradigms without architectural change [33], and it remains the standard lightweight baseline. Systematic reviews
of the period are usefully unromantic: across 154 papers the median gain of deep learning over baselines was about five
percent, and most released neither data nor code [2]. The MOABB framework responded directly, re-evaluating six pipelines
across twelve open datasets and more than 250 subjects, and concluding that algorithms validated on a single dataset are not
representative [34]. Architectural work since has followed the wider machine-learning field, through convolutional-
transformer hybrids, graph networks over the electrode montage, diffusion-based augmentation under data scarcity, and

compact temporal convolutions built for embedded deployment.
5.3 Self-supervision and brain foundation models

The decisive change is that decoders no longer need training from scratch on labelled data. Self-supervised pretext tasks
applied to large clinical corpora produce representations on which linear classifiers beat fully supervised networks in low-label
regimes. BENDR adapted the wav2vec 2.0 recipe to electroencephalography, pretraining a convolutional encoder and
transformer contrastively on roughly 1.5 terabytes of clinical recordings from more than ten thousand people [35]. LaBraM
pretrained on approximately 2500 hours drawn from around twenty heterogeneous datasets, solving the mismatched-montage
problem through channel-patch tokenisation and reporting state-of-the-art results across abnormality detection, event
classification, emotion recognition and gait prediction [3]. Successor models replace joint spatiotemporal attention with

parallel criss-cross branches and montage-agnostic positional encoding.

Generative decoding has advanced in parallel and is directly relevant to Section 8. Latent diffusion models reconstruct high-
resolution natural images from functional magnetic resonance imaging without fine-tuning the generative model itself. A
language-model-based decoder trained on sixteen hours of narrative-listening data per participant recovers intelligible
continuous word sequences for perceived speech, imagined speech and silent video [36]. That study also reports the most
important privacy result in the modern decoding literature: decoding fails without the subject’s cooperation during both
training and application. Contrastive alighment of magnetoencephalography with self-supervised speech representations,
across 175 volunteers, achieved up to 41 percent top-ten segment identification on average [37]. Explainability remains
underdeveloped, with existing work targeting developers justifying predictions rather than clinicians or end users.

Table 3. Representative decoder families and reported performance.

Family Method Benchmark Reported result Year

Spatial filtering Common spatial Two-class motor 90.8-99.7%, three 2000
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Family Method Benchmark Reported result Year
patterns imagery subjects
Filter-bank filtering Filter-bank spatial Competition IV-2a Mean kappa 0.569 2012
patterns
Manifold learning Tangent-space Competition IV-2a 70.2% four-class 2012
discriminant
Correlation-based Task-related Forty-target steady 89.8%, 325 bits/min 2018
components state
End-to-end Deep ConvNet Cross-dataset motor 84.0% versus 82.1% 2017
convolution imagery
Compact convolution | EEGNet Four paradigms Generalises without 2018
redesign
Embedded EEG-TCNet Competition IV-2a 77.4%, 83.8% tuned 2020
convolution
Convolution- EEG Conformer Multiple public State of the art, 2023
transformer datasets interpretable
Self-supervised BENDR Five downstream Competitive with 2021
datasets supervised
Foundation model LaBraM 2500 h pretraining Best on four task 2024
families
Foundation model CBraMod Ten tasks, twelve Best, montage- 2025
datasets agnostic

6. HEALTHCARE APPLICATIONS
6.1 Assistive communication: the performance discontinuity

Figure 4 charts communication throughput and makes the discontinuity visible. Only studies that themselves report a rate are
plotted; work reporting error rates or information transfer rates alone is discussed in the text but not converted, since such

conversions are not comparable across paradigms.
Communication throughput of neural interfaces, 1988 to 2026

natural conversational speech, 160 words per minute

speech plus avatar

100 4 78 words/min
u independent home use
speech neuroprosthesis -l 56 words/min
smartphone typing, 38 words per minute 62 words/min
301 handwriting interface rapid calibration
90 characters/min 32 words/min

anarthria speech

non-invasive (scalp EEG) |
ot . 15.2 words/min

B invasive (ECoG, intracortical) forty-target steady state

60 characters/min

Communication rate
(words per minute, log)
w 5

P300 matrix speller ® slow cortical potentials

031 2.3 characters/min about 2 characters/min

T T T T T T T
1988 1995 2000 2005 2010 2015 2020 2026
Year of publication

Only studies reporting a communication rate are plotted; characters per minute are converted at five characters per word
Studies reporting error rates or information transfer rates alone are omitted rather than converted.

Figure 4. Communication throughput of neural interfaces, 1988 to 2026.

The invasive branch moved first. Anumanchipalli and colleagues established brain-to-voice synthesis, mapping cortical
activity to vocal-tract kinematics and then to acoustics [38]. Moses reported the first clinical full-word speech decoding in a
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person with anarthria, at a median 15.2 words per minute with 25.6 percent word error on a fifty-word vocabulary and signals
stable across 81 weeks [39]. Willett’s handwriting interface took a different route, decoding attempted handwriting with a
recurrent network at ninety characters per minute and 94.1 percent raw online accuracy [40]. Fixed vocabularies fell next, as
silently attempted code-word spelling was shown to generalise beyond nine thousand words.

The 2023 results changed the scale of the problem. Willett’s speech neuroprosthesis decoded attempted speech at 62 words
per minute, 3.4 times the previous record, with 9.1 percent word error on fifty words and 23.8 percent on 125,000 [41].
Metzger’s multimodal system produced text, synthesised speech matching the participant’s pre-injury voice, and a facial avatar
from a single decoder, at a median 78 words per minute [42]. Card then addressed calibration, reaching 99.6 percent on the
first day of use after thirty minutes of calibration and sustaining 97.5 percent over 8.4 months [43]. Latency and
expressiveness followed: streaming decoders emit speech in eighty-millisecond increments, and an instantaneous synthesiser
decodes voice within ten milliseconds of the neural measurement, with listeners identifying the output at 100 percent median

accuracy and the participant able to modulate pitch well enough to sing [44].

The most consequential recent datapoint is not a speed record. A participant with amyotrophic lateral sclerosis used an
intracortical speech and cursor interface independently at home for more than 3800 hours across neatly two years, producing
183,060 sentences at an average 56 words per minute, 92 percent rated at least mostly correct [6]. This is the transition from

demonstration to appliance, and precisely the transition that makes Section 8 urgent.

Non-invasive systems have not kept pace, and honesty about the gap matters. Brain2Qwerty decodes memorised typed
sentences from magnetoencephalography at 32 percent character error but from electroencephalography at 67 percent [45].
Covert speech decoding from scalp recordings remains immature for real-time use, and for completely locked-in patients the

achievable rate is around one character per minute even with intracortical electrodes.
6.2 Sign language and gesture-based inclusive communication

A parallel literature addresses communication for people with hearing and speech impairment, sharing the decoding stack
while avoiding the neural interface entirely. Vision-based recognition was reset by large gloss-level benchmarks and then by
sign language transformers, which learn recognition and translation jointly end to end and more than doubled translation
quality on RWTH-PHOENIX-Weather-2014T from 9.58 to 21.80 BLEU-4 [46]. Sensor-based approaches trade generality
for accuracy, with stretchable strain-sensor gloves converting several hundred sign patterns to speech at above 98 percent in
under a second, and silent-speech interfaces occupy a third position, reading facial neuromuscular activity during subvocal
verbalisation. All three share the security properties analysed in Section 8 without carrying the mental-privacy exposure of a

direct neural recording.

Table 4. Milestones in assistive neural and gestural communication.

Year | System Modality Vocabulary Rate or accuracy

1988 | P300 matrix speller Scalp electrodes Chatacter grid | 2.3 characters/min
1999 | Slow cortical potential speller | Scalp electrodes Binary support | About 2 characters/min
2015 | Frequency-phase speller Scalp electrodes Forty targets 5.32 bits/s

2018 | AlterEgo silent speech Facial neuromuscular | Task-limited 92% word accuracy
2020 | Sign-to-speech glove Strain sensors 660 gestures 98.63%, under 1 s
2021 | Handwriting neuroprosthesis | Intracortical Alphabetic 90 characters/min
2021 | Anarthria speech prosthesis Electrocorticography | 50 words 15.2 words/min

2022 | Completely locked-in speller | Intracortical 30 items 1.08 characters/min
2023 | Speech neuroprosthesis Intracortical 125,000 wotds | 62 wotds/min

2023 | Speech plus avatar Electrocorticography | 1024 words 78 wotds/min

2024 | Rapidly calibrating speech Intracortical 125,000 words | 97.5%, 8.4 months
2025 | Instantaneous voice synthesis | Intracortical Open 10 ms latency

2026 | Independent home use Intracortical 125,000 words | 56 words/min, 3800 h

Natural Resources for Human Health (NRFHH)
https://nrfhh.com

356



Natural Resources for
Human Health

eISSN: 2583-1194

6.3 Defence and cognitive enhancement

Military interest has shaped the field since its early years, and the resulting programmes are now explicit. The DARPA Next-
Generation Nonsurgical Neurotechnology programme targeted bidirectional non-surgical interfaces reading from and writing
to sixteen independent channels within sixteen cubic millimetres of tissue at fifty millisecond latency [47]. A RAND
assessment of United States military applications is notable for framing interface compromise as an attack pathway into an

operatot’s motor and emotional circuits, capable of false motor commands or induced confusion [48].

Demonstrated capability is more modest than the rhetoric. Continuous three-dimensional quadcopter control by
sensorimotor-rhythm modulation was shown in five trained subjects acquiring up to 90.5 percent of targets [49], and later
steady-state systems extended this to swarm formation control at around ninety percent accuracy. Passive monitoring is closer
to deployment, with small wireless headsets classifying pilot mental workload in the high eighties across thousands of epochs,
within the broader neuroergonomics agenda. Claims for cognitive enhancement should be read carefully. A systematic review
of 34 randomised transcranial direct current stimulation trials found 28 reporting cognitive gains but concluded the
technology is not yet recommendable for operational use [50], and a later update found some promise for multitasking but no
dependable vigilance effects, most studies carrying low to moderate risk of bias.

7. CONVERGENCE WITH ARTIFICIAL INTELLIGENCE, THE INTERNET OF THINGS AND THE
NETWORK EDGE

The systems of Era IV are not standalone instruments but nodes in a connected healthcare ecosystem. Figure 5 sets out a

layered reference architecture that captures how a modern deployment is actually partitioned.

Layered reference architecture for Al-BCl-loT systems

+ Service and governance plane seconds to days
Consent and access control, audit and provenance,
clinical dashboards, neurorights compliance
Cloud and population plane 100 ms to hours
Foundation-model pretraining, federated aggregation, 3
long-horizon analytics, model registry %
T £
H
2 B
3 Edge and fog plane 10to 100 ms L
©
" Personalised decoder inference, subject alignment, %
2 session state, loT actuation broker <
© <3
3
2 3
On-body compute plane 1to 10 ms 5,
B
Quantised TinyML decoder, artifact rejection, =
neuromorphic co-processor, secure key store
under 1 ms
L1 Electrode or optode array, low-noise amplification,
analogue-to-digital conversion, stimulation return
Latency Bandwidth Exposure
closed loop must return implants operate in the 1024 channels produce each plane adds an
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Figure 5. Layered reference architecture for convergent AI-BCI-IoT systems.

The application driver is direct actuation of connected objects. A unified deep-learning framework for human-thing cognitive
interactivity established the brain-Internet-of-Things pattern, pairing a reinforcement-learned focal-zone selector with a
recurrent classifier [5], and steady-state smart-home systems built on consumer headsets now actuate household appliances at

close to ninety percent online accuracy. At the network layer, wireless body area networks supply the on-body link design,
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while the ultra-reliable low-latency budgets that closed-loop neural teleoperation imposes on sixth-generation networks are
stated explicitly in the tactile-internet literature.

Where inference runs is the architecturally decisive question. Placing decoding on fog nodes rather than in the cloud cuts
round-trip latency for real-time control. On-body inference has become genuinely practical: a quantised motor-imagery
network with automatic channel selection achieves 82.5 percent two-class accuracy at thirty microjoules and 2.95 milliseconds
per inference on an ultra-low-power microcontroller [51]. Neuromorphic co-integration goes further, combining recording
and spiking-network inference on a single die at sub-milliwatt power, and at the opposite extreme personalised whole-brain

simulation has been proposed as a substrate for brain-machine interfacing.

The security significance of this architecture is structural rather than incidental. Each additional plane introduces a physical
observable, a network observable and an administrative domain. The energy and bandwidth constraints that force feature
extraction on-body are the same constraints that make constant-time, masked or padded implementations expensive.

Efficiency and exposure are coupled.
8. SECURITY AND PRIVACY: THE SIDE-CHANNEL THREAT
8.1 Why the general side-channel literature applies

The foundational results are unambiguous that correct implementations leak through physical observables. Differential power
analysis extracts secrets from tamper-resistant devices even when the per-trace signal lies well below the noise floor [9], and
the same principle has been carried through timing, electromagnetic, acoustic and microarchitectural channels, several of
which recover complete key material on hardware that already carries countermeasures against power analysis. Encrypted
traffic remains highly informative independently of any of this: convolutional models identify the site a user is visiting at over

98 percent accuracy from packet traces alone [52].

Three results move this directly onto the neural-interface substrate now deployed in healthcare. Power traces from an
accelerator running a convolutional network recover the private input image at up to 89 percent accuracy without knowledge
of the network parameters [53]. Passive timing and electromagnetic measurement of an ARM Cortex-M microcontroller,
exactly the class of processor used in wearable decoders, recovers activation functions, layer and neuron counts and weights
[10]. The machine-learning privacy literature supplies the rest: shadow-model membership inference determines whether a
record was in a model’s training set from black-box access alone, demonstrated against commercial services on a hospital

discharge dataset, and model inversion recovers recognisable training examples from returned confidence values [54].
8.2 Neural-interface-specific threats

The brain-specific literature begins with neurosecurity, the application of computer-security principles to neural engineering,
and with the argument that neither engineering practice nor medical trials nor neuroethical review ensutes robustness against
an adversary who alters, blocks or eavesdrops on neural signals [8]. That argument was concrete from the start, since wireless
attacks on commercial implantable cardiac devices had already disclosed patient data and induced a command shock using an

oscilloscope and a software radio.

The defining demonstration is Martinovic’s side-channel attack, in which a malicious application with legitimate access to a
consumer headset used P300 oddball stimuli to probe twenty-eight participants for bank cards, PIN digits, area of residence
and known faces, reducing the entropy of that private information by approximately fifteen to forty percent relative to
random guessing [7]. The threat model was then generalised to the application-store setting, with third-party applications
extracting information users never intended to disclose and manufacturers prioritising functionality over security. For
stimulating implants the term is brainjacking, distinguishing blind attacks such as halting stimulation or draining the battery
from targeted attacks that impair motor function, alter impulse control or modulate the reward system [55].

Adversarial machine learning is now a mature sub-literature here. An unsupervised fast gradient sign method fools three
widely used convolutional classifiers with small perturbations, and the attacks transfer without knowledge of the target’s
architecture, parameters or training data [56]. Perturbations too small to notice can drive P300 and steady-state spellers to
output arbitrary attacker-chosen text, with consequences ranging from user frustration to severe misdiagnosis [57]. Backdoor
attacks are worse operationally: a narrow period pulse injected as a poisoning trigger forces any test sample carrying the key

into a target class, and need not be synchronised with the trial, which makes physical delivery far easier [58]. Finally, neural
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data is inherently re-identifiable. The CEREBRE protocol achieved 100 percent identification accuracy in a fifty-user pool
from event-related potentials elicited across several functional systems [59], and resting-state recordings alone support
inference of personality traits and executive function.

8.3 A taxonomy of leakage

Figures 6 and 7 organise this material. Figure 6 maps attack families onto the five pipeline stages; Figure 7 decomposes
leakage into four families with their observables and disclosures.

Attack surface mapped onto the neural communication pipeline

On-body Wireless Edge and
compute link cloud
S1 54 S5

Passive physical side channels
power, electromagnetic and timing leakage

packet size and cadence of encrypted telemetry

Signal-level manipulation
adversarial perturbation, backdoor triggers, replay

Model and training-data extraction . .
membership inference, gradient leakage

e O
e e @
. primary

Figure 6. Attack surface mapped onto the neural communication pipeline.
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The taxonomy separates channels by what the adversary measures rather than by what they intend. Physical emanation

channels are the classical family transplanted: supply current, near-field radiation, inference timing and package thermal

behaviour, each shown to disclose model structure or private inputs on comparable hardware. Protocol and metadata

channels exploit the fact that encryption protects content but not shape; packet cadence in an always-on telemetry stream

marks trial onsets and session boundaries, and shared-tenancy edge nodes reintroduce cache contention. Semantic and

coghnitive channels are unique to this domain and the most consequential: the stimulus itself is the probe, and the leak is not a

key but a memory. Learned-model channels attack the decoder as an asset, through confidence vectors, shared gradients,

repeated queries and auxiliary telemetry such as impedance logs that disclose clinical state.

The asymmetry worth naming is that the first, second and fourth families have well-developed measurement methodologies

that have simply not been applied to fielded neural hardware, while the third is where the harm is irreversible and the least

methodological work exists.

Table 5. Attack taxonomy with representative demonstrated evidence.

Family Attack Target stage Demonstrated on Reported effect
Physical emanation | Differential power Compute, radio Tamper-resistant Key recovery below noise
analysis devices
Physical emanation | Electromagnetic On-body compute | ARM Cortex-M Layers, weights recovered
extraction
Physical emanation | Power analysis of Edge accelerator FPGA accelerator Input recovered, up to
inference 89%
Protocol metadata Traffic fingerprinting Wireless link Tor traces Over 98% identification
Protocol metadata Cache contention Shared edge node | Last-level cache 96.7% of key bits
Signal manipulation | Adversarial perturbation | Acquisition, Three EEG classifiers | Transferable
decoder misclassification
Signal manipulation | Speller perturbation Decoder P300, steady-state Attacker-chosen output
spellers
Signal manipulation | Period-pulse backdoor Training pipeline Multiple EEG datasets | Target-class forcing
Model extraction Membership inference Cloud decoder Clinical records Training membership

Model extraction

Gradient inversion

Federated training

Image, text models

Pixel-accurate

reconstruction

Semantic elicitation

P300 oddball probing

Acquisition,

stimulus

28 headset users

15-40% entropy reduction

Semantic elicitation

Re-identification

Stored data

50-user pool

100% identification

Actuation

compromise

Brainjacking

Stimulation path

Deep brain stimulators

Motor, affective

modulation

9. COUNTERMEASURES, STANDARDS AND GOVERNANCE

Figure 8 organises defences as a five-tier stack and, in panel (b), quantifies the cost that the strongest data-protection tier

imposes.
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Figure 8. Defence-in-depth stack and the privacy-utility trade-off.
9.1 Hardware and link layers

The countermeasures for the physical family are classical and well founded. Masking transforms a circuit into a secret-shared
equivalent provably secure against any fixed number of probes [60], and hiding approaches such as dual-rail precharge logic
equalise per-cycle power consumption within standard design flows. Both cost area and energy, which is exactly what an
implant does not have, and this constraint is the reason lightweight rather than conventional cryptography is required at the
link layer; standardised compact authenticated-encryption primitives now exist for that role. Key establishment can exploit the
biosignal itself, since electroencephalography is repeatable enough to regenerate a cryptographic key. Trusted execution
environments warrant caution rather than reliance, since software-only transient-execution attacks have extracted enclave

secrets and attestation keys.
9.2 Data, model and decoder protection

Differential privacy supplies the formal guarantee, and DP-SGD with per-example gradient clipping and the moments
accountant made it practical for deep networks [61]. The cost is now quantified: a synthesis of 74 medical deep-learning
studies found that a privacy budget of about ten preserves clinically acceptable accuracy while a budget of about one causes
substantial loss, with chest radiograph area under the curve falling from 90 to 84 percent at a budget of 0.5 [62]. No
comparable curve exists for neural data, which is the gap panel (b) of Figure 8 exposes. Federated learning keeps raw
recordings local and works in medicine, with multi-hospital training matching pooled-data accuracy. Applied here, FedBS,
using local batch-specific normalisation with sharpness-aware minimisation, outperforms six federated baselines and also
exceeds centralised training that offers no privacy protection at all [63]. Federation alone is not a guarantee: shared gradients
permit pixel-accurate reconstruction of training data [64], so secure aggregation, in which the server learns only the sum of
client updates, is a necessary companion rather than an optional extra. Encrypted inference is viable for biosignals, and
applied to electroencephalography for seizure detection it keeps inference in the millisecond range with plaintext-comparable
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performance, at a substantial training cost [65]. For decoder robustness, generic adversarial training degrades accuracy,
whereas data alignment before adversarial training improves both robustness and clean accuracy across five datasets [66], and
the first systematic defence benchmark concludes that combining augmentation, alignment and robust training beats any
subset [67]. A taxonomy mapping attacks and defences across the full interface cycle organises this tier [68].

9.3 Standards, regulation and rights

The normative layer has moved faster than the engineering one. The neurorights framework proposes rights to cognitive
liberty, mental privacy, mental integrity and psychological continuity [69], and the parallel statement of four ethical priorities,
covering privacy and consent, agency and identity, augmentation and bias, set the agenda for the technical community. The
warning that consumer-grade neurotechnology without safeguards enables subtle surveillance and manipulation remains the
most precise statement of the gap. Formal standardisation is under way, with a functional model unifying interface
terminology and minimum reporting requitements for in-vivo neural interface research [70], though neither yet requires
disclosure of security posture. Regulatory instruments are converging from the general direction: cybersecurity guidance for
healthcare medical devices now requires a secure product development framework, threat modelling and a software bill of
materials in premarket submissions, and the European Union’s artificial intelligence regulation prohibits emotion-inference

systems in workplaces and education outside medical and safety purposes, a provision that bears directly on affective

decoding.
Table 6. Countermeasures, their target, cost and current maturity.
Tier Countermeasure Targets Cost Maturity here
Physical Masking, secret sharing Power, electromagnetic Area and energy Untested on
analysis interfaces
Physical Dual-rail power balancing Differential power analysis | Double cell area Untested on
interfaces
Link Lightweight authenticated Eavesdropping, injection Small Standard available
encryption
Link Padding, constant cadence Metadata analysis Continuous energy Not adopted
Decoder Alignment-based adversatial Evasion Modest, aids accuracy | Benchmarked
training
Decoder Backdoor and trigger screening | Poisoning Training time Early
Data Differential privacy Membership, inversion Accuracy at low No neural curve
budgets
Data Federated learning, secure Raw data exposure Communication Demonstrated on
aggregation EEG
Data Homomorphic inference Cloud exposure High training cost Demonstrated on
EEG
Governance | Consent, provenance ledgers Secondary use Administrative Proposed
Governance | Minimum reporting standards Opacity Administrative Security not covered

10. RESEARCH GAPS AND THE ROAD AHEAD

Figure 9 positions the open problems by research maturity against urgency for safe healthcare deployment, and proposes a

staged agenda.
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(b) A staged roadmap for trustworthy neural communication
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Figure 9. Rescarch gap map and a staged roadmap to 2035.
Five gaps stand out, and four of them are security gaps.

No measured leakage from real devices. Power and electromagnetic analysis of embedded neural network inference is
established [53, 10], and neural interfaces run on precisely that hardware, yet no published study reports a leakage profile from
a fielded interface. Until such measurements exist, every claim about the exploitability of physical side channels here,

including those organised in Figure 7, remains an inference from adjacent hardware.
b

No standard security evaluation. The field benchmarks accuracy rigorously through shared datasets and reproducibility
frameworks [34], and does not benchmark security at all. There is no agreed threat model, no adversarial test suite reported
alongside accuracy, and no requirement that a decoder disclose its robustness. The alignment-based defence benchmark is the
closest existing artefact [67] and should become a reporting requirement.

No privacy-utility curve for neural data. The medical deep-learning community can state what a given privacy budget costs
[62]. This domain cannot. Producing the equivalent curve for motor imagery, evoked-potential and speech decoding is
tractable and high-value.

Generalisation and the participation gap. Cross-subject transfer remains the practical barrier to deployment, and foundation
models are the current best answer [3]. Whether pretrained representations dissolve the participation gap identified two
decades ago [31] or merely relocate it is unresolved.

Autonomous use outside supervision. Sustained independent home use is demonstrated [6], but the evidence base is a small
number of participants. Chronic stability is quantified for one array type [24] and largely unknown for the newest high-density
devices.
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The staged roadmap in Figure 9(b) follows. The near-term actions are measurement and disclosure: publish leakage profiles,
adopt a shared threat model and adversarial benchmark, report privacy-utility curves, and extend minimum reporting
standards to security posture. The medium-term actions are architectural: certify decoders for robustness rather than accuracy
alone, standardise constant-cadence telemetry so traffic shape carries no paradigm information, move personalised inference
on-body by default, and build interoperable consent ledgers. The long-term actions are structural: express mental privacy as a
hardware design constraint rather than a policy afterthought, deliver foundation models that transfer without exporting raw

neural data, and align neurorights instruments internationally.
11. CONCLUSION

Across a hundred and fifty years, neural communication systems have passed through observation, control, restoration and, in
the present decade, conversation, maturing into a genuine healthcare technology. Assistive throughput has risen from roughly
two characters per minute in 1988 to a sustained fifty-six words per minute produced independently at home over two years,
an improvement of more than two orders of magnitude, achieved through the compounding of high-density electrode arrays,
self-supervised representation learning and language modelling rather than any single breakthrough.

The same convergence has produced a class of device that is wireless, always on, connected to remote inference and
physically bound to a person, and whose security has not been characterised at the level the capability warrants. The classical
side-channel literature demonstrates that correct implementations leak through power, electromagnetic, timing and traffic
observables, and that embedded inference of exactly the kind these systems perform leaks both model structure and private
inputs. The brain-specific literature demonstrates that stimuli can be weaponised to probe memory, that imperceptible
perturbations can drive spellers to arbitrary output, and that neural recordings are strongly re-identifying. What is missing is
not the method but its application.

The asymmetry is the finding. Decoding capability is ahead of the security evidence base by a wide margin, and the harms in
question are not recoverable in the way a compromised credential is. Closing that gap requires measurement before regulation
and disclosure before certification. The technical means exist in adjacent fields; this field needs to adopt them, and to treat the

security posture of a neural communication system as a reportable property rather than an externality.
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