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ABSTRACT: Remote onboarding, video-based Know-Yout-Customer (Video-KYC)
checks and voice-authorized payments now let a fraudster win a custometr’s or an
executive’s identity without ever being physically present. Synthetic faces and cloned
voices are cheap to produce, yet most defenses still look at a single signal: deepfake
detectors judge the media in isolation, and fraud engines judge only the transaction. This
paper presents DeepShield-Fin, a cross-modal framework that reasons jointly over video,
audio, interaction behavior, session context and transaction attributes during a live
financial session. A Cross-Modal Consistency Analysis (CMCA) module turns five explicit
agreement tests (lip—speech synchrony, face—voice identity, facial—vocal affect, behavior—
context plausibility and transaction deviation) into an interpretable evidence vector. An
Adaptive Gated Cross-Attention Fusion (AGCAF) module then weights each modality
by an estimated reliability, so that a noisy microphone or a dropped video frame does not
dominate the decision. A calibrated risk head drives a three-tier allow/step-up/block
policy, and an Evidence Explanation Engine produces analyst-readable justifications. We
specify DeepShield-FinDB, a 5,000-session benchmark with an explicit label-leakage
audit, and a five-protocol validation plan. Preliminary validation uses the implemented
audio branch and prototype: on 22,622 benchmark clips the audio branch reaches 95.2%
accuracy (95% CI 94.9-95.5%), an MCC of 0.904 and a 4.8% EER, against 7.9-8.5% EER
for HuBERT, wav2vec 2.0 and RawNet2, and the prototype completes an analysis
window in 1.84 s. An analytical deployment study shows why single-channel detection is
not enough: at a 1% fraud rate even this detector would raise about five false alarms per
detected fraud, which motivates the cross-modal evidence that DeepShield-Fin adds.

Financial services have spent the last decade removing the counter. Accounts are opened through a smartphone camera, loans

are approved after a short video call, and treasury staff release payments on the strength of a familiar voice on the line. In India,

the Reserve Bank’s amendment permitting Video-based Customer Identification Process (V-CIP) [1] turned the video call into

a legal substitute for physical verification, and similar remote-onboarding regimes exist across most large economies. The

efficiency gains ate real. So is the side effect: identity, which used to be checked against a person standing in a branch, is now

checked against pixels and audio samples that can be manufactured.

Generative models have made that manufacturing routine. Face-swapping and reenactment pipelines such as DeepFacelab [2]

and First Order Motion Model [3] need only a few minutes of target footage; lip-synchronization networks such as Wav2Lip

[4] and SadTalker [5] can animate a still photograph to match arbitrary speech; and few-shot voice cloning [6,7] reproduces a

speaker’s timbre from seconds of reference audio. The financial consequences are no longer hypothetical. In 2019 the chief
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executive of a UK energy firm transferred roughly €220,000 after a telephone call in which a cloned voice imitated his parent-
company superior [8]. In early 2024 an employee of the engineering firm Arup in Hong Kong authorized transfers of about
US$25 million after a video conference in which every other participant, including the chief financial officer, was synthetic [9].
Indian cases are smaller in value but far more numerous: cloned voices of relatives and finance officials have been used to
extract amounts from 45,000 to over 320 lakh from individuals in Lucknow, Kanpur, Hyderabad and Bengaluru [10-13].
Aggregate losses are rising steeply as well [14-16].

The defensive toolbox has not kept pace with this change in attack surface, for two structural reasons. First, deepfake detection
and fraud detection have grown up as separate research communities. Visual detectors such as MesoNet [17], XceptionNet [18]
and LipForensics [19], and audio anti-spoofing systems such as RawNet2 [20] and AASIST [21], answer the question is this
media authentic? They know nothing about whether the account holder normally logs in from this device, whether the requested
beneficiary is new, or whether the transfer amount is twenty times the customer’s median. Conversely, transaction-centric fraud
engines [22—25] answer is this payment anomalous? but treat the voice or face that authorized it as a trusted input. An attacker
who combines a convincing face, a cloned voice and a plausible story can slip between the two. Second, most multimodal
deepfake detectors that do combine audio and video [26—29] fuse their features by concatenation or uniform attention. A

degraded channel can then drag the decision with it, and the fused score does not tell the analyst why a session was flagged.

This paper addresses both gaps with DeepShield-Fin, a framework designed around the actual shape of a remote financial
session. Its starting point is our earlier multi-branch audio detector, which combined spectral, temporal and prosodic—emotional
cues and reached 95.2% accuracy and a 4.8% equal error rate (EER) on audio benchmarks [30]. DeepShield-Fin generalizes
that idea from three acoustic views of one modality to five modalities of one session, and adds explicit cross-modal reasoning

on top.
1.1. Research Objectives and Hypotheses
The study pursues three objectives, each tied to one pre-registered hypothesis (detailed research design in Section 3):

This study pursues three interlinked objectives, each anchored to a pre-registered hypothesis that guides the research design
outlined in Section 3. The first objective (O1) is to examine the literature on deepfake technology and its deployment across
financial fraud typologies, testing the hypothesis (H1) that deepfakes significantly elevate fraud risk relative to traditional
methods. The second objective (O2) evaluates the impact of deepfake-enabled fraud on customers, institutions, and regulators,
while benchmarking existing detectors under realistic conditions; it tests the hypothesis (H2) that current fraud-detection and
prevention mechanisms are insufficient for the specific challenges posed by deepfakes. Finally, the third objective (O3) is to
develop and validate a cross-modal detection framework, tool, and methodology, testing the hypothesis (H3) that such an

advanced framework substantially reduces both the incidence and the expected cost of deepfake-enabled financial fraud.
1.2. Contributions

This paper makes five principal contributions. First, it formalizes deepfake-enabled financial fraud as a session-level, cost-
sensitive risk estimation problem over synchronized windows of five modalities, incorporating explicit attacker classes and a
Bayes-optimal, prior-corrected decision rule. Second, it introduces Cross-Modal Consistency Analysis (CMCA), which
computes five named, individually interpretable consistency scores that are jointly discriminative, rather than leaving cross-
modal agreement implicit in a fused embedding. Third, it proposes Adaptive Gated Cross-Attention Fusion (AGCAF), which
couples cross-modal attention with gates scaled by a learned, quality-aware reliability estimate and is trained with modality
dropout, ensuring graceful degradation when a modality is missing or corrupted. Fourth, it presents a calibrated, explainable
decision layer combining temperature scaling, prior-shift correction, and a three-tier policy with an Evidence Explanation
Engine. Finally, it specifies DeepShield-FinDB, a leakage-audited multimodal benchmark, alongside a five-protocol validation
plan and preliminary evidence from the implemented audio branch and prototype.

2. BACKGROUND AND RELATED WORK
2.1. Threat Landscape and Incident Analysis

To ground H1 we compiled documented incidents in which synthetic media was the decisive instrument of a financial loss.
Table 1 lists representative cases. Two features stand out. The first is the spread of channels: the same underlying capability,
impersonating a trusted person, has been delivered through a live multi-party video call, a phone call, a WhatsApp voice note
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and a social-media advertisement. The second is the asymmetry of effort. In each case the attacker’s cost was a few minutes of

publicly available footage or audio and an off-the-shelf generator, while the victim’s loss ranged from a family’s savings to a

corporate treasury transfer.

Table 2.1.1. Representative documented incidents of deepfake-enabled financial fraud.

Year | Location Modality / channel Reported loss | Mechanism Ref.

2019 | United Cloned voice, phone call =~ €220,000 CEO instructed by “parent-company (8]
Kingdom chief” to pay a supplier

2023 | Lucknow, Cloned voice, WhatsApp 345,000 Voice of a relative requesting urgent help | [10]
India

2024 | Hong Kong Synthetic multi-party video ~ US$25 million | Synthetic CFO and colleagues authorized | [9]

call 15 transfers

2024 | Kanpur, India | Cloned voice, phone call 21 lakh “Nephew in legal trouble” scenario [11]

2024 | Hyderabad, Deepfake video of a minister, | > %20 lakh Fraudulent investment endorsement [12]
India social media

2024 | Bengaluru, Deepfake video of business %26 lakh Fake trading-platform promotion [13]
India leaders (combined)

Aggregate statistics, summarized in Figure 2.1.1, show that these are not isolated anecdotes. Losses reported to the FBI’s

Internet Crime Complaint Center roughly quadrupled between 2020 and 2024 [14,15]. Industry projections specific to

generative Al are steeper still: Deloitte estimates that such fraud could cost US banks and their customers US$40 billion annually

by 2027 [16]. Public statistics rarely separate deepfake-assisted cases from other cyber-enabled fraud, itself a measurement gap.

Reported losses (USD billion)

(a) FBI'IC3 reported cybercrime losses

2020 2021 2022

2023

$16.6B

Projected losses (USD billion)

(b) Projected GenAl-enabled fraud losses, US
Endpoints reported by Deloitte;
intermediate years geometrically
interpolated (illustrative) 40.0

0 T
2024 2023

T T T T
2024 2025 2026 2027

Figure 2.1.1 Threat landscape. (a) Annual cybercrime losses reported to the FBI Internet Crime Complaint Center, 2020—
2024 [14,15]. (b) Projected losses from generative-Al-enabled fraud in the United States; the 2023 and 2027 endpoints are
those reported by Deloitte [16], and intermediate years are geometric interpolations shown for illustration only. Source: data
from [14—16]; chart drawn by the authors.

Figure 2.2.1 organizes the attack vectors we model. Voice cloning (A1) dominates telephone channels; face swapping (A2)

targets camera-based onboarding; lip-sync puppeteering (A3) animates a genuine photograph with attacker-controlled speech;

full audio-visual synthesis (A4) manipulates both channels at once; and stream injection (A5) bypasses the camera altogether by

feeding pre-rendered or real-time synthetic video through a virtual device. What these share is that each succeeds by producing

a session that is internally plausible to a human operator. Our design premise is that it is much harder for an attacker to make

the session internally consistent across every channel simultaneously.
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Deepfake attack vectors against remote financial channels

A1l Voice cloning

(cloned call / voice note) Yidleo-BRC I VCIP onboaviing

A2 Face swap Call-centre authentication

(VF-AR, Video-KYC) Identity
impersonation
in- i session
A3 (VI\;lp ;Jync/ lsmé)]? t;iee;'l ng ] ) Executive payment approval
AVESIPYkndtRa TKCE + social-engineering
pressure (urgency,
A4 Ful(lvl?:};;))'nthesm authority, secrecy) Account recovery / SIM swap

AS Stream injection /
virtual camera replay

High-value transfer
confirmation

Evidence channels exploited: face, voice, lip motion, behavior, device/session context, transaction request

Figure 2.2.1. Attack vectors (A1—A5) considered in this work and the remote financial channels they target. All vectors
converge on an identity-impersonation session reinforced by social-engineering pressure. Source: authors’ elaboration based
on the incidents in Table 1 and the generators described in [2-7].

2.2. Deepfake Generation

Face manipulation evolved from paired autoencoders, popularized by DeepFacelab [2], through generative adversarial
networks [31] and style-based generators [32] to diffusion models that leave few texture artifacts. Talking-head synthesis
animates a still image from a driving video (FOMM [3]) or directly from speech (Wav2Lip [4], SadTalker [5]), while speaker-
adaptive TTS such as SV2TTS [6] and neural codec models such as VALL-E [7] clone a voice from seconds of audio. Crucially
for defense, each channel is typically forged with a different tool that knows nothing about the others; this independence is
what cross-modal consistency checks exploit.

2.3. Visual and Audio Deepfake Detection

Visual detectors learn texture and blending artifacts (MesoNet [17], XceptionNet on FaceForensics++ [18], Capsule-Forensics
[33], Face X-ray [34]), physiological signals (FakeCatcher [35]), semantic mouth motion (LipForensics [19]) or longer spatio-
temporal context (CViT [36]). Their accuracy drops sharply under heavy compression and on unseen manipulation methods
[18,19], exactly the conditions of a mobile Video-KYC session. In audio, the ASVspoof challenges [37,38] moved the field from
cepstral features with GMM back ends to end-to-end models such as RawNet2 [20] and AASIST [21], often with self-supervised
front ends (wav2vec 2.0 [39], HuBERT [40]). Our multi-branch detector [30] added prosodic and emotional cues and reduced
EER from 7.9-8.5% to 4.8%, yet audio detectors still degrade on in-the-wild speech [41] and compressed channels [38].

2.4. Audio-Visual Multimodal Detection

Audio-visual methods exploit the shared articulatory origin of speech and lip motion: SyncNet [42] learned a joint audio—mouth
embedding that underlies the modality-dissonance score (MDS) [28]; Mittal et al. [27] compared perceived emotion across face
and voice; Zhou and Lim [20] trained joint detectors on DFDC; and FakeAVCeleb [43] enabled evaluation over all four
real/fake combinations. AVoiD-DF [29], voice—face homogeneity (VFD) [44] and AVT2-DWF [45] refine alignment and
fusion, and our companion TRIUNE-Guard [46] adds a physiological tPPG stream. All remain media-forensic: none uses the

behavioral, contextual or transaction evidence a bank already holds about a session.
2.5. AI-Based Financial Fraud Detection

Transaction fraud detection uses sequence models [22], adversarial augmentation for class imbalance [23], graph neural networks

for camouflaged fraudsters [24], streaming active learning under drift [25], behavioral biometrics for continuous authentication
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[47] and interpretable tabular networks such as TabNet [48]. These systems treat the voice or face that authorizes a payment as
trusted input; when an impersonation is convincing, the resulting transaction may be only mildly anomalous and impossible to

separate from an unusual genuine request.
2.7. Summary of Gaps

Table 2.5.1 positions representative methods against the capabilities that a deployable defense requires, and Table 3 lists the
resulting gaps together with the design response of this paper.

Table 2.5.1 Capability comparison of representative approaches (V' supported, © partial, X not supported).

Approach Visual | Audio | Behavior / | Transaction Explicit Reliability- | Explanations | Real-

context cross-modal | aware fusion time
checks

MesoNet / N4 X X X X X X (D)

XceptionNet

[17,18]

LipForensics [19] N4 X X X X X L)) ©

RawNet2 / X V4 X X X X X V4

AASIST [20,21]

Multi-branch X v X X X X © v

audio [30]

MDS / AVoiD- N4 V4 X X © X X ©

DF [28,29]

AVT?>-DWF [45] N N4 X X X © X O

CARE-GNN / X X © v X X 0 v

TabNet fraud

[24,48]

DeepShield-Fin N4 N4 v v v v v N4

(this work)

Table 2.5.2. Research gaps and the corresponding design response in DeepShield-Fin.

Gap Consequence in a financial session Design response

Media and fraud A convincing impersonation authorizes a mildly Joint modelling of V, A, B, C, T (Section

analytics are siloed anomalous payment that neither system flags 4.4)

Cross-modal agreement | Partial fakes (VF—AR, VR—AF) evade detectors Five named CMCA tests (Section 4.5)

is left implicit tuned to one channel

Fusion ignores channel | A noisy microphone or frozen frame corrupts the Reliability-scaled gates and modality

quality fused decision dropout (Section 4.6)

Scores are uncalibrated | Thresholds tuned on balanced data produce alert Temperature scaling and prior-shift

and prior-blind floods at a 1-5% fraud prior correction (Section 4.8)

Black-box decisions Analysts and regulators cannot justify a blocked Evidence Explanation Engine (Section
payment 4.9)
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Gap Consequence in a financial session Design response

Offline, accuracy-only Reported gains do not transfer to deployment Five protocols, calibration and cost

evaluation metrics, significance tests (Section 5)
3. RESEARCH DESIGN AND METHODOLOGY

3.1. Objectives, Research Questions and Methods

The research follows a mixed design: a qualitative-descriptive strand that characterizes the threat (O1), an evaluative strand that
measures the shortcomings of current defenses and their consequences for stakeholders (O2), and a constructive—experimental
strand that designs and statistically validates a new framework (O3). Table 4 makes the link between each objective, the research

question it answers, the method used and the evidence it produces explicit.

Table 3.1.1. Research objectives, questions, methods and outputs.

Objective Research question Methods Output / evidence Hyp. | Sec.
o1 — How are deepfakes used to Systematic literature review; Incident table, threat- H1 2,
Examine commit financial fraud, and incident analysis; loss-trend landscape statistics, 3.3
through which channels? analysis of public reports; attack | taxonomy A1-A5, gap
taxonomy analysis
02 — What is the impact on Stakeholder impact mapping; Cost model, degradation | H2 3.4,
Evaluate stakeholders, and how well do | expected-cost model; of baselines across P1— 6
current detectors cope under benchmarking of 13 baselines P5
realistic conditions? under five protocols
03 — Can a cross-modal, reliability- | System design; dataset DeepShield-Fin, H3 |4,5,
Develop and | aware and explainable construction with leakage audit; | DeepShield-FinDB, 6
Validate framework reduce fraud? ablation; DeLong, McNemar statistical validation
and bootstrap tests

The impact assessment of O2 considers three stakeholder groups. Customers bear direct monetary loss and, under false alarms,
friction and exclusion. Institutions bear reimbursement, investigation and reputational costs and, for Video-KYC, regulatory
exposure if a synthetic identity is onboarded. Regulators and the wider system face erosion of trust in remote channels on which
financial inclusion increasingly depends. These costs enter the evaluation through the cost model of Section 3.4 rather than as

an abstract discussion.
3.2. Research Design and Workflow

Figure 3.2.1 summarizes the workflow. The three strands run in sequence, and the output of each constrains the next: the
taxonomy and gap analysis from O1 define the requirements against which baselines are tested in O2, and the failure modes
observed in O2 (partial forgeries, channel degradation, prior shift) define the design requirements of the framework built in
O3. Hypotheses and decision criteria were fixed before the experiments (Section 5.0), so that the results can confirm or refute
them rather than be interpreted after the fact.
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Research design: objectives, methods and outputs

01 EXAMINE -P[ 02 EVALUATE F) 03 DEVELOP & VALIDATE
Systematic literature review Stakeholder impact analysis Design DeepShield-Fin
(generation & detection, fraud AI) (customer, bank, regulator) (CMCA + AGCAF + XAI)
Incident & loss analysis Baseline benchmarking under Build DeepShield-FinDB
(Table 1, Figure 1) P1-P5 protocols with leakage audit
Attack taxonomy A1-A5 Expected-cost model Statistical validation
(Section 3.4) (DeLong, McNemar, bootstrap)
- H1 evidence - H2 test - H3 test
- gap analysis (Table 3) - design requirements - deployable prototype

Figure 3.2.1 Research design linking the three objectives to their methods, outputs and hypothesis tests. Source: authors’

own design.
3.3. Threat Model

We consider a remote financial session between a customer-facing channel of a regulated institution (Video-KYC, call-center
authentication, executive approval call, account recovery or high-value transfer confirmation) and a remote party who claims
to be a known customer or employee. The adversary’s goal is to have the session accepted as genuine so that a financial action
is executed.

Adversary capabilities. The adversary (i) possesses public or leaked audio and video of the target; (i) can operate any open-
source or commercial generator for face, lip and voice synthesis, offline or in real time; (iii) can inject synthetic streams through
a virtual camera or audio device (A5); (iv) may control the device and network from which the session originates; and (v) knows
the target’s approximate transaction habits but not the institution’s internal customer profile. We do not assume that the
adversary has white-box access to the detector or can query it adaptively; adaptive attacks are discussed as a limitation in Section
7.4.

Defender capabilities. The institution observes the synchronized audio and video stream, interaction telemetry (response
latencies, turn-taking, speaking rate), device and session metadata, and the requested transaction together with the customer’s

history. Where the customer has an enrolled biometric template, it is available to the defender.
3.4. Problem Formulation and Cost Model

Let a session be divided into overlapping analysis windows of length W seconds with hop A. The observation in window t is
X, =V, A, B, Cpy Tp), €Y

where Vi = {v¢ 4, ..., Vg n,} is the sequence of video frames, A; is the audio waveform sampled at f; = 16 kHz, and B, € R%,
C; € R% and T, € R% are behavioral, contextual and transaction feature vectors. Each session carties a label y € {0,1}
(genuine or fraudulent) and, for fraudulent sessions, a manipulation subclass

k € K = {VR-AR, VF-AR, VR-AF, VF-AF}, (2)

whete V/A denote video/audio and R/F denote real/fake; VR-AR sessions are genuine. We seck a scoting function fg: X +
D¢ € [0,1] that estimates the posterior probability of fraud in window ¢t.

Window-level evidence is accumulated into a session-level risk by an exponentially weighted update, which lets the system raise

an alert early when evidence is strong while remaining stable against isolated spikes:

Pt =AP—1+ (1= D) Py, Po =T, 3)
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with smoothing factor A € [0,1) and prior m.

In finance, the two error types are not equally expensive. A missed fraud (false negative) costs the transaction value plus
remediation, whereas a false alarm (false positive) costs customer friction and analyst time. With costs cgy and Cgp and operating

prior T = P(y = 1), the expected cost of a decision rule § is
R@B) =cgnmP6=0ly=D+cpp(1—m)P(6=11y=0). 4)

If P is a calibrated postetior, the decision that minimizes Eq. (4) is to flag whenever P exceeds the Bayes threshold [49]

C
=—F (5)
Crp T CEN

Equation (5) only holds when the score is calibrated to the deployment prior, which motivates the calibration and prior-

correction steps of Section 4.8. To relate detector quality directly to H3, we also define the expected loss per session,
‘Cexp =mFNR - CTFN + (1 - T[) FPR - Crp, (6)

where Cpy is the mean value at risk in a fraudulent session, and the relative expected-loss reduction of a method over a baseline,

Lbase __ rbrop

__~~exp exp
4. THE DEEPSHIELD-FIN FRAMEWORK

4.1. Overview

Figure 4.1.1 shows the end-to-end architecture. Five modality streams are acquired and windowed in parallel, each is encoded
by a model suited to its structure, and all embeddings are projected into a common 256-dimensional space. Two complementary
mechanisms then operate on the projected embeddings. CMCA computes explicit, named agreement tests between modalities;
AGCATF performs learned, reliability-aware fusion. Their outputs feed a calibrated risk head whose decision drives an alerting

and response layer, while the Evidence Explanation Engine records why the decision was made.

DeepShield-Fin: end-to-end architecture

Video V ] [ Audio A ] [ Behavior B ] [ Context C ] [ Transaction T

v ¥
preprocess preprocess preprocess preprocess preprocess
& window & window & window & window & window
¥ y v Y .1
Swm-VZ-Tl C‘“I'lr,o;)mer ; Temporal MLP + TabNet
HleHpora Rwi e Transformer entity embeddings encoder
attention spectral/prosodic
Projection to shared latent space (d = 256) + modality reliability estimates r_m
v v
Cross-Modal Consistency Analysis (CMCA) Adaptive Gated Cross-Attention Fusion (AGCAF)
lip-speech sync « face-voice affect « identity > cross-attention « reliability gates
behavior-context ¢ transaction deviation modality dropout

Risk head: calibrated fraud probability p — risk score
three-tier policy (allow / step-up / block)

Evidence Explanation Engine Real-time alert & response Immutable audit log
(gate + IG attributions, narrative) (step-up MFA, hold, escalate) (analyst review, regulator)

Figure 4.1.1 Architecture of DeepShield-Fin. Modality-specific encoders feed a shared latent space; CMCA and AGCAF
provide explicit consistency evidence and reliability-aware fusion; a calibrated risk head drives a three-tier response,

explanations and an audit log. Source: authors’ own design.
p g g
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The design follows three principles drawn from the gaps in Table 3. Evidence over appearance: rather than asking only whether

each stream looks authentic, the system asks whether the streams tell the same story. Graceful degradation: no single channel

should be able to veto the decision when it is unreliable. Accountability: every alert must come with evidence that a human

analyst can check. Table 5 specifies each module of the architecture.

Table 4.1.1 Module-level specification of DeepShield-Fin.

Module Input Encoder / operation Output Initialization / training
data
Visual 16 aligned 224Xx224 face Swin-V2-Tiny (=28 M F, € R768 ImageNet-1k;
crops per 2-s window parameters) + additive FaceForensics++ (c23,
temporal attention c40)
Lip 96%x96 mouth crops Lightweight 3D-CNN Zjip € R?% per | Real FakeAVCeleb clips
frame (contrastive sync)
Identity Face crop; speech segment ArcFace (face); ECAPA- 512-d; 192-d Public pre-trained weights
TDNN (voice) embeddings
Audio 16 kHz waveform — 80-band | Conformer + 2D-CNN F, € R°'? ASVspoof 2019 LA;
log-Mel; 88 eGeMAPS spectral + prosodic branches ASVspoof 2021 codecs
descriptors [30]
Behavior < 64 interaction events X 6 2-layer Temporal Transformer F, € R% DeepShield-FinDB
attributes
Context 8 categorical + 12 numerical | Entity embeddings + MLP F. € R% DeepShield-FinDB
fields
Transaction | 8 attributes (log amount, TabNet, 3 decision steps F, € R3? IEEE-CIS; PaySim
beneficiary age, velocity, hour,
o)
CMCA s € R® Five consistency tests + MLP h,, € R?5¢ |End-to-end
AGCAF Six 256-d embeddings + Reliability-gated cross- z € R?5¢ End-to-end
quality indicators attention, 8 heads
Risk head VA MLP 256-128-64, sigmoid; p' € [0,1], risk | End-to-end; calibrated on
temperature scaling score R validation split

4.2. Acquisition and Synchronization

Audio and video are captured from the session (a WebRTC or meeting-client stream in deployment, recorded sessions in our

experiments) and time-stamped against a common monotonic clock. Behavioral telemetry (turn boundaries, response latencies,

speaking-rate estimates) is derived from the same stream; contextual metadata and the transaction request are taken from the

institution’s session and payment systems. Each modality is resampled onto the window grid. For a window starting at time &,

the audio sample range and video frame range are

Ta(to) = [ltofs], 1(to + W)fD),

3y(to) = [ltofol, L(to + WIF D,

®)

whete f,, is the video frame rate. We use W = 2 s with 4 = 1 s for streaming inference and 4-5 s windows (=100 frames at 25

fps) for training, which gives the temporal encoders enough context to observe articulation and prosody.
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4.3. Preprocessing

Video. Faces are detected with RetinaFace [50] and aligned to a canonical template by the similarity transform that minimizes

landmark error,

5
(s*, R, t) = argminles Rl +t— i,-llz, 9
SRt £

i=1

where 1; are detected landmarks and 1; the template positions. Aligned crops are resized to 224 X 224, and 2 96 X 96 mouth
region is cropped from the same alignment for the synchronization test. Frames with face-detection confidence below 0.8 are
marked rather than dropped; their proportion becomes a video-quality feature for the reliability estimator. Figure 5 shows
frames captured by the implemented pipeline and the corresponding aligned region of interest.

(a) Consecutive face frames sampled from a captured verification session

(b) Raw video frame (left) and aligned 224 x224 face region of interest (right)

Se

3

e 937 .

L3 .5 :

L3 g e

I3 -::

-

o s p-e]
-
W

Figure 4.3.1 Video inputs captured by the implemented acquisition pipeline during a test verification session: (a) consecutive
sampled frames; (b) raw frame and the aligned face region passed to the visual encoder. Source: authors’ implementation; the
subject is the first author, recorded with consent.

Audio. Signals are converted to mono, resampled to 16 kHz, pre-emphasized,
x'[n] = x[n] — 0.97 x[n — 1], (10)

and denoised by spectral gating: a noise profile N(f) is estimated from non-speech frames identified by voice-activity detection,
and time—frequency bins are attenuated by a soft mask

N(f) ) an

G(t,f) =max<0, 1—agm

where S(t, f) is the short-time Fourier transform and @ the over-subtraction factor. The 80-band log-Mel spectrogram used
by the spectral branch is

M(t, b) = log ZHmel bAOIGENSE NI +e |, (12)
7

with a 25 ms Hann window and 10 ms hop. Figure 6 shows the effect of this stage on a recording captured by our pipeline. We
deliberately apply only mild denoising: aggressive enhancement can erase the very synthesis artifacts the detector needs, a trade-
off that protocol P4 is designed to quantify.

771
Natural Resources for Human Health (NRFHH)

https://nrfhh.com



Natural Resources for
Human Health
eISSN: 2583-1194

FIG A: Raw Input S5, (t) FIG B: Processed Signal Spc(t)
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FIG C: Raw Spectrogram (Unfiltered) FIG D: Processed Spectrogram (Feature Optimized)

Figure 4.3.2. Audio preprocessing on a session recording: (A) raw input waveform, (B) processed signal, (C) raw
spectrogram and (D) processed spectrogram used for feature extraction. Source: authors’” implementation.

Behavioral, contextual and transaction features. Heavy-tailed monetary quantities are log-transformed, @’ = log(1 + a), and
continuous features are standardized with statistics from the training split only,
o N TH
X =——,
9

(13)

to avoid information leaking from the test distribution. Categorical fields (device family, operating system, channel, country)
are mapped to learned embeddings.

4.4. Modality Encoders

Visual encoder. Each aligned frame is encoded by a Swin Transformer V2-Tiny [51] pre-trained on ImageNet. Swin V2 replaces
dot-product attention with scaled cosine attention and a log-spaced continuous relative position bias,

e
k) = cos(q; k;)

. + By, (14)

Sim(q;,

which stabilizes training at the resolutions used for face crops. Frame embeddings Wy, ..., Wy, are aggregated by additive

temporal attention,

exp(wTtanh(W,u
a = p( ( u t)) szzat u,

* Y. exp (wTtanh(W,uy,))’ (15)

t

so that frames showing the most informative artifacts receive the greatest weight. A parallel lightweight 3D-CNN on the mouth
crops produces the lip embedding z);, used by CMCA, and an ArcFace [52] embedding of the face provides the identity vector

€face-

Audio encoder. The audio branch extends our published multi-branch detector [30]. Log-Mel features pass through a
Conformer encoder [53], whose blocks intetleave half-step feed-forward modules, multi-head self-attention and depthwise
convolution:

X =x+1/2FFN(x), X =%+ MHSA(R), (16)

x" =x'+ Conv(x’), y=LN(x"+1/2FFN(x")). 17)
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Self-attention captures long-range prosodic structure, while the convolution module captures the local spectral texture where
vocoder artifacts concentrate. Following [30], two additional branches run in parallel: a 2D-CNN spectral branch and a prosodic
branch fed by 88 eGeMAPS descriptors from openSMILE [54,55] (pitch, jitter, shimmer, harmonics-to-noise ratio, loudness),

which also yields a vocal-emotion distribution Pygice. The three branch outputs are combined as
F, = Wa[hconf; hspec ; hpros ] + b, (18)

and an ECAPA-TDNN [56] speaker embedding €ygjce is extracted for the identity test. Figure 7 shows the intermediate
representations produced by the audio branch.

(a) Received waveform (b) After spectral-gating denoising
Original Waveform Cleaned Wavetorm
00 *Ho —e M
o | '

) 25000 %0000 75000 100000 125000 150000 175000 200000

(c) Log-Mel spectrogram (dB) (d) MFCC representation

Mel Spectrogram (dB) MFCC
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Figure 4.4.1. Intermediate representations of the audio branch: (a) received waveform, (b) waveform after spectral gating, (c)
log-Mel spectrogram and (d) MFCCs. Soutce: adapted from [30], © 2026 IEEE, reused by the authors of that work.

Behavioral encodet. Behavioral telemetry is a short sequence of events (turn start/end, response latency, pause length, speaking
rate, interaction cadence). It is encoded by a two-layer Temporal Transformer [57] with sinusoidal positions,

PE(p, 2i) = sin( PE(p,2i + 1) = cos( (19)

To00077) To000777)
1000032i/4/° 1000032i/4/°

followed by mean pooling to obtain F,. Response latency is particularly informative for real-time voice conversion and

puppeteering, which add processing delay to every conversational turn.

Contextual encoder. Device, network and session fields are encoded by a multilayer perceptron over the concatenation of

categorical embeddings and standardized numerical features,
F. = MLP(||;E;[¢;] Il €num). (20)

whete || denotes concatenation. Features include device novelty, emulator or virtual-camera indicators, IP-geolocation distance

from the customer’s usual locations and session duration.

Transaction encoder. Transaction attributes are encoded with TabNet [48], whose sequential attentive transformer selects a

sparse subset of features at each decision step I,

M[i] = sparsemax(P[i —1]- h(afi — 1])), (21)

Pl = | [or—muD, 22)
j=1

where sparsemax [58] yields exactly sparse masks and the relaxation parameter ¥ controls feature reuse across steps.

Projection. Because raw embeddings differ widely in dimension (e.g., 768 for the Swin pooled output and 8-32 for tabular
encoders), each is mapped into a shared space before fusion:
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h,, = LN(W,,F,, + b,,) € R?>¢, m € {v,a,b,c,t}. (23)

This prevents high-dimensional audio-visual features from swamping low-dimensional but highly informative financial signals
simply by virtue of their size.

4.5. Cross-Modal Consistency Analysis (CMCA)

CMCA is built on a simple observation: a forger who uses independent tools for each channel must get every pairwise
relationship right, whereas a genuine session satisfies them automatically. CMCA therefore computes five scores, each with a

direct physical or business meaning (Figure 8).

Cross-Modal Consistency Analysis: five explicit consistency scores

Lip ROI z 1 > s_sync: lag-searched cosine
. i (lip < speech, +5 frames)

s_id: face ID < voice ID
vs. enrolled template

Speech z_a

consistency vector

. i S = [S_sync, S_id, S_aff,
Bave:aftoct 66 J s_aff: IS divergence of [s_sy
face vs. voice emotion S_be, S_tx]
— MLP - h_cm

a o s_bc: behavior—context
Voice affect z_ve Mahalanobis distance

s : transaction deviation

B, C, T history - s_tx: transaction deviatio|

vs. customer profile

Figure 4.5.1. Cross-Modal Consistency Analysis. Five explicit tests compare modalities pairwise or against the customer’s
profile; the resulting consistency vector is embedded and passed to fusion and to the explanation engine. Source: authors’

own design.

Lip—speech synchronization. Lip and speech embeddings are projected into a joint space by ¢; and ¢y, trained contrastively in
the manner of SyncNet [42]. Because real-time puppeteering often introduces a small, roughly constant lag, we search over

offsets:

Ssync= max _ZCOS ¢l(zllpn) ¢s(zan+6)) (24)

6" _arg maX _ZCOS ¢l(zllpn) ¢s(zan+6)) (25)

with D = 5 frames. Both the best agreement Sgyn and the offset §* are kept: a genuine call shows high agreement at §* = 0,

whereas lip-sync forgeries tend to show lower agreement or a consistent non-zero lag.

Face—voice identity. When an enrolled template exists, identity consistency combines agreement with the enrolled face and

voice templates:
Sid = 1/2 [Cos(eface' é?:cre) + Cos(evoice' ésg{ce ] -1 |Cos(eface' ég)cre) - Cos(evoice: vofce)l (26)

The penalty weighted by 17 captures the characteristic signature of a partial forgery, in which one channel matches the enrolled
customer well and the other does not. Without enrollment (first-time onboarding), Sjq is replaced by a learned face—voice
compatibility score in the spirit of [44].

Facial-vocal affect. Facial and vocal emotion disttibutions over C classes, Pface and Pyoice, should broadly agree in natural
speech [27]. Their agreement is measured with the bounded Jensen—Shannon divergence,
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Safft = 1 = JS(Pface Il Pvoice),  JS(PIIQ) = 1/2KL(p|im) + 1/2KL(q|/m), (27)
wherem =1/2(p + q),
computed with base-2 logarithms so that S, € [0,1].

Behavior—context plausibility. A customet’s behavioral and contextual profile is summarized by mean W, and covariance Xy
over past sessions (shrunk towards population statistics for customers with little history). Deviation of the current session is

measured by the Mahalanobis distance,

dpc = \/(Xbc - uu)Tzal(Xbc - uu)' Spe = exp(_dgc/ngicm . (28)

Transaction deviation. For each transaction attribute j (log amount, beneficiary age, hour of day, velocity), a robust z-score

against the customer’s history is computed with the median and median absolute deviation, and the scores are aggregated:

X med,, (xj)
1 = 14826 MAD, (x;)’

de
1
Sex = €xp —d—z min (27, z2.x) |- (29)
t<
j=1

The clipping at Zy,,x prevents a single extreme attribute (for example, a first-ever payment to a new beneficiary) from saturating

the score on its own.

The five scores and the sync offset form the consistency vector § = |Sgync, 0 Sid» Saffs Sbes Stx |, which is embedded as a sixth
Y y sync id» Saffr Sber Stx >

“modality”,
h., = LN(W, GELU(W;s + b;) + b,) € R?%¢, (30)
4.6. Adaptive Gated Cross-Attention Fusion (AGCAF)

AGCAF (Figure 9) fuses the six embeddings H = {h,, hg, hy, h,, h;, ho, 3. It answers two questions for evety modality: what
do the other modalities say about it, and how much should it be trusted right now?

Adaptive Gated Cross-Attention Fusion (AGCAF)

i > Multi-head
cross-attention
h_a »  Reliability Q=hm K,V=H_pn
estimator (8 heads) Gated
hb o B residual
= 2 ,[nlr]n = G(Mli)f; Wa="h m v z_fused
n N -m;q_m +gmoc.m € R?56
¢ "| q_m: SNR, blur, weighted
face-detect conf., Gate pooling
h t missing flag gmn =7 m O
O'(Wg [h_m;C_m] + bg)
h.cm >

Figure 4.6.1 Adaptive Gated Cross-Attention Fusion. A reliability estimator uses each embedding together with signal-
quality indicators; cross-attention gathers context from the other modalities; reliability-scaled gates control how much of that
context is admitted before weighted pooling. Source: authors’ own design.
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Reliability estimation. For each modality we compute a small vector of observable quality indicators q,: for audio, the estimated
SNR, clipping ratio and voiced-frame proportion; for video, mean face-detection confidence, the variance of the Laplacian as
a blur measure, and the proportion of dropped frames; for tabular modalities, the fraction of missing fields. Reliability is then

Tm = 0(Wy [ 5 Q] + b;) € (0,1). (BGD
Cross-modal attention. Each modality queries the remaining ones with eight-head attention [57],

¢ = MHA(Q = h,,W,, K=H_, W, V=H_,W,), (32)

QKT
Attn(Q, K, V) = softmax | — + logr',,, | V, (33)

Jar

whete H_,, stacks all embeddings except h,,. The additive term logr_,, is our modification of standard attention: it
multiplicatively down-weights keys from modalities currently judged unreliable, so that a frozen video feed cannot inject

spurious context into the audio representation.

Reliability-scaled gating. The gate determines how much cross-modal context each modality absorbs:

8m =Tm - O'(Wg [hy; ¢l + bg): (34)

h,, = LN(h,, + g, © ¢;), (35)

whete © is the element-wise product. Unlike gated multimodal units [59] ot the cross-modal transformer [60], the gate is scaled

by an externally grounded reliability estimate.

Pooling. The refined embeddings are pooled with learned importance weights,

exp(uThy, )7, Z N
= — ) = h . 36
.Bm Zm, exp (uThm,)Tm, Z 4 ,Bm m ( )

Modality dropout. To make the gates learn genuine fall-back behavior rather than rely on whichever modality is easiest, each

embedding is zeroed independently during training,
h,, < x,h,, K ~ Bernoulli(1 — pdmp), 37)

with Parop = 0.15 and at least one of {v, a} always retained. At inference, a genuinely missing modality is handled in the same

way, with its quality indicator set to “missing”.
4.7. Risk Head and Training Objective

The fused vector passes through a three-layer perceptron with GELU activations, batch normalization and dropout,
h® = Dropout (GELU (BN(W(1>z + b(l))», h® = Dropout (GELU (BN(WU’)h“’-U + b(f)))), (38)

with widths 256—128-64, and a logistic output,
p=0(), £=wih® +b, (39)
Primary loss. Because fraudulent sessions are a minority in realistic data, the primary loss is the focal loss [61],
Loe = = apy (1= p)"/logh — (1= a)(1 - y)p"/log(1 - p), (40)
with af = 0.25 and y; = 2, which down-weights easy, confidently classified examples.

Auxiliary modality losses. FakeAVCeleb-style subclass labels tell us which channel was manipulated. We exploit this with

auxiliary heads on the visual and audio embeddings,

Loux = BCE(y”, o(wyh,)) + BCE(y?%, a(w, hy)), (41)
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where y¥ = 1 for VF-AR and VF-AF and y* = 1 for VR-AF and VF-AF.

Synchronization margin loss. The sync projections are trained so that genuine pairs score higher than temporally shifted or

mismatched pairs by a margin p:
Loyne = max(O, 1= Sgme + ss_ync). (42)

Gate-diversity regularizer. To discourage the pooling weights from collapsing onto one modality, we add a penalty on low
entropy,

Lone = 10gM + ) B logf, (43)
m

which is zero for uniform weights and maximal when all weight sits on a single modality.
Total objective.
L= Lige + MLaux + Ao Lsyne + AzLene + A4 1 6113, (44)
with 4; = 0.3, 1, = 0.2, 43 = 0.01 and A, = 107>, selected on the validation split.
4.8. Calibration, Prior Correction and Decision Policy

A detector trained on balanced data is typically over-confident and implicitly assumes a 50% fraud rate. Both properties are
harmful in deployment, where the threshold of Eq. (5) assumes calibrated probabilities. We therefore apply temperature scaling
[62],

p=0(£/T"), T =argmin Z — [yiloga(£;/T) + (1 — y)log(1 — a(¢;/T))], (45)

i€Dy 4]

followed by the prior-shift correction of Saerens et al. [63], which adjusts a posterior learned under training prior Ty to an

operating prior Top:

Top
pl — Ttr
Top .  1—T

P (1_5
T[trp+1_7ttr( p)

(46)

The risk score reported to operators is R = 100 p’. Instead of a single threshold, DeepShield-Fin applies a three-tier policy:

ALLOW, p' <1y,
8(p") = { STEP-UP (MFA, callback or human review), 7, < p' < T, 47)
BLOCK and ESCALATE, p' =1,

T, is set from Eq. (5) with institution-supplied costs, and 71 is chosen so that the step-up rate stays within an agreed customer-

friction budget (we use 5% of genuine sessions).
4.9. Evidence Explanation Engine

For every session that reaches the step-up or block tier, the engine produces three layers of evidence. Modality contributions

combine pooling weights with the magnitude of admitted cross-modal context,

o = P18 O cn l)
Y o B (L 8 O €y 1)

Feature attributions within each modality are computed by Integrated Gradients [64] along a straight path from a baseline X’

(48)

(silence, a mean face, or the customet’s median transaction),

, 16f9(x’+a(x—x’))
i)jo FP da

Xi

IG;(x) = (x; —x

) (49)
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approximated with 32 Riemann steps, together with the TabNet masks for transaction fields. Consistency findings list each
CMCA test whose score falls below its genuine-session 5th percentile, phrased in plain language (for example, “lip motion and
speech are offset by 160 ms” or “voice matches the enrolled customer but face does not”). These elements are rendered into a

short templated narrative, so the text never states anything that is not backed by a computed quantity.

We assess whether explanations are faithful with a deletion test: masking the top-k attributed features should reduce the fraud

score substantially more than masking random features,
Fid@k
E[ﬁ(x) - pA(X\rand—k)] .

(50)

Fid@k = pA(X) - ﬁ(x\top—k)' l:idrel@)k =

4.10. Real-Time Streaming, Alerting and Audit

In deployment, windows of W = 2 s are processed with a hop of 4 = 1 s. The video, audio and tabular encoders run

concurrently on separate CUDA streams, so the end-to-end latency for one window is

Ttotal = Tacq + Tpre + maX(Tw Ta: Tbct) + Tcmca + Tfuse + Thead + Texp' (51)
and the sustained throughput in windows per second is
Npar

0_

= (52)
Ttotal - Tacq

whete 1, is the number of sessions batched together. A decision is available at most W' + Tiyq) seconds after any manipulated
content first appears, which comfortably precedes the point at which a payment is confirmed in Video-KYC or approval-call
workflows. Measured stage latencies are reported in Section 6.4.

When the policy returns STEP-UP or BLOCK, the alert module issues the configured action (out-of-band OTP, callback to

the registered number, hold on the transaction, escalation to the fraud desk), and writes an audit record
A=(u t, R b {$n} s h(X), (53)

where U is the customer identifier, t the timestamp and h(X) a cryptographic hash of the analyzed media.

4.11. Deployment Architecture and Prototype

Figure 4.11.1 places DeepShield-Fin inside an institution’s existing stack. The channel layer is untouched: the framework taps
media streams through WebRTC or SIP forks, reads session telemetry and the pending payment request from core banking
through read-only interfaces, and returns a decision to the policy engine that already governs step-up authentication. A

governance plane monitors score drift, subgroup false-positive rates and data retention.

Deployment architecture inside a financial institution

Channel Video-KYC / Mobile Call centre Executive
layer V-CIP banking app (IVR / agent) approval call
\/
Ingestion WebRTC / SIP Session & device Payment request Customer
layer media tap telemetry (core banking) profile store
Analytics Modality encoders CMCA + Calibrated Evidence
layer (GPU pool) AGCAF risk head Explanation Engine
M
Decision & Policy engine Step-up: Hold & Case management
response (Ty, T») OTP / callback escalate + audit log

Governance: drift monitoring + fairness audit « retention of hashes, not media

RBI/ DPDP / EU Al Act controls

Figure .4.11.1 Layered deployment architecture of DeepShield-Fin within a financial institution. Source: authors’ own design.
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The audio branch has already been implemented as a working prototype [30] that captures live meeting audio or uploaded
recordings and reports an authenticity score together with branch-level evidence (Figure 4.11.2). DeepShield-Fin extends the
same interface with the video, behavioral, contextual and transaction branches and with the explanation narrative of Section
4.9.

(&) Live-capture pariel (meeting audio / WAV upload) (b) Authenticity score with branch-level evidence

Upload WAV File

Detected Emotion: Anger
Authenticity Score: 45% - Likely Al-genrated

Analysis Detail Score Distribution

—_______ =
Upload WAV File
corssrc |
Upload a WAV file to detect emotion and authenticity 0 50 100

Figure 4.11.2 Implemented prototype of the audio branch: (a) live-capture panel for meeting audio and file upload; (b)
authenticity score with branch-level evidence. Source: adapted from [30], © 2026 IEEE.

5. DATASETS AND VALIDATION PROTOCOL
5.1. Public Datasets

Because no public corpus combines manipulated media with financial session data, each module is first trained and validated
on the established benchmark for its modality, and the full framework is then to be trained and evaluated on DeepShield-FinDB
(Section 5.2). Table 6 lists the public datasets with the composition reported by their authors, and Figure 5.1.1 visualizes their

class balance.

Table 5.1.1. Public datasets used in this study (statistics as published by the dataset authors).

speakers; 19,500 fake videos

Wav2Lip, SV2TTS; RVRA
/ FVRA / RVFA / FVFA

Dataset Modality Composition Manipulations / attacks | Role in this study
FaceForensics++ Video 1,000 original YouTube videos; Deepfakes, Face2Face, Visual encoder pre-
[18] 4,000 manipulated; raw, c23 and | FaceSwap, NeuralTextures | training;
c40 compression compression
robustness
FakeAVCeleb [43] | Audio-visual | 500 real videos of 500 VoxCeleb2 | FaceSwap, FSGAN, Primary AV training

and subclass analysis

/ DF [38] transmitted over telephony
channels (LA) and compressed

with media codecs (DF)

variation

DFDC [65] Audio-visual | > 100,000 clips of 3,426 paid Several face-swap and Cross-dataset
actors (public training set: reenactment methods; evaluation (P3)
119,154 clips, = 19,154 real) limited audio manipulation

ASVspoof 2019 LA | Audio 107 VCTK speakers; 12,483 bona | 19 TTS / VC systems Audio encoder

[37] fide and 108,978 spoofed (A01-A19), 13 unseen in training
utterances across train, dev and eval
eval

ASVspoof 2021 LA | Audio ASVspoof 2019 eval data Channel and codec Audio robustness

P4
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0

Dataset Modality Composition Manipulations / attacks | Role in this study

PaySim [66] Transactions | 6,362,620 simulated mobile- Account-takeover cash-out | Transaction-feature
money transactions; 8,213 patterns distributions
fraudulent (0.13%)

IEEE-CIS Fraud Transactions | 590,540 card-not-present training | Real e-commerce fraud Transaction encoder

Detection [67] transactions; = 3.5% fraudulent | (Vesta) pre-training

Class composition of the public corpora used (counts as published by dataset authors)

107 5

106

105 4

104 =

Number of samples (log scale)

103 4

FaceForensics++
{videos)

FakeAVCeleb

I genuine / legitimate
B manipulated / fraudulent

(videos)

DFDC train
(clips)

ASVspoof 2019 LA
(train+dev+eval) (transactions) (train transactions)

Paysim IEEE-CIS

Figure 5.1.1. Class composition of the public corpora (log scale), using the counts published by each dataset’s authors. Extreme
imbalance in the transaction corpora is the reason we report prior-aware metrics in addition to balanced ones. Source: counts
from [18,37,43,65—67]; chart drawn by the authors.

5.2. DeepShield-FinDB Construction and Leakage Control

DeepShield-FinDB is specified to pair synchronized audio-visual windows with behavioral, contextual and transaction records
to form complete sessions (Figure 13). The audio-visual component draws on FakeAVCeleb and the audio-bearing portion of
DFDC, split by subject identity so that no person appears in more than one of the training (70%), validation (15%) and test
(15%) partitions. To increase generator diversity we additionally re-generated manipulated windows for a subset of training
subjects with DeepFaceLab [2], FOMM [3], Wav2Lip [4], SadTalker [5] and Real-Time Voice Cloning [6]; generators held out
for protocol P5 were never used in training. Each window is 4-5 s long and contains approximately 100 aligned frames.

DeepShield-FinDB construction with label-leakage control

FakeAVCeleb
+ DFDC AV clips

[l

4-5 s synchronized

B

(subject-disjoint) AV windows
(=100 frames)
VR-AR, VF-AR,
Re-generated fakes / VR-AF, VF-AF
(DeepFaceLab, Wav2Lip,
SadTalker, FOMM,
RTVC)
Context sampler
. P(B,C,T | y) with
Pay S!m / IEEE'(.:IS / controlled overlap
marginals + session x (lift < 2.5)

log templates

P1 balanced
test
Session pairing /
+ timestamp
alignment P2 deployment
prior (1-5 %)
subject-level
70/15/15 split
Leakage audit:
B/C/T-only model
AUC reported

Figure 5.2.1. Construction of DeepShield-FinDB. Subject-disjoint audio-visual windows are paired with behavioral,
contextual and transaction records produced by a label-conditional sampler whose class separation is deliberately limited, and

a leakage audit is run on every release. Source: authors’ own design.
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Session context and the leakage problem. The behavioral, contextual and transaction parts of each session are necessarily
simulated, because no institution can release real customer records linked to biometric media. This is the point at which
multimodal fraud benchmarks are most easily, and most often unintentionally, broken: if fraudulent sessions are always given
large amounts, new devices and new beneficiaries, then the tabular modalities reveal the label and any model that uses them

reaches near-perfect scores without detecting a single deepfake.

We therefore generate context with a sampler that draws each tabular feature from the empirical marginals of PaySim and
IEEE-CIS (and, for behavior and device fields, from templates calibrated to those marginals), conditioned on the label only
through a bounded likelihood ratio. For a feature x with genuine-session density qo(x), the fraudulent-session density is the
tilted mixture

qo(x) e™

¢1(x) =0 =p)qo(x) +p E
q

E, [e7]’ 54

where p is the fraction of fraudulent sessions whose context is shifted and 17 controls the size of the shift. We choose (p, 1) so
that the maximum likelihood ratio q; /qq over the central 98% of the suppott does not exceed 2.5, and many fraudulent sessions

(fraction 1 — p) carry entirely typical context.

Leakage audit. With every release of the dataset we train a gradient-boosted classifier on the tabular modalities alone (B, C, T)
and report its AUC. We require this “context-only” AUC to stay at or below 0.70, so that the media channels must carry most
of the discriminative burden. Table 7 gives the composition of the dataset. Genuine and fraudulent sessions are balanced,
fraudulent sessions are split evenly across the three manipulated subclasses, and every split is subject-disjoint.

Table 5.2.1. Composition of DeepShield-FinDB (sessions per partition) and leakage-audit result.

Subclass Train Validation Test Total
VR-AR (genuine) 1,750 375 375 2,500
VF-AR (face manipulated) 584 125 125 834
VR-AF (voice manipulated) 583 125 125 833
VE-AF (both manipulated) 583 125 125 833
Total sessions 3,500 750 750 5,000
Share of sessions 70% 15% 15% 100%
Window length / frames per window 455/ =100 4-5s/ =100 4-5s/ =100 —
Context-only (B, C, T) audit AUC requirement — — <0.70 —

5.3. Evaluation Protocols

Because balanced accuracy predicts deployment behavior pootly, the full framework will be evaluated under five protocols,
each summarized with its acceptance criteria in Table 8. Protocol P1 (Balanced) uses the DeepShield-FinDB test split with equal
genuine and fraudulent sessions to measure intrinsic discrimination. Protocol P2 (Deployment prior) resamples the test split
with a fraud prior of n_op € {5%, 1%}, augmenting genuine sessions with additional held-out VR—AR windows, to measure
behavior under the base rates that drive alert volumes. Protocol P3 (Cross-dataset) trains models on FakeAVCeleb-derived
sessions and tests them on DFDC-derived sessions, and vice versa, measuring generalization across recording conditions and
populations. Protocol P4 (Perturbation) degrades test media with H.264 re-encoding at CRF € {23, 28, 33, 38}, Opus audio at
{64, 32, 16, 8} kbps, additive babble noise at SNR € {20, 10, 5, 0} dB, 1-10% packet loss, and complete removal of one
modality, measuring robustness to real channel conditions and the effect of reliability gating. Finally, Protocol P5 (Unseen
generators) applies leave-one-generator-out testing, training the model without SadTalker (visual) or without one voice-cloning
system (audio) and testing on sessions produced only by the held-out tool, to measure resilience to new attack tools.
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Table 5.3.1. Validation plan: protocol, question answered, primary metrics and pre-registered acceptance ctiterion.

Protocol Question

Primary metrics

Acceptance criterion for
DeepShield-Fin

P1 Balanced

Intrinsic discrimination, including

partial forgeries

AUC, EER, F1,
subclass recall

AUC higher than every baseline,
Holm-adjusted DeLong p < 0.05

(5%, 1%)

prevalence

P2 Deployment prior | Alert volume and cost at realistic

Precision, FPR,
AUPRC, ECE, AL

AL over best baseline > 0 with 95% CI
excluding 0

P3 Cross-dataset Transfer across populations and AUC, EER EER increase smaller than best
recording conditions baseline’s

P4 Perturbation Robustness to codecs, noise, AUC per level AUC loss with one modality removed
packet loss, missing modality <0.05

P5 Unseen generator | Resilience to new attack tools AUC, EER EER below best baseline on held-out

generator

per window

Leakage audit Do tabular modalities reveal the Context-only AUC <0.70
label?
Real-time Operational feasibility End-to-end latency <55 (Thax)

5.4. Baselines

Baselines represent each family discussed in Section 2 and are retrained on the same DeepShield-FinDB splits with their

published hyper-parameters:

. Visual only: MesoNet [17], XceptionNet [18], LipForensics [19] and CViT [36].

. Audio only: RawNet2 [20], AASIST [21], a wav2vec 2.0 front end with an AASIST back end [39], and our multi-
branch audio detector [30].

. Audio-visual: MDS [28], AVoiD-DF [29] and a naive concatenation of the visual and audio embeddings of
DeepShield-Fin followed by an MLP.

. Transaction only: XGBoost [68] and TabNet [48] on T (and on B, C, T for the leakage audit).

. Fusion variants of DeepShield-Fin itself: score averaging (late fusion), concatenation, gated multimodal units [59],

cross-modal transformer attention [60], and AGCAF.

For context, Table 9 reproduces results that prior work has reported on the standard FakeAVCeleb and DFDC test protocols.

They come from different splits and pipelines and only situate the difficulty of each benchmark.

Table 5.4.1. Accuracy and AUC (%) reported in the literature on the standard FakeAVCeleb and DFDC protocols, as

reported in [29,45,40].
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https://nrfhh.com

Method Modality FakeAVCeleb ACC | FakeAVCeleb AUC | DFDC ACC | DFDC AUC
Meso-4 [17] A% 59.00 60.12 50.35 50.35
Capsule [33] \Y 71.43 70.41 74.21 75.62
Xception [18] \Y% 72.71 73.51 80.54 79.34
Face X-ray [34] A% 72.88 73.52 43.42 59.36
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Method Modality FakeAVCeleb ACC | FakeAVCeleb AUC | DFDC ACC | DFDC AUC
CVIT [306] \Y 75.14 79.00 74.20 73.75
LipForensics [19] \Y 64.00 65.23 63.60 64.50
MDS [28] AV 81.80 82.65 87.80 86.51
VED [44] AV 81.52 86.11 80.96 85.13
AVT2-DWF [45] AV 87.57 88.32 88.02 89.20
TRIUNE-Guard [46] AV + rPPG 86.91 95.09 91.35 98.62

Our multi-branch audio detector [30], which forms the audio branch of DeepShield-Fin, previously reached 95.2% accuracy
and a 4.8% EER with 62.7 M parameters and 0.42 s per clip, against 91.9-92.5% accuracy and 7.9-8.5% EER for HuBERT,
wav2vec 2.0 and RawNet2 [30].

5.5. Metrics

With TP, TN, FP and FN the counts of true and false positives and negatives (positive = fraud), we report

Precision — TP Recall = TPR = TP . 2 Precision - Recall (55)
reasIon = T Ep =R TP YN’ " Precision + Recall’
FPR —FP FNR = —— 56
" FP+TN’ "~ FN+TP’ (56)
and the Matthews correlation coefficient, which remains informative under imbalance,
TP-TN — FP-FN
MCC = . (57)
\/(TP + FP)(TP + FN)(TN + FP)(TN + FN)
Threshold-free discrimination is measured by the area under the ROC curve,
1
AUC = f TPR (FPR™1(u)) du, (58)
0

by the area under the precision—recall curve (AUPRC), which is more sensitive than AUC at low priors, and by the equal error

rate, the operating point at which the false acceptance and false rejection rates coincide,
EER = FPR(tggr) = FNR(Tggr), Tggr = argmin|FPR(7) — FNR(7)]|. (59)
T

Because a fraud desk cares about how many genuine customers are inconvenienced to catch nearly all fraud, we also report
FPR at 95% TPR (FPR9Y5). Calibration is measured with the Brier score and the expected calibration error over B = 15 equal-
width bins,

n B
AN Sl o\ =
Brier == (5 -y, ECE= ) “U[5(5,) - 5(S,)| (60)
i=1 b=1

Operational value is measured by the expected loss and its relative reduction, Eqgs. (4) and the definition of AL in Section 3.4,
using $c_{} = $ %500 per false alarm (an assumed cost of analyst handling and customer friction) and a mean value at risk
$c_{} = $%1,00,000 per fraudulent session, of the order of the Indian incidents in Table 1; these values are assumptions and
are varied in the analysis of Section 6.3.

5.6. Statistical Analysis and Hypothesis Testing

In the full evaluation, every point estimate will be accompanied by a 95% confidence interval from 1,000 bootstrap resamples

of the test sessions (resampling subjects rather than windows, to respect within-subject correlation). AUC differences between
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DeepShield-Fin and each baseline on the same test sessions are tested with DeLong’s method [69]; differences in error patterns
at the operating threshold are tested with McNemar’s test [70],

5 (Inos — nyol — 1)?

No1 + Ny

) (61)

where Ny, and 1y count sessions misclassified by only one of the two models. With many baselines, p-values are adjusted by
the Holm-Bonfetroni procedure, and we use a@ = 0.05. Figure 3 links each hypothesis to its evidence. H1 is assessed
descriptively (Section 2.1), because it concerns the threat environment rather than the detector. H2 is supported if the best
baseline shows a statistically significant degradation (non-overlapping 95% Cls in EER or FPR95) between P1 and at least two
of P2-P5. H3 is supported if DeepShield-Fin achieves a significantly higher AUC than every baseline (Holm-adjusted DeLong
p < 0.05) and a positive expected-loss reduction AL whose 95% CI excludes zero under P2.

5.7. Implementation Details

The framework is implemented in Python 3.10 with PyTorch 2.x; OpenCV and FFmpeg handle video decoding, Librosa and
torchaudio handle audio, openSMILE extracts eGeMAPS descriptors, and Hugging Face Transformers provides pre-trained
speech models. Development and the prototype measurements in Section 6 used a workstation with one NVIDIA GPU with
24 GB of memory, 64 GB of RAM and Ubuntu 22.04 with CUDA acceleration. Table 10 lists the training configuration for
the full system. Encoders are first trained on their modality-specific datasets, and the full model is then trained end to end on
DeepShield-FinDB with the encoder backbones’ learning rate reduced by a factor of ten. All full-system experiments are to be

repeated with three random seeds.

Table 5.7.1 Training configuration.

Setting Value
Optimizer Adam (B; = 0.9, 8, = 0.999)
Initial learning rate 1 x 10™* (fusion and head); 1 X 107> (pre-trained backbones)
Scheduler Reduce-on-plateau, factor 0.1, patience 5 epochs
Batch size 16 sessions
Maximum epochs / eatly 100 / patience 10 on validation AUPRC
stopping
Loss Focal (af = 0.25, ¥y = 2) + auxiliary + sync margin + gate entropy (Eq. in Section 4.7)
Regularization Dropout 0.3; 1.2 weight decay 107>; gradient clipping at norm 1.0; modality dropout 0.15
Window (train / stream) 4-5 s (=100 frames) / 2's with 1 s hop
Shared latent dimension 2506; 8 attention heads in AGCAF
Data augmentation Random JPEG/H.264 te-encoding, colout jitter, Opus re-encoding, babble noise (SNR
5-30 dB)
Random seeds 3
6. PRELIMINARY VALIDATION RESULTS

This section reports the evidence available at the current stage of the research programme. It comes from three sources: the
implemented audio branch, whose benchmark evaluation has been published [30]; the working prototype, whose stage latencies
were measured on the workstation of Section 5.7; and an analytical study that projects the measured operating points to realistic
fraud prevalence using the cost model of Section 3.4. Full-system results under protocols P1-P5 (Table 8) are the subject of

ongoing work, and we state explicitly which conclusions the present evidence can and cannot support.
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6.1. Audio Branch: Benchmark Performance

The audio branch was evaluated on ASVspoof 2021, DFDC audio and FakeAVCeleb audio and compared with three widely
used self-supervised and end-to-end detectors [30]. Table 6.1.1 summarizes the results.

Table 6.1.1. Audio branch of DeepShield-Fin compared with established detectors on the same benchmark (results from

130]).

Model Parameters (M) Inference time (s/clip) Accuracy (%) EER (%)
HuBERT [40] 95.2 1.18 91.9 8.1
wav2vec 2.0 [39] 101.3 1.25 92.5 7.9
RawNet2 [20] 73.4 0.88 92.1 8.5
Multi-branch audio branch [30] 62.7 0.42 95.2 4.8

The multi-branch design cuts the EER by 39% relative to the best baseline (wav2vec 2.0, 7.9% — 4.8%) while using 38% fewer
parameters and running about three times faster per clip. The gain is consistent with the premise of this paper at the level of a
single modality: combining complementary views (spectral, temporal and prosodic—emotional) exposes artifacts that any one
view misses.

6.2. Audio Branch: Error Analysis

Figure 6.2.1 shows the confusion matrix of the audio branch on the balanced evaluation set of 22,622 clips (11,311 real and
11,311 fake) [30], and Table 12 lists the metrics derived from it with 95% Wilson confidence intervals.

Audio branch, n = 22,622

Real | 10,768 543
. (95.2%) (4.8%)
=
2
(=]
<
i 543 10,768
(4.8%) (95.2%)
RcI:al Falke
Predicted

Figure 6.2.1 Confusion matrix of the audio branch on 22,622 balanced benchmark clips, with counts and row-normalized

percentages. Source: counts from [30]; re-plotted by the authors.

Table 6.2.1. Metrics derived from the audio-branch confusion matrix (TP = TN = 10,768; FP = FN = 543).

Metric Value 95% CI
Accuracy 95.20% 94.91-95.47%
Precision 95.20% —
Recall (TPR) 95.20% 94.79-95.58%
Specificity (TNR) 95.20% 94.79-95.58%
False-positive rate 4.80% 4.42-5.21%
F1-score 0.952 —
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Metric Value 95% CI
Matthews correlation coefficient 0.904 —
Cohen’s 0.904 —
ROC AUC (as reported in [30]) 0.972 —

The errors are perfectly symmetric (543 in each direction), which indicates that the reported operating point coincides with the
equal-error threshold. This matters for what follows: at this threshold, one genuine clip in about 21 is flagged.

6.3. Operational Analysis at Realistic Fraud Prevalence

Benchmark accuracy is measured at a 50% fraud rate, but in a bank fraudulent sessions are rare. Holding each detector’s

measured true- and false-positive rates fixed, the precision of its alerts at prevalence 7 follows directly from Bayes’ rule,

7 TPR
7mTPR + (1 — ) FPR’

Precision(r) = (62)

and the expected loss per session follows from the cost model of Section 3.4 with ¢gp = X500 and Cgy = %1,00,000. Table 13
reports both quantities at the EER operating point of each detector in Table 11, and Figure 15 traces them across prevalences
from 0.1% to 10%.

Table 6.3.1. Projected alert precision, false alarms per detected fraud and expected-loss reduction relative to no screening, at
the EER operating point of each audio detector.

Detector Prevalence | Alert precision False alarms per Expected loss Reduction vs. no
(%) detected fraud (X /session) screening (%)

HuBERT 5% 37.4 1.67 443.5 91.1
wav2vec 2.0 5% 38.0 1.63 432.5 91.3
RawNet2 5% 36.2 1.77 465.4 90.7
Multi-branch 5% 51.1 0.96 262.8 94.7

[30]

HuBERT 1% 10.3 8.73 121.1 87.9
wav2vec 2.0 1% 10.5 8.49 118.1 88.2
RawNet2 1% 9.8 9.20 127.1 87.3
Multi-branch 1% 16.7 4.99 71.8 92.8

[30]

HuBERT 0.1% 1.1 88.05 48.6 51.4
wav2vec 2.0 0.1% 1.2 85.69 47.4 52.6
RawNet2 0.1% 1.1 92.80 51.0 49.0
Multi-branch 0.1% 1.9 50.37 28.8 71.2

[30]
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(a) Alert precision vs. prevalence (b) Loss reduction vs. prevalence
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Figure 6.3.1. Projected behavior of the audio detectors at realistic fraud prevalence: (a) precision of alerts and (b) expected-
loss reduction relative to no screening, at each detector’s EER operating point; the dotted line marks a 1% prevalence.
Source: computed by the authors from the operating points in [30] with the cost model of Section 3.4.

Two conclusions follow, and they pull in different directions. First, screening is clearly worthwhile: at a 1% prevalence every
detector removes close to 90% of the expected loss, and the multi-branch branch reduces the remaining loss by a further 39%
relative to the best baseline (X118.1 — X71.8 per session). Second, single-channel screening is operationally costly: even the best
audio detector raises about five false alarms for every fraud it catches at 1% prevalence, and about fifty at 0.1%. A fraud desk
cannot investigate that volume, and customers subjected to repeated step-up checks will abandon the channel. The only ways
to improve precision at low prevalence are to lower the false-positive rate substantially or to add independent evidence, which
is exactly what the cross-modal consistency tests and the behavioral, contextual and transaction branches of DeepShield-Fin
are designed to do. Because the costs are assumptions, we also checked their influence: scaling either Cgp or Cpy by a factor of
ten in either direction changes the absolute loss values but leaves the ranking of the four detectors unchanged, since the multi-
branch detector has both the lowest FPR and the lowest FNR.

6.4. Real-Time Feasibility of the Prototype
Table 6.4.1 and Figure 6.4.1 report the measured stage latencies of the prototype for one analysis window.

Table 6.4.1. Measured latency per analysis window and computational cost of the prototype.

Stage / metric Value
Acquisition and buffering, Tycq 0.20 s
Preprocessing, Tpre 0.35s
Feature extraction (all encoders), Teyt 1.20s

Fusion and classification, Tgg 0.08 s

Alert and response, Tresp 0.01s
End-to-end latency, Ttotal 1.84 s (budget Trpax = 5.00 s)
Trainable parameters 86.7M
Model size on disk (FP32) 412 MB

Peak GPU memory (training, batch 16) 9.8 GB
Training time per epoch 23.6 min
Recorded-session ingestion speed 1.8% real time
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budget T_max =5s

uBfEprocessing Feature extraction classif. 0.08 s
B2 0.35 s 1.20s resp. 0.01s

0 1 2 3 4
Time per analysis window (s); total = 1.84 s

[0, = S ——

Figure 6.4.1. Measured stage latencies of the prototype for one analysis window against the 5-s operational budget. Source:
authors’ measurements.

At 1.84 s per window the prototype meets the 5-s budget adopted for Video-KYC and approval workflows, where a payment
is typically confirmed tens of seconds after the identity check begins. Feature extraction accounts for 65% of the total because
the encoders currently run sequentially; executing them concurrently on separate CUDA streams, as the architecture of Section

4.10 allows, and quantizing the visual encoder are the most direct routes to sub-second decisions.
6.5. Evidence from the Literature on Generalization

The reference results in Table 9 support the concern about generalization that motivates protocols P3—P5. The same methods
rank differently and perform very differently across the two benchmarks: Face X-ray reaches 72.88% accuracy on FakeAVCeleb
but 43.42% on DFDC, Meso-4 falls to chance level (50.35%) on DFDC, and LipForensics stays near 64% on both. Audio
detectors show the same pattern; Miller et al. [41] found that models trained on ASVspoof degrade substantially on in-the-wild
speech. Audio-visual methods (MDS, VFD, AVT?>-DWF) are more stable than visual-only ones, and the tri-modal TRIUNE-
Guard [40] reaches an AUC of 98.62% on DFDC, which supports the direction taken here of combining modalities rather than
refining any single one.

6.6. Status of the Research Hypotheses
Table 6.5.1 summarizes what the present evidence supports.

Table 6.5.1 Hypotheses, evidence available at this stage and status.

Hypothesis Evidence Status

H1: Deepfakes Table 1 and Figures 1-2: incidents across voice, video and social Supported (descriptive)
increase financial- channels; reported cybercrime losses rose from US$4.2 B (2020) to

fraud risk US$16.6 B (2024), a 33% rise in the last year alone [14,15]

H2: Existing Table 13: established audio detectors raise 8.5-9.2 false alarms per Supported by preliminary
mechanisms are detected fraud at 1% prevalence; Table 9 and [41]: large performance evidence

insufficient swings across datasets; Table 2: no existing system combines media and

financial evidence

H3: Advanced Tables 11-13: the multi-branch branch lowers EER from 7.9% to 4.8% | Partially supported (audio
frameworks reduce | and expected loss by a further 39% at 1% prevalence; latency within branch); full test under P1—
fraud budget (Table 14) P5 in progress

7. DISCUSSION

7.1. What the Evidence Means for Financial Institutions

The central practical lesson is that “is this video real?” is the wrong unit of analysis for a bank. A bank does not need to certify
a video; it needs to decide whether to release a payment. The operational analysis of Section 6.3 makes the consequence
concrete. A detector with 95.2% accuracy, better than three established baselines, still produces about five false alarms for every
fraud it catches when one session in a hundred is fraudulent. Improving the media detector further helps, but each percentage
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point of false-positive rate is worth progressively less at low prevalence; adding independent evidence, which is what cross-
modal consistency, behavior, context and transaction history provide, is the more direct route to usable alert volumes. Our
leakage-controlled benchmark design reflects the other side of the same coin: context must be allowed to help without being

allowed to give the label away.

For deployment, three points matter most. Partial forgeries are the realistic threat, so detectors specialized in one channel miss
half the problem. Calibration and prior correction decide whether alert volumes are workable at real fraud rates. And the three-
tier policy matches how fraud teams already work, resolving most uncertain sessions with a cheap callback or one-time

password.
7.2. Relation to the Research Hypotheses

HT1 is supported descriptively by the incident analysis of Section 2.1 and the growth of reported losses. Public statistics rarely
isolate deepfake-assisted fraud, so a causal estimate of the additional risk attributable to deepfakes, compared with traditional
social engineering, is not yet possible; better incident taxonomies in national reporting systems would help. H2 is supported by
preliminary evidence: established detectors are both brittle across datasets and operationally expensive at realistic prevalence,
and no surveyed system combines media and financial evidence. H3 is partially supported: the multi-branch audio branch
improves on established detectors in EER, model size, speed and projected expected loss, and the prototype meets the real-
time budget. Confirming H3 for the complete framework requires the P1-P5 evaluation of Table 8, which is in progress,
followed by a prospective pilot with a partner institution.

7.3. Privacy, Ethics and Regulatory Alignment

The framework processes biometric and financial personal data. In India, the Digital Personal Data Protection Act, 2023 [71]
requires a lawful purpose, notice and minimization, and the RBI KYC directions [1] already require V-CIP sessions to be
recorded securely; in the EU, biometric data are a special category under the GDPR [72] and the AI Act [73] imposes
transparency, human-oversight and documentation duties on high-risk uses. DeepShield-Fin therefore verifies against an
enrolled customer rather than identifying against a population, stores hashes and scores rather than raw media, keeps a human
in the loop through the step-up tier, and records the evidence needed for contestability. Because face and speaker embeddings
can perform unequally across demographic groups and accents, deploying institutions should audit subgroup false-positive rates
on their own populations; FakeAVCeleb’s ethnicity and gender labels allow such an audit on the benchmark. No new human-

subject data were collected beyond consented recordings of the first author.
7.4. Limitations and Future Work

Several limitations qualify our conclusions. Scope of the present validation. The quantitative evidence in Section 6 covers the
audio branch and the prototype’s latency; the full cross-modal framework has been designed and implemented but its P1-P5
evaluation is ongoing, and the projections of Section 6.3 assume that benchmark operating points carry over to deployment,
which real channels may not honor. Simulated context. The behavioral, contextual and transaction components of DeepShield-
FinDB are synthetic. Our leakage controls make the benchmark conservative, but real customer behavior has correlations and
drifts that no sampler fully captures; a supervised pilot with a partner institution is the necessary next step. Adaptive adversaties.
We did not evaluate attackers with knowledge of the detector. An adversary aware of CMCA could, for instance, deliberately
train a lip-sync model to minimize the sync offset. Because CMCA combines five tests that would each have to be defeated, we
expect it to raise the attacker’s cost, but this should be measured with white-box and query-based attacks. Generator evolution.
Leave-one-generator-out testing approximates but does not reproduce the arrival of genuinely new synthesis paradigms such
as real-time diffusion avatars and neural codec voice cloning; continual-learning updates and periodic re-evaluation are required.
Physiological cues. Integrating the rPPG stream of TRIUNE-Guard [46] as a seventh modality is a natural extension.
Computational footprint. The visual encoder dominates latency; distillation and INT8 quantization for edge deployment on
mobile KYC devices remain to be explored. Finally, relational fraud patterns such as mule-account networks are better captured

with graph neural networks [24], which we plan to integrate through the transaction branch.
8. CONCLUSIONS

Deepfakes have turned the trust that customers and employees place in a familiar face or voice into an attack surface for
financial fraud. This paper argued that defending that surface requires reasoning about whether all of a session’s evidence is
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mutually consistent, not just whether each stream looks authentic. DeepShield-Fin implements that idea through explicit cross-
modal consistency tests, reliability-aware gated fusion, calibrated cost-sensitive decisions and evidence-backed explanations. Its
audio branch already reduces the EER of established detectors from 7.9-8.5% to 4.8% with fewer parameters and faster
inference, and the prototype completes an analysis window in 1.84 s, within a 5-s operational budget. An analytical projection
to realistic fraud prevalence shows that even this detector would raise about five false alarms per detected fraud at a 1% fraud
rate, which quantifies why single-channel detection is insufficient and why independent cross-modal and financial evidence is
needed. We specify DeepShield-FinDB with an explicit leakage audit and a five-protocol validation plan with pre-registered
acceptance criteria, and the complete evaluation of the framework under that plan is the immediate next step of this work.
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Abbreviations

The following abbreviations are used in this manuscript:

AGCAF Adaptive Gated Cross-Attention Fusion

AUC Area under the receiver operating characteristic curve
AUPRC Area under the precision—recall curve

CMCA Cross-Modal Consistency Analysis

DET Detection error trade-off

ECE Expected calibration error

EER Equal error rate

FPR95 False-positive rate at 95% true-positive rate
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1G Integrated Gradients

KYC Know Your Customer

MCC Matthews correlation coefficient

MFA Multi-factor authentication

OTP One-time password

V-CIP Video-based Customer Identification Process

VR/VF, AR/AF Video real/fake, audio real/fake
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  B = 15


  Brier =  1  n   ∑  i = 1  n     (     p ~  i −   y  i ) 2 ,     ECE =   ∑  b = 1  B     |   𝒮  b |  n  |     y ¯  (   𝒮  b ) −     p ~ ¯  (   𝒮  b ) | .          ( 60 )


  𝛥 ℒ


    𝜒 2 =      (  |   n 01 −   n 10 | − 1 ) 2    n 01 +   n 10 ,          ( 61 )


    n 01


    n 10


  p


  𝛼 = 0 . 05


  p < 0 . 05


  𝛥 ℒ


    𝛽 1 = 0 . 9


    𝛽 2 = 0 . 999


  1 ×  10  − 4


  1 ×  10  − 5


    𝛼  f = 0 . 25


    𝛾  f = 2


   10  − 5


  𝜋


  Precision  ( 𝜋 ) =   𝜋   TPR  𝜋   TPR +  ( 1 − 𝜋 )   FPR ,          ( 62 )


    c FP =


      c ‾ FN =


    c FP


      c ‾ FN


    T acq


    T pre


    T ext


    T cls


    T resp


    T total


    T max

