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ABSTRACT: Public health monitoring demands the quick enable of multi-institutional
intelligence — but not patient-sensitive data. The following paper introduces a federated
learning system based on the blockchain for pandemic surveillance in 10 healthcare
institutions while preserving user privacy. The framework is comprised of two-layer
LSTMs based on 35 demographic, clinical, physiological, exposure, vaccination, and
community-level variables with an observation window of 14 days and a prediction
horizon of 7 days. Over 100 communication rounds, there are 5 local epochs in which
institutions do not transfer patient level records. Model updates are protected by a trust
threshold of 0.60 and differential privacy budgets ranging between ¢=0.5 and e=8,
secure aggregation, hashing with SHA-256, and ECDSA-256 signatures. ROC-AUC of
= 0.85, sensitivity of = 85%, poisoning-detection of = 90%, invalid-update rejection of
= 95%, subgroup performance differences of < 10 percentage points, and blockchain
latency of < 2 seconds are all among the evaluation targets. The framework generates
individual risk probabilities, 7-day forecasts of outbreaks, alerts for outbreaks and
clusters, explanations using SHAP and estimates of healthcare resources, setting

measurable needs for future validation.
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1. INTRODUCTION

Efficient and timely pandemic surveillance is key for the ability to detect emerging outbreaks, monitor spread, guide testing
and limited health-care resources. Hospitals, laboratories, schools and public health agencies routinely provide data that are
stored in a centralized database. While centralization makes analysis easier, it also makes for targets that can be attacked,
accessed by unauthorized individuals, tapped into for data mining without authorisation or even reused in other surveilling
ways than the one the data was originally used for. Young people have particular concerns about these findings because their
medical history can contain indicators such as symptoms, vaccination records, comorbidities, school attendance, household
exposure and socioeconomic information, along with indicators on location. These data must be protected to maintain

confidentiality, accountability for the institution and trust among the public.

However, with federated learning, institutions can jointly train a prediction model without sharing patient-level records.
> 2, jointly P g P

However, traditional FL is susceptible to gradient leakage, member-inferencing attacks, model poisoning, unreliable member
participation, and poisoning by a corrupted aggregation server. It also offers only partially mechanisms for asserting model
provenance and maintaining audit histoties of changes that give a trace of a model's changes, and ensure that these changes

are not tampered with.

To overcome these drawbacks, this paper presents a secure federated learning system based on the blockchain technology,
which combines the advantages of differential privacy, secure aggregation, trusted evaluation of updates and explainable
temporal prediction. Differential privacy reduces the leakage of information from local updates, secure aggregation obscures
the individual institutional parameters, and permissioned blockchain provides identity, signatures, update hashes and model
versions verification. The goal of the framework is to achieve the following benefits while keeping sensitive records
decentralized: 1) Risk estimation of new infections over seven days, 2) regional outbreak forecasting, 3) cluster detection, and
(4) planning for healthcare resources. The proposed architecture addresses prediction, privacy and blockchain problem in an
integrated way rather than having the three considered separately, as in other approaches. It has made contributions such as a
multi-institutional learning architecture, a blockchain-based validation workflow, a defence mechanism against malicious
updates through trust, and a multidimensional evaluation protocol based on accuracy, calibration, privacy, security, fairness,

communication efficiency, scalability and operational reliability requirements.
2. RELATED WORK

Classification, temporal forecasting, and anomaly-detection models are an integral part of machine learning and have proven
useful for pandemic surveillance to detect infection risks, forecast transmission trends, recognize emerging clusters, and
predict the need for sources of healthcare. Typically, models are trained with clinical and epidemiological data collected at the
central level. While these methods can enable quick analysis, these rely on a centralized database, which raises privacy,
governance and cyber security issues, especially if records include data on adolescents, houschold exposure, or geographical

behaviour, and school attendance [12, 13].

In the medical field, federated learning has thus been explored as an approach to learn models at the shared level without
having to share patient-level information among hospitals [6, 10, 12, 13]. Some studies have utilized federated learning for the
diagnosis of disease, medical imaging, electronic health records, and forecasting outbreaks [3, 4, 12]. But storing information
on your local device is not 100% private. Gradient and model parameters can leak membership data, or allow partial
reconstruction of the training records [8]. Federated systems are also vulnerable to poisoning [8] and backdoor [11], inference

and model-replacement attacks from compromised participants.

Doctors and patients can trust the integrity and accountability of a blockchain-based healthcare architecture using distributed
identity management, immutable audit trails, smart contracts and cryptographic verification [1, 7]. However, a direct transfer
of health-related sensitive data to the ledger increases security and data integrity concerns. Both differential privacy [5] to
bound the influence of individual records, and secure aggregation [2] to avoid allowing the coordinator to view individual
institutional updates, exist in the literature. These protections can diminish the ability to predictively use the data, add to

communication overhead, and not recognize semantically valid but malicious contributions [6], [8], [11].

Explainable AT (XAI) has been applied to translate key symptoms, clinical characteristics and community signals that lead to
public-health predictions [9]. However, descriptions of the statistical model behaviour usually do not give any explanation on

disease mechanisms. Current frameworks mainly focus on one aspect of prediction, federated privacy, the integrity of

83
Natural Resources for Human Health (NRFHH)

https://nrfhh.com



Natural Resources for
Human Health

elSSN: 2583-1194

blockchain, or explainability, and address other aspects with limited evaluation [6, 7, 12]. The research gap is therefore a
combined and easy-to-trace surveillance system able to protect and manage spread records, ensure participant verification,
detect malicious updates, facilitate interpretable forecasting and assess operational trade-offs.

3. PROPOSED METHODOLOGY
3.1 Overall Framework

The proposed structure offers possibilities to create a model for a pandemic surveillance system collaboratively among
hospitals, laboratories and public health bodies without transfer of patient level data. It includes six steps: participating
institutions, local preprocessing, federated LSTM training, privacy protection, privacy protected federated aggregation, and

pandemic-intelligence generation, as illustrated in Figure 1.

Every institution has local records, provides missing value filling, normalizes 35 input variables, and produces sequences of
14-days of observations. During each communication round a two-layer LSTM is trained locally for five epochs.

Transmission of only protected model updates.

The differential privacy restricts leakage of information, and the secure aggregation hides individual institutional update. A
permissioned blockchain validates institutional credentials, digital signatures, SHA-256 hash, model versions and submission
time. Any updates with a trust score of 0.60 or higher are allowed to be aggregated worldwide.

The created global model is spread back to the participating institutions for further training sessions. Once converged, it
provides seven-day infection-risk assessments, regional outbreak predictions, cluster notifications, resource-needs projections
and SHAP explanations. Figure 1 as a result provides a seamless and traceable process for privacy protection, collaborative

learning in a secure environment, and pandemic intelligence.

1 2 3 4 5 6
Participating Local Data Local Federated Privacy and Permissioned Blockchain Pandemic Intelligence
Healthcare Institutions Processing LSTM Training Security Layer and Federated Aggregation Outputs
; 35 Input t Differential Identity 7-Day Infection
i Variables Zslaygn ST Privacy Verification Risk
5 Local Regional Outbreak
Laboratory > Preprocessing | oca —> Secure (—p{  Smart Contract > Forecast
Epochs Aggregation Validation
Cluster Alerts
Pul;\llc Health 14-Day Protected Model SHA-256 + Trust Score > 0.60
gency Observation Update ECDSA-256 Resource-Demand
Window Estimate
Patient-Level Records Global Model
Remain Local Aggregation S
emain Local g8reg Explanations

A

Updated Global Model

Figure 1. Proposed blockchain-enabled federated surveillance framework.
3.2 Inputs, Preprocessing and Temporal Prediction

The proposed model handles 35 variables of demographic characteristics, symptoms, physiological measurements,
comorbidities, exposure history, vaccination status, community conditions and temporal information. These variables provide
clinical information at individual level as well as epidemiological context at population level, as summarised in Table 1.

Categorical data values indicating missing data are filled in with the category “unknown”, and continuous data values are filled
in with the median value calculated by each participating institution. When there is a potential predictive information in the
absence of a measurement, then the missingness indicator is kept. Continuous features are normalized based on their local

training set mean and standard deviation and categorical variables are encoded using one-hot encoding.

84
Natural Resources for Human Health (NRFHH)

https://nrfhh.com



Natural Resources for
Human Health
elSSN: 2583-1194

Observations are preprocessed and presented in 14-day long temporal windows and passed through a two-layer LSTM
network with 128 and 64 units of hidden layers. The model predicts a defined infection-related outcome in the next 7 days in
the adolescent (i) when the outcome is not certain. The temporal risk prediction is seen as the following equation:

Pierr = o(WohZ + b,), M

where hl-('zt) is the representation generated by the second LSTM layer, W, and b, are the output-layer weight and bias, and

o(-) is the sigmoid function. The resulting value ;¢4 € [0,1]tepresents the seven-day infection-risk probability. Patient-
level outputs include risk probability, risk category, and contributing factors, whereas population-level outputs include

outbreak forecasts, cluster alerts, incidence trends, and resource-demand estimates.

Table 1. Input and output vatiables of the temporal surveillance model

Category Included variables or outputs Number
Demographic inputs Age, sex, residential setting, socioeconomic category 4
Symptom inputs Fever, cough, fatigue, sore throat, dyspnoea, headache, anosmia, gastrointestinal 8
symptoms
Physiological inputs Temperature, heart rate, respiratory rate, oxygen saturation 4
Comorbidity inputs Asthma, obesity, diabetes, cardiovascular condition, immunocompromised status 5
Exposure inputs Household contact, school exposure, community exposure, recent travel 4
Vaccination inputs Dose count, vaccine category, time since last dose 3
Community inputs Regional incidence, positivity rate, absenteeism, hospital occupancy 4
Temporal inputs Surveillance day, epidemiological week, symptom duration 3
Total inputs Combined surveillance variables 35
Patient-level outputs Seven-day risk probability, risk category, contributing factors 3
Population-level Outbreak forecast, cluster alert, incidence trend, resource demand 4
outputs

3.3 Privacy-Preserving Federated Learning

In every communication round, the coordinating server shares the current global model to certain health care institutions.
The model is trained locally in each institute for 5 epochs with its own records. The patient-level information is kept in the

originating institution, with only protected model parameters sent to be aggregated.

Each local update is clipped to a norm of 1.0 and Gaussian noise is added that is calibrated according to differential privacy.
The privacy-utility trade-off is evaluated on privacy budgets of between ¢ = 0.5 and e = 8 with 8 = 107°. Cryptographic

aggregation hides the local parameters in such a way that the coordinating server can only read their sum.

The proposed approach assigns a weight to each of the accepted institutional models based on the number of samples
collected in that location (local sample size) and confirmed trust score. Institutions with a higher trust score have a higher
influence (as calculated in Equation (2)), while updates with a lower score have a lower influence.

(r+1) _ vK ngTk (r+1)
00D = B0, )
where 7+ s the updated global model, 9,5r+1) is the local model submitted by institution k, ny is its number of eligible

training records, Ty € [0,1]is its validated trust score, K is the number of accepted institutions, and (r) denotes the
communication round. Only updates that have been verified as being free from privacy, identity, integrity and trust issues are
included. The overall federated training process is summatized in Figure 2 and the key model and privacy parameters are
shown in the Table 2.
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Figure 2. Privacy-preserving federated training process.
Table 2. Model and privacy parameters
Component Parameter Proposed value
Input configuration Input variables 35
Temporal model Obsetvation window 14 days
Temporal model Prediction horizon 7 days
Temporal model LSTM layers 2
Temporal model Hidden units 128 and 64
Temporal model Dense-layer units 32
Temporal model Dropout rate 0.30
Local training Local epochs per round 5
Local training Batch size 64
Local training Learning rate 0.001
Local training Optimizer Adam
Federated training | Maximum communication rounds 100
Federated training | Minimum institutional participation 70%
Differential privacy Privacy budgets 0.5,1,2,4and 8
Differential privacy Delta 1075
Differential privacy Gradient-clipping norm 1.0
Secure aggregation | Minimum participation threshold 70%
Trust validation Trust-score range 0-1
Trust validation Minimum accepted trust score 0.60

3.4 Blockchain and Trust-Based Security

The framework proposed is a permissioned blockchain, which means that only registered healthcare institutions, laboratories
and public health agencies can be part of it. The network membership authority (NMA) will provide each institution with a
verified digital identity and a pair of key pairs: public key ECDSA-256 and private key ECDSA-256. The institution first
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produces a hash of the local model using the SHA-256 algorithm, binds its own digital signature to it, values the model
version, adds the number of the communication round, and adds a time stamp before submitting a local model update.

The institutional identity, digital signature, updates hash, model version, submission time and duplication status are
automatically checked by smart contracts. Patient information and raw parameters of the models are not stored on the
blockchain. Only various update hashes, institutional IDs, trust scores, validation results, and model-version information are
stored on the ledger.

Malicious-update detection relies on the similarity of the models submitted, the performance of the models in the test set, the
historical trustworthiness of the institutions and the internal integtity of the cryptographic signatures. The institutional trust
score is given by Equation (3):

T, = 0.30S, + 0.35V}, + 0.20H,, + 0.151, ©)

whete T}, tepresents the trust scote of institution k, Sy is the similarity between its local update and the accepted global-
update direction, Vj is its validation performance, Hyrepresents historical reliability, and [}, indicates successful identity,

signature, and integrity verification. All components are normalized between 0 and 1.

As specified in Equation (3), an update is accepted for global aggregation whenTy, = 0.60. Any updates below are withheld
and submitted for further inspection. The blockchain validation workflow from institutional authentication, model hashing to

smart-contract verification, trust assessment decision and final acceptance or rejection decision is shown in Figure 3.

Registered Healthcare Institution |
¥
Local Model Update Submission ]

Model Version + Round Number + Timestamp
¥

ECDSA-256 Digital Signature
¥
Permissioned Blockchain Smart Contract

l

I SHA-256 Update Hashing
L2

I

l

k2
Validation Checklist
Institutional Identity
Digital Signature
Update Hash Integrity
Model-Version Consistency
Duplicate ission Check
¥
Trust-Score Calculation
Ty = 0.30S, + 0.35V, + 0.20H, + 0.15l,

Yes A No

2 .
I Accept Update I T 2 0.60? | Reject and Flag Update ]
¥ ¥
[ Secure Global Aggregation l | Additional Security Review I
v v
| Record Validation Outcome on Ledger ] | Record Rejection Outcome on Ledger I

I Patient Records and Raw Model Parameters Are Not Stored on the Blockchain I

Figure 3. Blockchain-based model-update validation workflow.
4. EVALUATION PROTOCOL
4.1 Predictive and Comparative Evaluation

The proposed framework will undergo a comparison with four different models: LSTM in every institution, centralized
LSTM, conventional Federated Averaging, and differentially private Federated Averaging. Installable LSTM will be modelled
from institutions, leading to the performance achieved when healthcare institutions train independently. Centralized LSTM
will be referenced for comparison only since it will need patient level records to be pooled. In conventional Federated
Averaging, the benefits of collaborative learning will be defined without the consideration of further privacy safeguards; in
differentially private Federated Averaging, the impact of the privacy-preserving noise will be included.

The input variables, the observation windows, the prediction horizon, and the partitioning of data and testing conditions will
all be the same across all models providing a fair comparison. The full proposed framework will also include secure
aggregation, blockchain verification and trust based on update filtering.
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The accuracy, sensitivity, specificity, precision and F1-score will be used as measures of classification performance. PR-AUC
will be given special attention in the event of imbalanced pandemic outcomes and ROC-AUC will be used to evaluate
discrimination at classification thresholds. The Brier score and the expected calibration error will be used for assessing the
reliability of probability predictions. Rounding errors will be used to check the 7-day forecasting for outbreaks, and these will

be measured by mean absolute error and root mean squared error.

Individuals of ablation analysis will have one of the following removed: temporal LSTM modelling, differential privacy,
secure aggregation, blockchain verification, and trust-based filtering. The methodological contribution of each framework

component will be determined by the changes in predictive, privacy and security metrics.
4.2 Privacy, Security and Operational Evaluation

Differential-privacy budgets of e = 0.5, 1, 2, 4, and 8 will be used to evaluate privacy protection. Membership-inference
attacks will inform whether or not an intruder can uncover records that were used in the local training, and model-inversion
attacks will evaluate if sensitive attributes can be reconstructed from model updates. The success of attacks will be contrasted
in the different sets of the privacy budget to quantify the cost of privacy for the utility of the prediction.

Label flipping, random-gradient, model replacement and backdoor attacks will be part of the security evaluation. The attacks
will be used at the following malicious participant rates: 10%, 20%, 30%. The evaluation will assess rates of poisoning
detection, invalid-update rejection, and false-positive detection, success of the attack, and the degradation of the global
model. As shown in Figure 4, the acceptance criteria are that the test should be positive at least 90% of the time, the test
should reject updates which are invalid at least 95% of the time, and the test should succeed in membership-inference at most

of the time, but not more that 55% of the time.

Blockchain transaction latency, transaction throughput, consensus time and validation success will be used as metrics for
operational performance. The cost of communication will be based on the amount of megabytes sent out by each institution
in each federated round. The scalability will be evaluated on different numbers of participating institutions (5 to 50) and will

consider convergence time, total training time, blockchain overhead, and communication volume.

In reliability testing, communication failure will be added with peers, ordering-node, and institutional failures. The system has
to function if 20% of the nodes involved in participation cannot be available. The main thresholds for the framework to meet
the proposed validation requirements are summarized in figure 4, with each being ecither predictive, privacy, security,
explainability or reliability.

Invalid-update rejection (min) = 95%

Poisoning detection (min) = 90%

ROC-AUC (min) = 85%

Sensitivity (min) = 85%

Explanation stability (min) = 80%

Membership-inference success (max) = 55%

Node-failure tolerance (min) =z 20%

40 60 80 100
Planned acceptance threshold (%)

o=
N
o

Figure 4. Performance and security acceptance criteria.
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4.3 Fairness, Explainability and Statistical Analysis

It will be assessed based on pre-defined fairness, explainability and statistical acceptance criteria. I fairness analysis will assess
the predictions across age of adolescent, sex, socioeconomic group, geographical location, adolescent vaccination and
adolescent comorbidities. Each subgroup participants will have calculations of sensitivity, specificity, false-negative rates, and
calibration. If there is a difference of more than 10 percentage points between groups, the data needs to be investigated, the
model adjusted, or the data in the groups are to be calibrated separately.

Explanation stability and feature ranking consistency will be used to assess SHAP explanations. Whether similar records will
get similar explanations in successive trials will be determined by explanation stability. Consistency in feature ranking will be
used to assess if the most important features are consistent across different institutions, and across different versions of the

models. Public-health workers will also evaluate the usefulness, clarity, and relevance of explanations generated.

The number of runs is set at 10, with different random seeds for each model configuration tested. Continuous measures will
be displayed as a mean, standard deviation, and a 95% confidence interval. Proposed framework will be compared to
comparison models using Wilcoxon sign rank test. A possible p value less than 0.05 will be considered statistically significant.

When multiple models and subgroup outcomes are explored a multiple comparison correction will be used.

Table 3 shows the metrics and pre-defined criteria that are employed to assess predictive performance, privacy protection,

security, operational efficiency, fairness, explainability and statistical reliability.

Table 3. Evaluation metrics and acceptance critetia

Dimension

Evaluation metric

Acceptance criterion

Predictive discrimination

ROC-AUC and PR-AUC

ROC-AUC = 0.85

Classification Sensitivity, specificity, precision and F1-score Sensitivity = 85%
Calibration Brier score and expected calibration error Calibration error = 0.10
Forecasting MAE and RMSE Lower than persistence forecasting

Federated utility

Difference from centralized LSTM

Reduction < 5 percentage points

Privacy protection Membership-inference success rate < 55%
Poisoning resistance Malicious-update detection rate = 90%
Update integrity Invalid-update rejection rate = 95%

Blockchain efficiency

Transaction latency and throughput

Latency < 2 seconds

Communication efficiency

Data transmitted per round

=< 5 MB per institution

Scalability Convergence and training-time variation Controlled increase from 5 to 50 institutions

Reliability Operation under node failure Operational under 20% node failure

Fairness Maximum subgroup performance difference < 10 percentage points
Explainability SHAP explanation stability = 0.80

Statistical reliability

Independent evaluation runs

Minimum 10 runs

5. DISCUSSION

The proposed architecture combines the key functionalities of federated temporal learning, differential privacy, secure
aggregation, permissioned blockchain, trust-based update verification and explainable artificial intelligence in an integrated
public-health surveillance solution. It is mainly methodological value for hospitals, laboratories and public-health agencies to
cooperate without moving patient-level information down to a central repository. This is especially relevant when conducting
surveillance of adolescents as the information may include clinical signs, vaccination status, exposure at school, household

risk factors, socio-economic factors and geographical variables.
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Federated learning allows for the aggregated health patterns to be distributed to the participating institutions without giving
up data control. But alone local data retention does not ensure privacy. Model parameters could provide some metadata or
attributes that could identify the membership. Differential privacy and secure aggregation can thus complement each other to
create more comprehensive protections. Secure aggregation is a technique to ensure that the coordinating server does not get
the individual institutional updates, while differential privacy restricts how much effect a single record has on the data. Lower
privacy budgets would give better protection, but would limit the utility of the predictions; therefore, the privacy budget
chosen should be traded off systematically with privacy—utility evaluation.

Permissioned blockchain offers institutional authentication, model-update integrity, tracking and tamper evident audit
histories. However, blockchain should not be seen as a “privacy or cyber security fortress.” It can prove if an update was sent
from an authorized institution and it did not change, but it is unable to prove the validity of the update from a clinical
perspective. Therefore, a trust based assessment is needed to detect label-flipping attacks, random-gradient attacks, model-
replacement attacks, and backdoor attacks. It is important to also differentiate trustworthy updates from the institutions

representing atypical populations from malicious contributions, so as to prevent the exclusion of underrepresented groups.

The minimum requirement are defined in the acceptance criteria given in Figure 4 and Table 3 to be assessed in the following
step. Sensitivity and PR-AUC are especially noteworthy as results of pandemic surveillance could be sub-optimal and failing
to identify an outbreak in a timely manner could result in false negative predictions. In addition to this, the reliability of risk
probabilities should be taken into account as well as the ability to discriminate, for which calibration should be considered.
The seven-day forecasting assessment will be based on the MAE and RMSE for the proposed temporal model, and compared

to the simple persistence model.

The latency, communication amount, scalability and node-failure tolerance of a blockchain determine their operational
feasibility. Enabling more and more institutions to participate (from 5 to 50) can improve the distributed learning but can also
increase the amount of cryptographic processing, model-transfer, and coordination time. During institutional or network
unavailability, the system will be evaluated under 20% node failure to see if the system can continue to operate.

Fairness analysis is necessary as performance of models can differ between different groups of adolescent girls (and boys) by
sex, socioeconomic, geographical, vaccination, and comorbidities status. It is useful to take a look at subgroup
sensitivity/caliberation rates and false negative rates, but overall rate is not enough. In the field of explanations, SHAP can
show variables affecting prediction, but cannot be read as causal evidence, and rather refers to the statistical behavior of the
model. Thus, the justification for the explanations will need to be judged, by public health workers, for its comprehensibility,

relevance and actionability.

The framework is a method proposal that does not become a method until it is transferable to experiments and is evaluated.
Ethics clearance will be necessary, adolescent data security measures, institutional governance arrangements, external
validation, cyber security testing, fairness assessment and professional usability testing of its practical use will be required.
This proposed architecture offers a structure for the future validation but is not proof in and of itself of effectiveness in

clinical practice or readiness for a pandemic in the real world.
6. CONCLUSION

In this paper, we present a federated learning system based on blockchain for public-health surveillance and intelligence in a
privacy-preserving setting, and specifically for health monitoring of adolescents. The two-layer LSTM, federated model
aggregation, differential privacy, secure aggregation, permissioned blockchain verification, malicious update detection, and
explanation using SHAP are integrated. It allows healthcare institutions to create models for surveillance together without
centralizing patient-level data.

The permissioned blockchain offers institutional authentication, update-integrity verification, model provenance and an
auditable validation history. Using differential privacy and secure aggregation decrease the risks that other participants might
cause information disclosure, and trust-based filtering minimize the impact of unreliable or malicious participants. The
framework facilitates 7 day infection-risk estimation, regional outbreak forecasting, cluster alerts and planning of healthcare

resources.

A definition of a structured evaluation protocol has been formulated to evaluate predictive performance, calibration, privacy,
security, communication efficiency, scalability, fairness, explainability and statistical reliability. These criteria define the
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requirements for possible subsequent implementation, and not clinical outcomes. Future research needs to repeat case studies
at multiple institutions, test for external validation, evaluate privacy and poisoning attacks, perform a subgroup-fairness study,
measure professional usability, and then evaluate the study for prospective public-health study to ensure operational
deployment.
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