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ABSTRACT: WSNs (wireless sensor networks) in hostile environments not only have 

limited energy resource but also have the existence of malicious node behaviour which 

significantly degrades both the routing reliability and network lifetime quality. To 

overcome this challenge, this study presents a trust-energy reinforced routing framework 

for secure and energy aware communication in WSNs with dynamic malicious-node 

conditions. The proposed method integrates residual energy, trust value as well as route-

reinforcement memory into a single mechanism for next-hop selections, allowing routing 

decisions to adapt to both the earlier successful paths as well as the current network 

conditions. A MATLAB-based comparative simulation study through a network of 100 

sensor nodes, malicious nodes being updated periodically, was conducted and the 

performance of the proposed simulated approach was evaluated against Grey Wolf 

Optimization (GWO)-, Harris Hawks Optimization (HHO)- and Whale Optimization 

Algorithm (WOA)-inspired routing approaches. In the experiments, the proposed method 

achieved best results in terms of final trust value, residual energy, alive-node fraction, and 

average routing cost. It finally produced a trust value of 0.8773, residual energy 0.242 

Joule, alive-node fraction 0.94, and routing cost of 146.76. In addition, the first node death 

was delayed to round 28, while the half-nodes-dead and last-node-death conditions were 

not reached within the 50-round simulation horizon. These findings confirm that the 

proposed framework provides a more balanced and effective solution for secure, energy-

efficient, and sustainable routing in adversarial WSN environments. 

 

1. INTRODUCTION 

Wireless sensor networks (WSNs) have become an important enabling technology for a wide range of applications, including 

environmental monitoring, healthcare systems, industrial automation, precision agriculture, military surveillance, and smart-city 

infrastructure. In these applications, a large number of small sensor nodes are deployed to sense, process, and transmit 

information to a base station[1]. Despite their broad usefulness, WSNs operate under severe resource constraints, particularly 

limited battery capacity, restricted communication range, and modest computational capability. As a result, routing is one of 

the most critical functions in WSN design, since an inefficient routing strategy can rapidly drain node energy, reduce data-

delivery reliability, and shorten overall network lifetime. 

In addition to energy limitations, WSNs are highly vulnerable to security threats because sensor nodes are often deployed in 

open or unattended environments[2]. Under such conditions, malicious or compromised nodes may participate in routing and 

disrupt the normal forwarding process. These interferences can weaken trust, raise routing costs, and precipitate node 

exhaustion [3]. That's why a practical routing mechanism for WSNs aims not only to minimize energy consumption but also to 
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avoid unreliable nodes and make routing robust under changing network conditions[4]. In dynamic adversarial conditions where 

the set of malicious nodes are updated periodically, this challenge is more significant[5].  

Traditional routing algorithms are typically having limited set of goals like, shortest path, minimizing energy consumption, or 

load balancing etc. neglecting the addressal of node trust values or dynamic malicious behaviour [6]. In recent years, the flexible 

and adapting behaviour of nature-inspired and metaheuristic approaches like Grey Wolf Optimization (GWO), Harris Hawks 

Optimization (HHO) and Whale Optimization Algorithm (WOA), captured the interest of researchers to optimize routing 

decisions[7]. While these approaches can aid routing decisions, they may yet be insufficient in case at the same time the above 

routing decisions have to consider for residual energy, node trust, route quality and changing patterns of malicious-nodes[8]. 

Hence, a more adaptive strategy is required to maintain secure communication as well as long-term network survivability. 

In view of the above limitations, a trust-energy reinforced routing framework is proposed that can ensure security and energy 

efficiency in WSN communication systems. The proposed method combines three important aspects for the selection of next-

hop: remaining energy, trust scores, and path reinforcement memory. This means that apart from considering the present state 

of the neighboring nodes, the routing algorithm will also consider previous success in route selection. This will make the routing 

algorithm less costly, energy efficient, enhance trust-awareness, and prolong the life of the network. The approach will be 

simulated within an environment where the malicious nodes are updated periodically and compared with other routing 

approaches inspired by the GWO, HHO, and WOA algorithms. 

From the experimental results mentioned in this work, one can conclude that the proposed framework offers better 

performance than other methods taken into consideration. More specifically, higher residual-energy retention, better trust 

preservation, lower routing cost, higher alive node ratio, and prolonged network lifetime concerning the first node failure, half 

node failure, and final node failure. It appears to be a successful way to design routing schemes that consider trust, energy, and 

reinforcement learning in WSNs where resources are limited and there may be threats. 

The main contributions of this study can be summarized as follows: 

1. A simulation-based routing framework is developed for WSNs operating under dynamic malicious-node conditions. 

2. A trust-energy reinforced routing strategy is proposed in which next-hop selection is guided by residual energy, trust 

value, and path-memory reinforcement. 

3. The proposed method is evaluated against GWO, HHO, and WOA-inspired routing approaches using energy, trust, 

routing cost, alive-node ratio, and lifetime indicators. 

4. The results show that the proposed framework leads to improved security, route efficiency, and long-term network 

sustainability. 

The rest of the manuscript is structured as follows. Section 2 presents Background & Motivations. Section 3 illustrates the 

framework of proposed research method including network setting, the malicious-node simulation, routing strategy design 

framework and performance metrices. Section 4 discusses the experimental and comparative studies. Lastly, Section 5 provides 

conclusion and future research avenues. 

2. LITERATURE REVIEW 

Wireless sensor networks (WSNs) have been studied extensively with a focus on energy efficiency, routing reliability and 

communication security. Recent literature has shifted away from conventional shortest-path routing towards heuristic and 

optimization-based schemes that try to achieve a multi-objective trade-off simultaneously [9]. One important stream of work 

has aimed on energy-aware routing and clustering to reduce premature node depletion and improve network lifetime. In this 

case, an energy-warning-based routing strategy was proposed to keep sensor nodes connected even if the available energy is 

very low [10]. A metaheuristic-based multi-hop energy-aware cluster-based routing scheme was proposed for IoT-assisted 

WSNs which was reported to enhance the energy utilization by local optimization of clustering/ route discovery phases [11]. 

More recently this direction was strengthened by, NCRDAP, an AI-driven clustering, routing, and data aggregation protocol 

was proposed for energy-efficient WSNs[12]. A more comprehensive framework combining self-tuned fuzzy logic, adaptive 

palm tree optimization, and Stackelberg game-theoretic load balancing was then proposed to jointly improve the energy 

efficiency, reliability, and security of WSNs[13]. Similarly, a multi-objective energy-efficient routing using an adaptive black 
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hole–tuna swarm optimization strategy was also addressed [14]. These studies clearly demonstrate the importance of energy-

aware design, yet their main emphasis remains on efficiency, clustering, and load balancing rather than dynamic trust adaptation 

under malicious-node behaviour. 

After energy efficiency became a well-established objective, the research focus moved toward trust-aware secure 

communication. A secure and trust-aware routing scheme demonstrated that route selection based on node trust can improve 

secure forwarding and reduce exposure to malicious nodes [15]. This idea was extended through trust-based clustering and 

best-route selection, in which trust and energy were jointly used to improve route quality [16] A further development combined 

trust-aware secure routing with attribute-based encryption, thereby integrating route security with data confidentiality [17]. Then 

TADR-EAODV, a trust-aware dynamic routing algorithm based on an extended AODV protocol for secure WSN 

communication was also introduces[18], while, a trust-aware secure routing protocol specifically designed to improve reliability 

in the presence of malicious forwarding behaviour was also introduced [19]. Collectively, these studies confirm that trust 

modelling has become a crucial component of modern WSN routing[20]. However, many existing trust-aware methods rely 

primarily on static trust handling, protocol-level modifications, or trust-clustering integration, with limited attention to route-

memory reinforcement and dynamically changing malicious-node patterns. 

As routing challenges became more complex, research shifted toward multi-objective optimization and metaheuristic-assisted 

secure route planning. A trust-and-energy-based multi-objective hybrid optimization approach showed that combining trust 

and residual energy can improve route selection quality[21]. Secure clustering and routing were also addressed through trust-

aware cat swarm optimization, indicating that trust-guided metaheuristic search can improve forwarding decisions [22], while 

A secure and energy-aware multi-hop routing protocol based on a Taylor-inspired hybrid optimization algorithm further 

highlighted the usefulness of hybrid search strategies in WSN routing [23]. The problem of jointly satisfying energy efficiency, 

quality of service, and secure routing was also addressed through a dedicated QoS-aware secure routing algorithm [24]. In 

addition, a multi-objective trust-aware improved grey wolf optimization technique was proposed to uncover adversarial attacks 

and improve route robustness [25]. These studies highlight the growing importance of optimizer-based secure routing, but their 

routing decisions are still dominated by metaheuristic search behaviour and objective-function minimization, rather than by a 

lightweight route-memory mechanism that learns from previously successful paths. 

The most recent stage of research has expanded secure routing into IoT, IIoT, and learning-assisted network environments. A 

secure multi-hop routing algorithm based on fuzzy logic was proposed for IoT communication, highlighting the role of 

intelligent inference in secure forwarding [26]. Heuristic and reinforcement learning-based survivable trust-aware virtual 

network embedding was then studied for IoT systems, showing that learning-assisted trust adaptation can improve resilience 

in networked environments [27]. Trustworthy sensor data collection for cyber-physical systems was further examined using 

genetic algorithms and differential privacy, demonstrating that trust and reliability must also be considered at the sensing and 

data-collection stage [28]. In the industrial IoT context, lightweight trust management was proposed for edge devices to improve 

secure cooperation under constrained resources [29], while, a security-driven routing architecture for industrial IoT 

environments also showed that secure routing increasingly requires integration with broader architectural and infrastructure-

level defenses [30]. These contributions show that trust, learning, and survivability are becoming increasingly central in next-

generation sensor and IoT systems. Nevertheless, many of these approaches are oriented toward IoT trust management, virtual 

embedding, or infrastructure-level security rather than lightweight hop-by-hop route construction in dynamic WSN attack 

environments. 

The step-by-step evolution of the literature shows that meaningful progress has been achieved in energy-aware routing, trust-

based secure forwarding, multi-objective optimization, and intelligent survivability-aware communication. However, an 

important gap remains. Most existing studies optimize energy efficiency, trust management, security, or clustering either 

independently or only partially in combination. In particular, there is still limited work on a lightweight routing mechanism that 

simultaneously integrates residual energy, trust value, and historical route preference while operating under periodically changing 

malicious-node conditions. This gap is especially important in practical WSN deployments, where routing decisions should 

adapt not only to instantaneous node state but also to evolving adversarial behaviour over time. 

To address this gap, the present manuscript proposes a trust-energy reinforced routing framework for secure wireless sensor 

networks under dynamic malicious-node conditions. The proposed framework differs from prior studies in four important 

ways. First, it integrates residual energy, trust value, and path-reinforcement memory into a single next-hop decision mechanism. 
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Second, it introduces a dynamic malicious-node model, in which the malicious-node set is updated periodically rather than 

remaining fixed throughout the simulation. Third, it employs a unified routing-cost formulation that jointly accounts for 

distance, energy depletion, trust degradation, and malicious-node penalty. Fourth, it evaluates the proposed framework against 

GWO-, HHO-, and WOA-inspired routing methods using both routing-performance and network-survivability indicators, 

including residual energy, trust, routing cost, alive-node fraction, FND, HND, and LND. According to the current manuscript, 

this design enables the proposed method to achieve the highest final trust, highest residual energy, highest alive-node fraction, 

and lowest average routing cost among the compared methods, thereby demonstrating a balanced improvement in security, 

efficiency, and long-term network sustainability.  

3. RESEARCH METHODOLOGY 

3.1. Overview of the Proposed Framework 

This study develops a simulation-based framework for secure and energy-aware routing in wireless sensor networks (WSNs) 

under dynamic malicious-node conditions. The overall methodology consists of four sequential phases: network initialization, 

state initialization, routing and dynamic update, and performance evaluation, as illustrated in Figure 1. 

The main contribution of the research study is to evaluate a trust-energy reinforced routing mechanism that improve route 

quality, network reliability, and energy sustainability when compared with GWO, HHO, and WOA inspired routing strategies 

and jointly considers node residual energy, trust level, routing cost, malicious-node dynamics, and network lifetime indicators. 

3.2. Network Initialization 

A WSN consisting of 100 sensor nodes is deployed randomly in a two-dimensional sensing region of (100 X 100). The base 

station (BS) is positioned above the sensing field and acts as the final destination for all generated routes. After deployment, 

the network topology is modelled as a communication graph in which two nodes are connected if their Euclidean distance is 

less than the predefined communication radius. 

 

Figure 1:Overall research methodology framework for secure and energy-aware routing in wireless sensor networks under 

dynamic malicious-node conditions. 

The simulation parameters used are: 

• Number of nodes N=100 

• Simulation rounds =50 

• Initial node energy =0.5 J 

• Communication radius =40 m 

• Packet size =4000 bits 

• Transmission/Reception energy cost =50×10−6 J/bit. 
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This simulation environment provides a controlled environment for evaluating the routing performance under limited-energy 

and adversarial conditions. 

3.3. State Initialization 

To enable fair comparisons among various routing approaches, similar initial energy and trust values are assigned to all the 

nodes for simulation. The initial residual energy level of 0.5 J and initial trust value of 0.9 is used. Energy and trust levels are 

kept separate for different routing policies so that the impact of routing decisions on the energy and trust state is independent 

of one another. 

The proposed routing algorithm also initializes the path reinforcement matrix. The path reinforcement matrix keeps track of 

the preferred routes and acts as a lightweight memory mechanism for improving favorable routing paths over time. Initially, all 

entries of the path memory matrix are assigned equal preference values. 

3.4. Iterative Routing Process 

To simulate an adversarial routing environment, 20% of the sensor nodes are designated as malicious. Unlike a static attack 

model, the malicious-node set is updated periodically every three rounds. This periodic update reflects changing hostile 

conditions and enables the framework to assess the adaptability of each routing algorithm under dynamic security threats. 

The malicious-node model affects the routing process in two ways. First, the presence of malicious nodes increases the routing 

cost through an explicit penalty factor. Second, trust values of malicious nodes degrade when they participate in routing paths, 

thereby influencing future route selection.  

Four routing strategies are evaluated in this study: GWO-inspired routing, HHO-inspired routing, WOA-inspired routing, and 

the proposed trust-energy reinforced routing strategy. In each simulation round, one source node is selected randomly, and all 

four methods independently generate a route from the source node to the base station. 

The GWO-inspired method chooses the next hop from highly ranked candidate nodes based on the combined effect of residual 

energy and trust. The HHO-inspired and WOA-inspired methods employ a mixed exploration-exploitation mechanism in 

which next-hop selection is influenced by energy-trust suitability as well as stochastic search behaviour. These three methods 

serve as comparative baselines for evaluating the proposed approach. 

3.5. Network State Update 

The proposed routing strategy illustrated in Figure 2, performs hop-by-hop path construction by considering neighbour 

availability, direct reachability to the base station, and a weighted next-hop selection rule. 

Energy is deducted from transmitting and receiving nodes according to the communication energy model. Trust values are 

updated to penalize malicious or unreliable nodes participating in routing paths. The alive-node status is also recalculated based 

on the remaining residual energy of each node. Furthermore, the path-reinforcement matrix is updated by decaying older route 

preferences and reinforcing successful routing links. This mechanism allows the proposed framework to balance route 

exploitation and adaptability under dynamic malicious-node conditions. 

3.5.1. Proposed Trust-Energy Reinforced Routing Strategy 

At each routing step, the neighbouring nodes of the current node are identified from the communication graph. Nodes with 

zero residual energy are removed from the candidate set, while the base station is retained if it is directly reachable. If no valid 

neighbour exists, the route is terminated by forcing the final hop toward the base station. If the base station is already a direct 

neighbour, it is immediately appended to the route. 

Otherwise, the next-hop node is selected using a weighted function that combines path memory, trust, and residual energy[21]: 

𝑤𝑖𝑗 =  (𝑝𝑖𝑗)0.5(𝑇𝑗)1.2(𝐸𝑗)1.1                                             (1) 

where: 

 𝑤𝑖𝑗 denotes the routing weight from current node (i) to candidate node (j),  
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𝑝𝑖𝑗  is the reinforcement-based path preference, 

𝑇𝑗 is the trust value of candidate node (j), and 

𝐸𝑗 is its residual energy.  

 

Figure 2: Proposed trust-energy reinforced routing algorithm for next-hop selection and route construction toward the base 

station. 

The candidate with the highest weight is selected as the next hop. To prevent excessive route growth and potential looping, a 

maximum hop limit is imposed. If the hop count exceeds the limit, the route is terminated by appending the base station. 

After each round, the path memory matrix is updated in two stages. First, the existing memory values are decayed by a factor 

of 0.9 in order to avoid overdependence on older routes. Second, the links belonging to the selected route are reinforced by 

increasing their corresponding matrix values. This mechanism allows the algorithm to preserve beneficial routing history while 

still adapting to changing network conditions. 
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3.5.2 Routing Cost Formulation 

The quality of each generated route is evaluated using a routing cost function that combines transmission distance, energy 

condition, trust level, and malicious-node participation. For a route (R), the cost is computed as[21] : 

𝐶(𝑅) = ∑ 𝛼𝑑𝑖,𝑖+1 + 𝛽(1 − 𝐸𝑖) − 𝛾(1 − 𝑇𝑖)
𝐿−1
𝑖=1                                              (2) 

where 𝑑𝑖,𝑖+1 is the Euclidean distance between consecutive nodes, 𝐸𝑖 is the residual energy of the transmitting node, and 𝑇𝑖  is 

the trust value of that node. In this study, (α=0.5), (β=0.3), and (γ=0.2). 

To reflect adversarial influence, the route cost is further penalized when malicious nodes appear in the selected path:  

𝐶𝑓𝑖𝑛𝑎𝑙(𝑅) = 𝐶(𝑅)(1 + 0.25 𝑀𝑅)                                             (3) 

where 𝑀𝑅 denotes the number of malicious nodes present in route R. A lower routing cost indicates a more favourable path in 

terms of distance efficiency, energy condition, and trustworthiness. 

3.5.3 Energy and Trust Update Mechanism 

Once a route is generated, node states are updated according to packet forwarding activities. The transmitting nodes lose energy 

according to the transmission model, while the receiving nodes lose energy according to the reception model. The update rules 

are defined as[23]: 

𝐸𝑡𝑥 = max(𝐸 − 𝐸𝑡𝑥 × 𝑝𝑘𝑡, 0)                                             (4) 

𝐸𝑟𝑥 = max(𝐸 − 𝐸𝑟𝑥 × 𝑝𝑘𝑡, 0)                                             (5) 

where 𝐸𝑡𝑥 = 𝐸𝑟𝑥 =50×10−6 J/bit. and 𝑝𝑘𝑡 =4000 bits. The max operator ensures that energy values do not become negative. 

Trust is also updated dynamically. If a malicious node appears in the selected route, its trust value is reduced according to 

 𝑇𝑛𝑒𝑤 = 0.85𝑇𝑜𝑙𝑑                                                (6) 

This update mechanism allows the routing framework to reflect unreliable behaviour over time and reduces the future 

attractiveness of compromised nodes. 

3.6. Simulation Procedure 

The simulation is executed for 50 rounds. A malicious-node set is periodically updated in each round, one source node randomly 

selected from 100 nodes and four routing strategies generate routes independently. After each round, we store the route 

reachability status, routing cost, residual energy, trust values and alive-node ratio. In the proposed method, at the end of each 

round, we decay and reinforce path memory matrix in our model. After completion of all rounds, the framework calculates 

final trust, final residual energy, average routing cost, final alive-node fraction and lifetime measure (FND, HND and LND) of 

each algorithm. The results are then summarized using comparative graphs and a final performance table for detailed analysis.  

3.7. Performance Evaluation 

The effectiveness of the routing strategies is assessed using multiple performance indicators. These include average residual 

energy, average trust, average routing cost, route reachability to the base station, and alive-node fraction. In addition, network 

lifetime is analyzed using three standard milestones: first node death (FND), half nodes dead (HND), and last node death 

(LND). Average residual energy measures the overall energy preservation capability of a routing strategy, whereas average trust 

reflects its ability to avoid unreliable nodes. Routing cost quantifies route quality based on distance, energy, and trust. The alive-

node fraction indicates the proportion of functional nodes remaining in the network. FND, HND, and LND provide a broader 

view of short-, medium-, and long-term network survivability. 

4. RESULTS & DISCUSSION 

4.1. Experimental Setup 

To check the applicability and performance of the proposed trust-energy reinforced routing strategy, a comparative simulation 

study is presented in MATLAB using the framework presented in section 3. Four routing methods were studied and evaluated: 
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GWO-inspired routing, HHO-inspired routing, WOA-inspired routing, and the proposed method. The experiments were 

performed on a WSN consisting 100 randomly deployed sensor nodes in the 100 × 100 sensing area with the base station 

placed out of this sensing field. The communication radius was fixed at 40 m, the initial node energy was set to 0.5 J, and the 

simulation was executed for 50 rounds. In addition, 20% of the nodes were treated as malicious, and the malicious-node set 

was updated every three rounds to emulate a dynamic adversarial environment. 

The performance of the routing algorithms was assessed using average residual energy, average trust, average routing cost, final 

alive-node fraction, and three standard lifetime indicators: FND, HND, and LND. For the lifetime indicators, a value of 51 

does not represent an actual event occurring in the 51st round. Instead, it is used as a reporting marker, when the corresponding 

event is not observed within the 50-round simulation horizon. Thus, a value of 51 indicates that the event remained unreached 

during the entire experiment. 

4.2. Residual Energy Analysis 

The residual-energy evolution of the four routing methods is illustrated in Figure 3. All methods start with the same average 

energy level of 0.5 J, but their depletion trends differ substantially over the simulation horizon. The proposed method exhibits 

the slowest energy decay, maintaining a smooth and gradual decline throughout the 50 rounds. In contrast, HHO and WOA 

show rapid energy depletion, while GWO demonstrates intermediate behaviour. 

At the end of the simulation, the proposed method retained 0.242 J of average residual energy, whereas GWO retained only 

0.015 J, and both HHO and WOA depleted their average energy to 0 J.  

It signifies indicates that the proposed routing mechanism is substantially more effective in balancing forwarding decisions 

across trustworthy and energy-efficient nodes. With the gradually declining proposed curve, this indicates that reinforcement-

based path memory successfully reduces repeated use of weak or unreliable routes. 

 

Figure 3: Residual energy comparison of GWO, HHO, WOA, and proposed routing methods over 50 simulation rounds. 

4.3. Trust Evolution Analysis 

Trust evolution of all methods is compared. While trust preservation is an essential metric for routing robustness under dynamic 

attack conditions since the malicious-node set updates periodically, The proposed method retains the highest trust level over 

time, and exhibits the smallest decline over time. 
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Figure 4: Trust evolution of the compared routing methods under dynamic malicious-node conditions across 50 rounds. 

The trust evaluation of composite routing methods in comparison is presented in Figure 4. The final average trust values were 

0.8773 for the proposed method, 0.8385 for GWO, 0.8379 for HHO, and 0.8357 for WOA. The numerical differences may 

seem relatively small; however, the trust curve of our approach remains consistently higher than baseline methods for the entire 

duration of the experiment. Such a behavior indicates that the next-hop selection rule proposed is superior in terms of evading 

both unreliable routing paths and maintaining secure forwarding performance when malicious nodes are periodically updated. 

4.4. Routing Cost Analysis 

The routing-cost comparison shows that GWO has the largest fluctuations and the highest cost spikes, which indicates an 

unstable route selection with many costly paths being used. Optimizations based on HHO and WOA mitigate some of these 

fluctuations, but their cost curves still exhibit sharp increases. In contrast, the routing cost for the proposed method is much 

lower and stable across most rounds. Figure 5 depicts the routing-cost comparison of all methods. 

 

Figure 5: Routing cost comparison of GWO, HHO, WOA, and proposed methods during the simulation period. 

The average routing costs of GWO, HHO, WOA and the proposed method were 986.30, 285.48, 323.03 and 146.76 

respectively. Thus, the proposed approach obtained the least overall cost among all competitors. Compared to GWO, HHO 

and WOA the average routing cost of in proposed method reduced by 85.12%, 48.59% and 54.57%, respectively It also 

confirms that the combining of trust, residual energy and path reinforcement is a better heuristic routing policy under the given 

cost model. 
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4.5. Final Comparative Performance 

The final performance indicators are summarized in Table 1. The proposed method outperformed the baseline methods in final 

trust, final residual energy, alive-node fraction, average routing cost, and most lifetime indicators. 

Table 1:Final comparative performance of GWO, HHO, WOA, and Proposed Routing methods in terms of trust, residual 

energy, alive-node fraction, routing cost, and lifetime metrics. 

Algorithm Final_Trust Final_Energy_J Final_Aliv

e_Frac 

Avg_C

ost 

FND_

Round 

HND_Round LND_

Round 

GWO 0.838508 0.015 0.15 986.30

41 

7 42 51 

HHO 0.837937 0 0 285.47

9 

5 23 38 

WOA 0.835673 0 0 323.02

9 

6 18 41 

Proposed 0.877253 0.242 0.94 146.75

86 

28 51 51 

 

From the Table 1, two observations are especially important. First, the proposed strategy preserved 94% of the nodes alive at 

the end of the simulation, whereas GWO retained only 15%, and HHO and WOA retained 0%. Second, the proposed method 

delayed the first node death to round 28, compared with rounds 7, 5, and 6 for GWO, HHO, and WOA, respectively. Moreover, 

the proposed approach did not reach either half nodes dead or last node death within the simulated horizon, while HHO and 

WOA experienced complete node depletion by rounds 38 and 41, respectively. 

4.6. Network Lifetime Analysis 

The proposed method achieved the strongest network survivability among all evaluated approaches. Specifically, the FND value 

increased to 28 rounds, which is four times greater than GWO and substantially higher than HHO and WOA. Similarly, the 

HND and LND results show that the proposed method sustained network operation throughout the full experimental duration. 

The lifetime comparison based on FND, HND, and LND is further illustrated in Figure 6, Figure 7 and Figure 8.  

Although, GWO also achieved partial survivability up to the end of the simulation, but with a low fraction of alive-nodes: only 

0.15 and nearly empty residual energy. Thus, while GWO exhibits relatively better performance than HHO and WOA in terms 

of total collapse delay, it is still obviously inferior to the proposed method in terms of energy preservation, route quality and 

trust maintenance. In comparison, the HHO and WOA performed worse than others due to the earlier depletion of their nodes 

thus directly reduced their long-term routing viability. 

The experimental results are in accordance with this analysis and all the comparisons prove that the proposed trust-energy 

reinforced routing strategy achieves a better trade-off between enhanced network security, energy economy and route stability. 

Significantly, the energy results demonstrate that the proposed approach is capable of distributing routing decisions more 

uniformly throughout the network, thereby avoiding excessive burden on weak nodes. The results of trust show that the 

proposed method is more capable of bypassing the unreliable nodes and adapting to dynamic malicious-node effects as well. 

The routing-cost results additionally validate that the proposed decision-rule leads lower-cost and more stable paths, as 

compared to the bio-inspired baselines. These results validate the effectiveness of combining trust awareness, energy awareness 

and reinforcement-based route preference for secure WSN routing. 
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Figure 6: First node death (FND) comparison of the routing 

methods, indicating the early-stage network lifetime 

performance. 

 

Figure 7:Half nodes dead (HND) comparison of the 

routing methods, representing the mid-stage network 

lifetime behaviour. 

 

 

Figure 8:Last node death (LND) comparison of the routing methods, reflecting the overall network lifetime of the 

compared approaches. 

4.7. Comparative Analysis 

Table 2 presents a consolidated comparative assessment of the proposed trust–energy–path memory routing framework against 

recent WSN routing approaches reported in the literature. The comparison is based on key performance indicators, including 

energy or residual energy, network lifetime, first node death (FND), half nodes dead (HND), last node death (LND), alive/dead 

node status, trust/security, routing cost, and number of simulation rounds. It can be observed that most existing methods 

emphasize energy efficiency and lifetime enhancement, which remain the primary optimization goals in resource-constrained 

WSNs. For example, ABTSO, SWARAM, EOAMRCL, HGWO-Firefly, and HZ-BFOA mainly focus on energy-aware 

clustering, residual-energy preservation, or optimal cluster-head selection. However, several of these studies do not explicitly 

report complete lifetime milestones such as FND, HND, and LND, which limits their ability to describe early, intermediate, 

and complete network degradation. Similarly, some works report alive/dead node trends graphically but do not provide exact 

numerical values, making direct quantitative comparison difficult. 

Security-oriented approaches such as EEOTSR and SECR introduce trust, attack resilience, encryption, or secure routing 

mechanisms, but their performance reporting is often centered on packet delivery ratio, latency, security robustness, or lifetime 

improvement rather than a unified evaluation of trust, residual energy, node survivability, and routing cost. In contrast, the 
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proposed method evaluates all major routing dimensions simultaneously within a single simulation framework. The proposed 

trust–energy–path memory routing method achieves a final residual energy of 0.242 J, an alive-node fraction of 0.94, a final 

trust value of 0.877253, and an average routing cost of 146.7586 over 50 simulation rounds. Moreover, the proposed method 

delays FND to round 28, while HND and LND are not reached within the 50-round simulation horizon, demonstrating strong 

network survivability. This result indicates that the proposed framework is not limited to energy optimization alone but also 

maintains trustworthiness, route stability, and node availability under dynamic malicious-node conditions. The inclusion of 

path-memory reinforcement further differentiates the proposed approach from conventional metaheuristic routing schemes 

because it allows successful historical routes to influence future next-hop selection. Therefore, Table 2 clearly establishes that 

the proposed framework provides a more comprehensive and balanced solution by jointly addressing energy efficiency, security, 

routing cost, and lifetime sustainability. This comparative evidence strengthens the novelty and suitability of the proposed 

method for secure and sustainable WSN routing applications. 

Table 2:Comparative analysis of existing WSN routing approaches and the proposed trust–energy–path memory routing 

framework based on energy, lifetime, security, survivability, and routing-cost indicators. 

Reference Algorithm / 

Model 

Energy 

/ 

Residua

l Energy 

Networ

k 

Lifetim

e 

FND HN

D 

LN

D 

Alive / 

Dead 

Nodes 

Trust / 

Securit

y 

Routing 

Cost 

Sheeja et al. 

[14] 

AB

TSO 

Case 1: 

50 

Rounds  

NE 

mean: 

0.000654  

NR NR NR NR Alive-

node 

mean: 

0.015508  

NR Objective/pa

th-loss mean: 

94.673  

Case 2: 

100 

Rounds  

0.000641 0.043272   95.843 

Case 3: 

150 

Rounds  

0.000634 0.069785 94.089 

Roberts 

and 

Thangavel[

31] 

Dual-phased 

SFO-SHO 

routing 

Mean 

residual 

energy: 

0.5081 

Mean 

network 

lifetime: 

482.1 

rounds 

NR NR NR Alive 

nodes 

improved 

3-20%; 

dead 

nodes 

reduced 

9-17% 

NR NR 

Somula et 

al.[32] 

Osprey 

Optimization / 

SWARAM (4000 

rounds) 

Energy 

consump

tion: 0.35 

J 

Alive 

until 

4000 

rounds 

3250 

round

s* 

3750 

round

s* 

4000 

roun

ds* 

Alive 

nodes: 0  

NR NR 

Kaddi et al. 

[33] 

GWO-based 

EOAMRCL 

Highest 

remainin

g energy; 

numeric 

NR 

FND/H

ND/LN

D 

evaluate

d 

graphical

ly 

Grap

hical 

NR 

Grap

hical 

NR 

Grap

hical 

NR 

Live-

node 

percentag

e 

reported 

graphicall

y 

NR NR; 

clustering 

overhead 

reported 
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Dev and 

Mishra [34] 

Hybrid GWO + 

Firefly 

Residual 

energy: 

0.3335 J 

after 

1000 

rounds 

High 

lifetime 

reported 

NR NR NR Alive 

nodes: 

130; dead 

nodes: 0 

NR Route-cost 

function 

used; final 

cost NR 

Singh et al. 

[35] 

EEOTSR using 

ACO 

Energy-

efficient 

routing; 

exact 

residual 

NR 

Network 

lifetime 

+23% 

NR NR NR NR PDR 

+17%; 

latency 

-14%; 

PDR 

>90% 

with 

30% 

compro

mised 

nodes 

NR 

Dixit et 

al.[36] 

Security-aware 

RFO routing / 

SECR 

Network 

energy 

starts 

from 140 

J; 

residual 

trend 

reported 

Case-1: 

40153 

rounds; 

Case-2 

lifetime 

+134.34

% over 

DECE

M 

Case-

1: 

19478 

round

s; 

Case-

2: 53 

round

s 

Case-

1 

HND 

impro

veme

nt: 

288.1

0% / 

100.3

0% / 

86.57

% 

NR Alive/dea

d-node 

curves 

reported 

Adaptiv

e AES 

+ 

DDoS 

detectio

n; trust-

based 

CH 

selectio

n 

NR 

Godi et al. 

[37] 

Secure 

multi-

objecti

ve 

routin

g / 

HZ-

BFOA 

Case 1: 

50 

Round

s  

Energy 

efficiency

0.010339  

Stability-

period 

metric 

reported; 

exact 

lifetime 

NR 

NR NR NR NR Security

: 

89.9104

93  

Cost function 

reduced by 

5.8%  

Case 2: 

100 

Round

s  

0.007429 87.2029

33 

3.41% 

Case 3: 

150 

Round

s  

0.002377

9 

82.8706

68 

4.2% 

Case 4: 

200 

Round

s 

0.011620

1 

85.3369

09 

5.04% 
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Proposed 

Method 

Trust-Energy-

Path Memory 

Routing 

Final 

residual 

energy: 

0.242 J 

Sustaine

d 

through 

50 

rounds 

28 

round

s 

51** 51** Alive-

node 

fraction: 

0.94 

Final 

trust: 

0.87725

3 

Average 

routing cost: 

146.7586 

 

Note: NR = not reported as an explicit numerical value in the cited article. Graphical NR = metric shown only in figures/plots 

without tabulated numerical values. *FND/HND/LND values for SWARAM are inferred from the alive-node table. **In the 

proposed method, 51 denotes that HND/LND were not reached within the 50-round simulation horizon. 

5. CONCLUSION 

This study proposed a trust–energy reinforced routing framework to improve secure, energy-efficient, and reliable 

communication in wireless sensor networks under dynamic malicious-node conditions. The proposed strategy integrates 

residual energy, node trust, and path-reinforcement memory to support adaptive next-hop selection and reduce dependence on 

unreliable or energy-depleted nodes. The experimental results show that the proposed method consistently outperformed 

GWO-, HHO-, and WOA-inspired routing methods across all major performance indicators. It achieved the highest final trust 

value of 0.8773, retained the highest average residual energy of 0.242 J, preserved the highest alive-node fraction of 0.94, and 

obtained the lowest average routing cost of 146.76. In contrast, the baseline methods showed faster energy depletion, lower 

trust preservation, and earlier node failures. The proposed method also delayed the first node death to round 28, while half-

node-death and last-node-death conditions were not reached within the 50-round simulation period. These findings confirm 

that combining trust awareness, energy awareness, and reinforcement-based route preference provides a balanced and effective 

routing solution for adversarial WSN environments. The proposed methodology can be extended to larger and heterogeneous 

networks, coordinated attack scenarios, node mobility, dynamic base-station placement, multiple simulation runs with statistical 

validation, and real-time implementation using advanced network simulators or testbeds. 
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