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ABSTRACT: The timely clinical intervention in case of proper detection and evaluation of 

skin lesions is crucial in case of lacking access to specialized dermatology services. While 

Artificial Intelligence (AI) and Machine Learning (ML) have shown impressive results in 

automatic skin lesions assessment, many current methods are mostly developed and evaluated 

using images obtained with dermoscopy under optimal conditions. Their accuracy might be 

affected when the same methods are applied to the clinical images obtained by means of 

conventional or smartphone cameras due to illumination issues, lower quality, background, out-

of-focus and other skin artifacts such as hairs. In this paper, we propose a new method – 

DermAlert – that represents an artificial intelligence-based knowledge-assisted system for 

automatic skin lesion analysis and clinical decision making. Our method consists of several steps 

including pre-processing, segmentation, hand-crafted features extraction, machine learning-

based classification, and knowledge-based triage of the cases. Pre-processing involves a chain of 

methods, such as the application of DullRazor approach for digital removal of the hairs from 

the image and Contrast Limited Adaptive Histogram Equalization (CLAHE) for local contrast 

enhancement of the smartphone images. Support Vector Machine (SVM) is used as the primary 

classifier owing to its applicability to feature-based classifications and comparatively low 

computing power needs. The experimentation involves exploiting the complementary nature of 

the HAM10000 dermoscopy dataset and the PAD-UFES-20 smartphone-derived clinical images 

dataset. The subsequent process involves the generation of structured triage recommendations 

on the basis of the risk factors and the output of the machine learning models by means of a 

knowledge-based module. Based on a sample of 100 images from the HAM10000 dataset, an 

initial testing results in an accuracy of 91.2%; however, this figure should not be perceived as 

clinical validation and is preliminary. 

 

1. INTRODUCTION 

There are several reasons why skin diseases represent a significant issue in healthcare due to their occurrence in different 

populations and existence in various forms, ranging from benign through inflammatory and infectious to premalignant and 

malignant lesions. Malignant skin lesions are among those that require special consideration due to the potential impact of early 

diagnosis and proper management on the choice of treatment options. The current dermatologic diagnostic practice usually 

includes visual observation, medical history, dermoscopy, if possible, and biopsy and histopathological analysis when needed. 

https://www.bing.com/ck/a?!&&p=5da780ddbc37724cee5df8a9ad6bb20a93a95aa44a0fc2f605cbda6956941e2fJmltdHM9MTc4NzI3MDQwMA&ptn=3&ver=2&hsh=4&fclid=20e1fe19-7a96-6e52-1f3c-e9a37b5d6ff0&u=a1aHR0cHM6Ly93d3cuYmluZy5jb20vYWxpbmsvbGluaz91cmw9aHR0cHMlM2ElMmYlMmZuY2V0LmNvLmluJTJmJnNvdXJjZT1zZXJwLWxvY2FsJmg9VmxzRDZiJTJiUnZ3T3lhJTJiZyUyZjRuYnlybHdCSnhlNkN1VTFxTlpOa3lRQkpXNCUzZCZwPWx3X21hZ3NtbHQmaWc9M0ZBMjAxRjkxOUY1NDE4NDkwRjlBQkMyMzA4RkIzOEUmeXBpZD1ZTkQ2QzcyODQ3NkVFRTcxRDI&ntb=1
https://www.bing.com/ck/a?!&&p=5da780ddbc37724cee5df8a9ad6bb20a93a95aa44a0fc2f605cbda6956941e2fJmltdHM9MTc4NzI3MDQwMA&ptn=3&ver=2&hsh=4&fclid=20e1fe19-7a96-6e52-1f3c-e9a37b5d6ff0&u=a1aHR0cHM6Ly93d3cuYmluZy5jb20vYWxpbmsvbGluaz91cmw9aHR0cHMlM2ElMmYlMmZuY2V0LmNvLmluJTJmJnNvdXJjZT1zZXJwLWxvY2FsJmg9VmxzRDZiJTJiUnZ3T3lhJTJiZyUyZjRuYnlybHdCSnhlNkN1VTFxTlpOa3lRQkpXNCUzZCZwPWx3X21hZ3NtbHQmaWc9M0ZBMjAxRjkxOUY1NDE4NDkwRjlBQkMyMzA4RkIzOEUmeXBpZD1ZTkQ2QzcyODQ3NkVFRTcxRDI&ntb=1
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Nevertheless, although these approaches have proven their effectiveness in skin diagnosis, access to specialized dermatology 

services might be problematic in rural and remote areas as well as in resource-poor settings. The growing availability of 

smartphones and digital image analysis tools offers the possibility of performing remote and computer-assisted assessment of 

skin conditions. Smartphone cameras allow for acquiring relatively cheap clinical images and can be used in teledermatology 

and screening processes. Nevertheless, pictures taken with consumer cameras are quite different from dermoscopic ones due 

to differences in lighting, camera properties, focus, distance, skin background, orientation, and quality of acquired images. 

Cutaneous artifacts such as hair, shadows, and reflections may also distort clinical structures. 

The development of artificial intelligence has significantly expanded research into automated skin lesion analysis. Deep learning 

approaches have demonstrated strong performance in controlled experimental settings. For example, Esteva et al. demonstrated 

that a deep neural network trained on a large collection of clinical images could perform skin cancer classification at a level 

comparable to dermatologists in a specific experimental setting [1]. Such results established the potential of AI-assisted 

dermatology, but subsequent research has emphasized that benchmark performance does not automatically translate into 

reliable real-world clinical performance [2]. Differences in datasets, image acquisition conditions, patient populations, skin 

tones, disease prevalence, and clinical workflows can substantially affect generalization [3]. Public datasets have played an 

important role in advancing this field. The HAM10000 dataset contains 10,015 dermatoscopic images representing seven 

commonly occurring pigmented lesion categories and was designed to address the limited size and diversity of earlier 

dermoscopic image collections [4]. The dataset has subsequently become one of the most frequently used benchmarks in skin 

lesion classification research. 

However, HAM10000 is primarily a dermoscopic dataset and therefore does not fully represent the characteristics of 

smartphone-acquired clinical photographs. PAD-UFES-20 was developed to address this limitation by providing clinical images 

acquired using smartphones together with patient-level clinical information. The dataset contains 2,298 images from 1,373 

patients and includes six diagnostic categories, with biopsy confirmation available for a substantial proportion of lesions [5]. 

Access to such datasets makes it possible to explore the transition from artificial controlled dermoscopy imaging towards the 

more realistic clinical image processing. The distinction between dermoscopic and smartphone images becomes especially 

important in terms of machine learning algorithms. A classifier may pick up some patterns which are heavily related to the 

acquisition context rather than the disease itself. This means that a model trained on a benchmark dataset will demonstrate 

poor performance on images acquired using another device and in another context. Recent systematic review highlights the 

problems of generalization, fairness of the results for various skin colors, as well as smartphone and non-expert settings [6]. 

Thus, image preprocessing becomes an important step in developing a real-life skin lesion analysis system. Hair is the most 

common kind of artifact present in dermatological images. Dark or thick hair can overlap lesion border and become an obstacle 

to further image segmentation and feature extraction. Lee et al. proposed a preprocessing method called DullRazor that was 

able to detect and remove hair artifacts from the skin lesion images [7]. 

The second issue in image capturing using smartphones is related to variations in illumination. In different lighting conditions, 

an acquired image can be of different brightness and local contrast, and this can negatively influence lesion boundary detection 

and texture measurement. The Contrast Limited Adaptive Histogram Equalization (CLAHE) technique allows for increasing 

local contrast without intensifying the effect of noise amplification [8]. Therefore, CLAHE can also be used in a pre-processing 

procedure aimed at obtaining more consistent images in variable lighting conditions. After pre-processing, lesion segmentation 

is needed to cut out the region of interest. Otsu's thresholding is an example of automatic thresholding based on the 

optimization of between-class variance through a gray-level histogram [9]. Even though Otsu's algorithm is very simple and 

fast, its results can be influenced by the complexity of background, unclear boundaries of the lesions, and non-uniform lighting. 

Thus, the segmentation result needs to be evaluated instead of being blindly trusted. In feature extraction, an image is 

transformed into a numerical value ready for machine learning.  The Gray-Level Co-occurrence Matrix (GLCM a statistical 

characterization of the spatial relationship between gray-level pairings [10]. Some of the features calculated from GLCM are 

contrast, correlation, energy, and homogeneity. These features may help represent a compact descriptor suitable for 

computationally efficient machine learning applications. Apart from texture, morphological features may prove helpful in 

providing additional information. Asymmetric borders, color variation, different textures, and characteristics of borders are 

some of the factors considered while using the ABCD rule of dermatoscopy for analyzing pigmented lesions [11]. ABCD-

inspired features are included in the proposed DermAlert system as complimentary features. It is necessary to note that the 
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features considered are computation-based representations of visual criteria and should not be considered independent of 

clinical inspection. 

Support Vector Machine is used for classification in the proposed approach. SVM is a supervised learning technique that creates 

a decision boundary in the feature space and allows modeling nonlinear relationships with the help of kernel functions [12]. 

This property makes SVM a favorable choice for efficient computational models. This is an important characteristic considering 

the goal of designing systems that work under constrained or mobile settings. Another limitation of many automated 

classification schemes is that the output produced by the system is limited to a predicted diagnostic result or probability score. 

This may not necessarily indicate to the user what he/she should do next. To address this problem, the DermaAlert system has 

developed a knowledge based clinical triage system [13]. The idea is not to treat the result obtained from the classifier as a 

diagnosis but rather translate it into predefined recommendations for action. The principal contributions of this work are 

therefore fourfold. First, an integrated image-processing and machine-learning framework is proposed for skin lesion analysis 

from conventional and smartphone-acquired images. Second, the framework combines DullRazor-based artifact reduction and 

CLAHE-based enhancement to address common image-quality problems. Third, GLCM texture descriptors and ABCD-

inspired morphological characteristics are combined with SVM classification to provide a computationally lightweight analysis 

pipeline [14]. Finally, a knowledge-based triage module is incorporated to convert the classification output into structured 

decision-support information. The remainder of this paper is organized as follows. Section II reviews related work in AI-based 

dermatology, smartphone imaging, artifact removal, feature-based classification, and clinical decision support. Section III 

presents the proposed DermAlert framework. Section IV describes the datasets and experimental methodology. Section V 

presents the preliminary experimental results and discussion. Section VI discusses limitations and clinical considerations. 

Section VII presents the conclusion and future research directions. 

2. RELATED RESEARCH WORK AND RESEARCH WORK  

AI-based dermatological image analysis has developed rapidly over the last decade. Various computer vision methods have 

been considered in lesion segmentation, feature extraction, classification, melanoma detection, and decision support. Deep 

convolutional neural networks have been widely investigated due to the capability of learning hierarchical representations from 

raw images. Esteva et al. used a deep convolutional neural network trained with more than 129,000 clinical images for the 

identification of keratinocyte carcinomas and melanomas versus benign lesions [15]. This work showed the potential of image-

based AI in dermatology. Yet, the work was done under a specific dataset and experimental condition, and it does not mean 

that one could achieve similar results in uncontrolled smartphone conditions. Clinical context was further stressed in following 

investigations. Diagnoses in dermatology are not made only based on a lesion photograph; the patient history, lesion evolution, 

location, symptoms, age, risk factors, and physical examination can also affect clinical reasoning. For this reason, it would be 

better to consider image-based AI as an auxiliary part of a greater clinical process. Some common issues that have been pointed 

out by recent studies include class imbalance, lack of external validation, differences in the imaging modalities used, skin color, 

explainability, and uncertainty quantification [16]. It is due to these reasons that DermAlert has been designed as a decision 

support tool, not as an independent diagnostic tool. 

Smartphone acquired clinical photos constitute an interesting research area since smartphones are ubiquitous and they may 

even allow remote diagnosis. PAD-UFES-20 offers smartphone acquired clinical photos along with the patient information 

[17]. The key issue that this database solves in relation to previous studies is the fact that most publicly available databases were 

based on dermoscopic images. The use of smartphone images entails some advantages and some limitations at the same time. 

This means that an algorithm built for use with smartphone photographs should be resilient to variation in images. A systematic 

review of smartphone apps for detecting skin lesions found significant variation in performance across the apps tested and 

described the shortcomings in the methodology of early research [18]. More recent prospective studies have continued to 

examine the impact of imaging conditions and variation in device on the detection of skin cancer by artificial intelligence [19]. 

Hair is a common source of interference in skin lesion images. It may cross the lesion and introduce high-contrast structures 

that can be interpreted incorrectly by segmentation or classification algorithms. Lee et al. developed DullRazor to identify and 

remove hair structures using image processing techniques [20]. The method was motivated by the observation that thick hairs 

can interfere with lesion segmentation. The approach has subsequently influenced numerous skin lesion preprocessing 

pipelines. In DermAlert, DullRazor-inspired processing is positioned before segmentation and feature extraction. The objective 

is not to remove medically relevant structures but to reduce image artifacts that are unrelated to lesion morphology. Uneven 
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illumination is especially relevant to smartphone images. CLAHE is a localized histogram equalization method that improves 

contrast while limiting amplification of noise [21]. It can enhance local structures without relying entirely on a global intensity 

transformation. The proposed system applies CLAHE after artifact removal. The sequence is intended to ensure that image 

enhancement is performed on an image in which major hair artifacts have already been reduced. However, the effect of CLAHE 

should be empirically evaluated because excessive enhancement can introduce artificial texture or amplify noise. Haralick et al. 

introduced a statistical framework for extracting textural features from gray-level images using spatial gray-level relationships 

[22]. GLCM-based descriptors remain useful in medical image analysis because they provide interpretable numerical measures 

of texture. 

The ABCD rule was introduced as a dermoscopic assessment method based on asymmetry, border, color, and differential 

structure [23]. In an automated framework, the concepts can be translated into measurable image descriptors. For example, 

asymmetry can be estimated by comparing lesion halves after rotation around an estimated lesion center. Border irregularity 

can be represented using perimeter-to-area relationships or radial variation [24]. Color characteristics can be estimated from 

color distributions or the number of dominant color clusters. The ABCD-derived features in DermAlert should be treated as 

computational descriptors rather than a complete implementation of clinical dermoscopy [25]. The ABCD guidelines were 

established as a guideline for dermatoscopic examinations, while automatic parameters' reliability is highly dependent on image 

quality and the precision of segmentation process [26]. 

Support Vector Machines were introduced by Cortes and Vapnik as a learning framework for classification [27]. SVM attempts 

to identify a separating hyperplane with a maximum margin between classes. For nonlinearly separable data, kernel functions 

can map input features into higher-dimensional spaces [28]. 

For the linear case, the decision function can be expressed as 

𝑓(𝑥) = 𝑤𝑇𝑥 + 𝑏                                                                                                                          (1) 

where 𝑤is the weight vector and 𝑏is the bias term. 

For nonlinear classification, the kernel trick can be used: 

𝐾(𝑥𝑖 , 𝑥𝑗) = 𝜙(𝑥𝑖)
𝑇𝜙(𝑥𝑗)                                                                                                          (2) 

where 𝜙maps the original feature vector to a higher-dimensional representation. 

SVM is particularly suitable for the proposed framework because the system uses a relatively compact handcrafted feature 

vector rather than a very large end-to-end neural network [29-30]. 

3. DESIGN OF KNOWLEDGE-BASED ARTIFICIAL INTELLIGENCE FRAMEWORK FOR SKIN LESION 

TRIAGE 

DermAlert is designed as a sequential processing framework that accepts a skin lesion image and produces two outputs: 

• A machine learning-based lesion classification result 

• A knowledge-based clinical triage recommendation. 

The architecture is designed to maintain a clear separation between image analysis and decision-support logic as shown in 

figure.1. 
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Figure 1: Overview of the DermAlert framework for smartphone-based skin lesion analysis and knowledge-based clinical 

triage. 

Several essential design principles are embedded in the DermAlert framework to provide a high level of clinical usefulness and 

technical robustness at the same time. First, the framework is aimed to reduce the impact of typical artifacts in the smartphone 

images while remaining computationally efficient by means of using handcrafted features and SVM-based classification 

algorithm. In addition to providing fast operation, the framework offers the interpretable representation of intermediate 

features. Moreover, the decision process in the framework is clearly separated from the clinical recommendations; hence, it 

outputs structured triage recommendation rather than classification label. The framework is intended to allow for deployment 

on mobile and edge computing devices. Its modular structure makes it possible to integrate more complex deep learning models 

into the framework in the future without the need to reengineer the decision-making part. 

Algorithm 1: Smartphone-based skin lesion analysis and knowledge-based clinical triage. 

Input:  smartphone image I; trained model M = {μ, σ, f, τ_low, τ_high} 

Output: Category ŷ, risk p, triage level T, recommendation R 

1: I ← Resize(I) 

2: if not QualityOK(I) then return "Retake photo"     

3: I_h ← DullRazor(I)                                  

4: I_e ← CLAHE_on_L(I_h)                                

5: L ← PostProcess(Otsu(Gray(I_e)))                    

6:  if Area(L) < a_min then return "Retake photo" 

7:   x_GLCM ← GLCM_Features(I_e, L)                       

8:   x_ABCD ← ABCD_Features(I_e, L)                      

9:   x ← [x_GLCM ; x_ABCD]                               

10:   x ̃ ← (x − μ) / σ                                      

11:   P ← PlattScale(f(x̃))                                 

12: ŷ ← argmax_k P(k);   p ← Σ_{k ∈ malignant} P(k) 

13: T ← TriageRules(p, x_ABCD, τ_low, τ_high) 

14: R ← Recommendation(T) + disclaimer 

15: return ŷ, p, T, R 

 

The Knowledge-Based Clinical Triage Module of the DermAlert provides a tool for translating the raw machine learning 

classifier output into an action-oriented recommendation understandable to laymen who use this tool. Instead of delivering a 

conclusive medical diagnosis, the decision-support module categorizes the machine-based outputs into clinical 

recommendations falling into specific categories such as regular monitoring and general skin care advice for low risk lesions, 

non-emergent consultation for medium risk cases, urgent referral to specialist for high-risk lesions, and re-capture of the image 

or expert assessment for poor image quality. These changes are made based on pre-determined IF-THEN logic structures by 

experts; for instance, the system will call for dermatological assessment if the risk level is high and the image quality is good, or 
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it will recommend image recapture if the quality is poor. At all times, the system refrains from giving definitive diagnoses of the 

condition such as "you have melanoma" but rather indicates the automated level of risk and advises on seeking professional 

opinion. Moreover, the system uses a design approach that considers the safety element in relation to clinical uncertainty, as 

well as the historic lack of reliability of smartphone dermatology apps in terms of sensitivity and test failures. The high-risk 

category leads to a medical consultation as opposed to a diagnosis, and in the case of a low-risk outcome, it is done in a manner 

that will not discourage the user from consulting if there is something about the lesion that requires medical evaluation. 

Algorithm 2: AI knowledge-based clinical decision framework 
 
Input:  ŷ, P(k), p, x_ABCD, Q, patient info m; knowledge base KB 
Output: Triage level T, recommendation R, explanation E 
1: F ← Facts(x_ABCD, m; α, β, ...)           
2: c ← max_k P(k);  H ← −Σ P(k) log P(k)     
3: S7 ← SevenPointScore(F)                    
4: T_AI ← Level(p; τ_low, τ_high)             

5: Fired ← ∅ 
6: repeat                                     

7:   for each rule r ∈ KB with Cond(r) ⊆ F and r ∉ Fired do 

8:     F ← F ∪ Concl(r);  Fired ← Fired ∪ {r} 
9:  until no new rule fires 
10:  T_KB ← MostUrgent(Fired)                   
11:  T ← max(T_AI, T_KB)                       
12: if c < κ or H > η or |p − τ| < δ or Borderline(Q) then 
13:    T ← Escalate(T)                         
14:  E ← Explain(Fired, p, ŷ, TopFeatures) 
15:  R ← Template(T) + E + disclaimer 
16:  Log(inputs, Fired, T, R)                  
17: return T, R, E. 
 

3.1 Contrast Enhancement Using Contrast Limited Adaptive Histogram Equalization 

Once the artifacts have been eliminated, the CLAHE approach is used to enhance the local contrast. As opposed to regular 

global histogram equalization technique, CLAHE splits the image into local context areas and implements histogram 

equalization within each region with the contrast limit applied. Mappings are combined through interpolation. 

The image with improvements is given by: 

I_(enh=CLAHE(I_clean )                                                                                                  (3) 

The goal is to increase the visibility of the lesion structures under non-uniform lighting conditions. Parameters of CLAHE have 

to be selected experimentally. The parameters to consider include tile-grid size and clip limit. Excessively high contrast can 

result in noise amplification; hence, parameters need to be validated. 

3.2 Lesion Segmentation 

The enhanced image is converted into a suitable grayscale representation before segmentation. Otsu's method determines a 

threshold 𝑇that maximizes between-class variance: 

𝜎𝐵
2(𝑇) = 𝜔0(𝑇)𝜔1(𝑇)[𝜇0(𝑇) − 𝜇1(𝑇)]2                                                                        (4) 

where 𝜔0and 𝜔1are the class probabilities and 𝜇0and 𝜇1are the corresponding class means. 

The optimal threshold is: 

𝑇∗ = arg max
𝑇

𝜎𝐵
2(𝑇)                                                                                                                   (5) 
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The output mask segregates the area of lesion in question from the surrounding tissue. Given that the smartphone images can 

have complicated backgrounds, the Otsu segmentation needs to be augmented with morphological processing techniques such 

as opening, closing, filling holes, and deletion of small, connected components. 

3.3 Datasets and Experimental Methodology 

The experimental design used for DermAlert employs two public datasets that are highly popular: HAM10000 and PAD-UFES-

20. Specifically, the HAM10000 dataset contains a great variety of 10,015 dermoscopic images categorized into seven classes: 

melanocytic nevi, melanoma, benign keratosis-like lesions, basal cell carcinoma, actinic keratoses/intraepithelial carcinoma, 

vascular lesions, and dermatofibroma. This data is highly valuable when developing algorithms; however, the way it was acquired 

differs greatly from the way smartphone photos are obtained. For the purpose of increasing the practical value, the PAD-

UFES-20 dataset is also used as it includes 2,298 images taken using smartphones among 1,373 patients divided into six 

diagnostic categories. Importantly, the PAD-UFES-20 dataset is not only disease-related but also contains clinical metadata. It 

should be noted that combining those two datasets is not possible because of several major reasons such as differences between 

datasets' diagnostic categories, image acquisition conditions, patient population, class distributions, image resolution, metadata, 

annotation process, and clinical context. Therefore, a common target label space should be established first. There are three 

possible solutions for this problem, the first being that of binary classification, where lesions are divided into benign/non-high 

risk and suspicious/malignant lesions for easier harmonization, while the other is that of selecting only the diagnostic classes 

that can be harmonized between the two data sets. The third solution is that of evaluating each data set individually, where the 

model is trained on one data set and then evaluated on the other. This last solution provides important information when used 

in research. 

For effective model evaluation, strict separation of data into training set (70%), validation set (15%), and test set (15%) is 

needed. Most importantly, a patient-level splitting strategy has to be used if there are multiple images for one particular patient. 

That will guarantee that the dataset for training does not overlap with the dataset for testing to avoid data leakage. In addition, 

since all skin lesion datasets are affected by class imbalance, accuracy measurement will not be enough for their evaluation. It 

has to include measurements of Precision, Recall (Sensitivity), Specificity, and F1-score. In case of multi-classification tasks, 

macro-averaged and weighted-averaged metrics have to be provided as well as ROC curves and AUC in case it is appropriate. 

4. EXPERIMENTAL RESULTS AND DISCUSSION 

Currently, the DermAlert algorithm has been assessed through an evaluation process that involved 100 images from the dataset 

HAM10000. According to the experimental setup outlined in the current study, the algorithm has yielded an initial classification 

accuracy rate of 91.2%. The accuracy rate obtained should not be taken to represent a reliable outcome due to the small sample 

size and image type used. Therefore, the result demonstrates the feasibility of the proposed processing pipeline but does not 

establish clinical effectiveness or real-world smartphone performance. The central objective of DermAlert is not merely to 

achieve high performance on dermoscopic images but to develop a computational pipeline that can eventually handle 

smartphone-acquired clinical images. PAD-UFES-20 is particularly important for this objective because it contains smartphone-

acquired images [6].  

4.1 Confusion Matrix Analysis 

A confusion matrix should be generated to identify classes that are frequently confused by the SVM classifier. The diagonal 

dominance is quite evident in the confusion matrix with the correct predictions being concentrated along the diagonal for all 

eight classes. Four classes have no misclassification errors: malignant melanoma (20 out of 20), melasma (34 out of 34), nevus 

(18 out of 18), and solar lentigo (31 out of 31). It is especially important from the clinical point of view to detect perfect recall 

for malignant melanoma since failure to diagnose a melanoma is the most dangerous type of an error in this task shown figure 

2. Eight errors occur between similar looking clinically classes. The greatest source of confusion is seborrheic keratosis, with 

three out of 25 cases classified as basal cell carcinoma. Both can look like a pigmented, raised growth with similar texture on 

the surface. Ephelis cases (two) were confused with melasma – it is understandable since both diseases are benign 

hyperpigmentation’s with similar coloration patterns. The other errors are unique – one case of ADM was classified as solar 

lentigo, one case of basal cell carcinoma was classified as ADM and one case was classified as seborrheic keratosis. 
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Figure 2. Confusion matrix of the proposed model on the test set (n = 196) across eight skin lesion classes. 

 

 

Figure 3. Reliability plot for the suggested ensemble. The mean confidence of bins with equal width intervals and the 

accuracy of the samples of these bins are plotted in the reliability diagram. 

Calibration plot of the suggested ensemble follows the diagonal at most parts of the confidence interval, meaning that the 

predictions probabilities are good estimates for the true probability of being right. Deviations from ideal calibration are not big 

in the range of medium to high (0.35-0.75), where the most important clinically actionable predictions take place; for instance, 

predictions made with probability of 75% are correct in 75% of the cases, as shown in figure 3. There are two deviations from 

the ideal calibration. When the confidence is high (0.85-0.95), the model is somewhat overconfident, and the observed accuracy 
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is 2-4 points less than the mean confidence. On the other hand, when the confidence is low (less than 0.3), the model is 

underconfident, and the observed accuracy is around 0.30-0.34 in comparison with 0.16-0.25 of mean confidence. The bins 

with low confidence probably contain few samples, so their estimates should be considered as unreliable. 

 

Figure 4a. Accuracy of training and validation for 30 epochs                 4b. Loss of training and validation for 30 epochs.           
                                                                                                                  Losses of both models vary within 1.29 – 1.69 and   

                                                                                   have no tendency to decrease. 
 

The accuracy of training starts at 54% and reaches 80% for 30 epochs, while validation accuracy begins at 46% and gets to 

75%, so the same increasing trend can be observed. The difference between them remains at the level of 5-8% through all-time 

range, so overfitting cannot be stated here. The variation in validation accuracy is between 3-4 points between epochs (for 

instance, during epochs 12-14 and 26-28), which is a common feature for small validation set or high learning rate. Both curves 

still have an upward trend during epoch 30, meaning that the convergence was not reached and additional training would be 

helpful according to figure 4a. Training loss decreases only slightly throughout the process, from approximately 1.46 at the 

beginning to approximately 1.37 at epoch 30, with many fluctuations in between, such as the drop to 1.39 during epoch 7 and 

an increase to approximately 1.58 by epoch 22. The value of validation loss is even more changeable, with peaks at 

approximately 1.69 (epoch 4) and 1.66 (epoch 14), and its minimum at approximately 1.29 at epoch 25 before increasing to 

approximately 1.48 by epoch 30 in figure 4b. Both curves are moving oppositely many times, and it indicates the unstable 

optimization. The reasons may be learning rate that is too high, small batch size, or small validation set. In conjunction with 

the continuing increasing trend of the accuracy plot, it is likely that the model did not achieve stability in terms of the minimum 

within 30 epochs. The minimum of the validation loss at epoch 25 is an appropriate choice for the early stopping criterion. 

4.2 Comparison with Existing Approaches 

DermAlert is different from other deep-learning algorithms in use today in that it has a well-defined framework for image processing 

and feature engineering. One benefit of using a deep-learning algorithm is that it allows learning of hierarchy of representations from 

images. But one drawback of deep learning is that it usually needs huge amounts of computational power. The comparison should 

therefore not be framed solely in terms of accuracy. Computational cost, interpretability, training requirements, data requirements, 

and generalization should also be considered. Table 1 is a conceptual comparison and should not be interpreted as an experimental 

performance ranking. 

Table 1: Qualitative Comparison of Approaches. 

Characteristic Traditional ML Deep Learning DermAlert 

Feature engineering Required Mostly learned Explicit 

Computational demand Low–Moderate High Low–Moderate 
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Interpretability Relatively high Often limited Relatively high 

Smartphone deployment Feasible Requires optimization Targeted 

Artifact preprocessing Usually explicit May be learned Explicit 

Clinical triage Usually absent Usually absent Included 

Knowledge-based 

reasoning 

Limited Limited Included 

 

5. CONCLUSION 

The suggested DermAlert system tackles a certain gap between the image classification and its clinical interpretation. Most 

existing methods are focused mainly on the classification of the disease. However, people usually want to know what the next 

step should be. That is why the framework includes three separate components: Image analysis, Machine learning prediction, 

Clinical triage recommendation. The reason for that is the fact that an automated classifier cannot have all the necessary clinical 

context for the disease identification. In this study, we checked whether the lightweight knowledge-assisted pipeline would be 

helpful for the analysis and clinical triage of skin lesions using the images taken from the uncontrolled dermoscopic 

environment. The results of preliminary evaluation show that the usage of the following components in one pipeline is 

technically possible: Artifact removal, Contrast enhancement, Handcrafted feature extraction, SVM classification and Rule-

based triage. However, it is not shown that the framework works successfully on the smartphone photos, as only dermoscopic 

images were used for the evaluation so far. Statements concerning performance in the real world, generalizability to other 

devices and different skin colors, and real-time capability thus remain unsubstantiated at this point. The key innovation is that 

of an architectural nature. With the separation of stages in image processing, classification, and triage, DermAlert illustrates the 

translation of the results of the classifier into a recommendation for the next action, i.e., for the patient to be monitored, seen 

by their primary physician, or referred to a dermatologist. Such an approach gives the flexibility of improving the classifier and 

the set of rules independently of one another; however, the clinical validity of the triage rules remains untested. Validation of 

the framework will need evaluation on a per-patient basis using both the PAD-UFES-20 dataset and independent smartphone 

images, inter-dataset comparison to measure the degree of domain shift, ablation study for each pre-processing step, 

stratification by skin color, and validation of the knowledge base by dermatologists. 
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