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ABSTRACT: The increasing diversity and complexity of cyber threats have made the 

detection of network attack traces a critical task in modern computer networks. 

Conventional Intrusion Detection and Prevention Systems (IDS/IPS), particularly 

signature-based approaches, provide effective detection of previously known threats but 

remain limited when dealing with zero-day attacks, polymorphic malware, advanced 

persistent threats, and previously unseen malicious behavior. This study analyzes models 

and algorithms for detecting traces of network attacks, with particular emphasis on 

artificial intelligence-based approaches. Signature-based, anomaly-based, and hybrid 

detection mechanisms are examined, and their capabilities and limitations are considered 

in relation to evolving network threats. Particular attention is given to Long Short-Term 

Memory (LSTM), Convolutional Neural Network (CNN), and Transformer architectures 

because of their ability to learn temporal, spatial, and contextual patterns from network 

traffic. The study further considers benchmark datasets, including CICIDS2017, 

UNSW-NB15, NSL-KDD, and TON_IoT, together with evaluation criteria such 

as accuracy, precision, recall, F1-score, and AUC-ROC for assessing intrusion 

detection performance. The comparative analysis indicates that conventional IDS/IPS 

approaches remain effective and computationally efficient for known attack signatures, 

whereas AI-based models provide greater adaptability for identifying complex and 

previously unseen patterns. However, their practical deployment introduces challenges 

related to computational requirements, model interpretability, data quality, model drift, 

scalability, and integration with existing security infrastructure. Based on these findings, a 

hybrid detection architecture combining deterministic signature-based mechanisms with 

adaptive AI-based analysis is identified as a promising direction for developing robust and 

scalable network attack detection systems. 
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1. INTRODUCTION 

The rapid development of digital technologies and the widespread deployment of interconnected information systems have 

significantly increased the volume, diversity, and complexity of network traffic. At the same time, computer networks have 

become increasingly exposed to sophisticated cyber threats capable of compromising the confidentiality, integrity, and 

availability of information resources. Modern network attacks include Distributed Denial-of-Service (DDoS) attacks, malware 

propagation, unauthorized intrusion attempts, reconnaissance activities, botnet communications, insider threats, and Advanced 

Persistent Threats (APTs). Detecting the traces generated by such malicious activities is therefore an essential component of 

contemporary network security and cyber-defense infrastructures (1–3). 

Network attacks may produce different behavioral and statistical traces depending on their objectives and implementation 

mechanisms. DDoS attacks, for example, attempt to disrupt the normal availability of network services by generating 

abnormally large volumes of traffic from distributed sources. Statistical traffic analysis and traffic-behavior modeling have 

consequently been investigated as mechanisms for detecting deviations associated with network intrusions and denial-of-service 

activities (6,9). Low-rate attacks create an additional challenge because malicious traffic may remain close to legitimate traffic 

patterns and therefore require analysis over longer observation intervals (11). 

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) represent fundamental components of network 

defense infrastructures. Conventional intrusion detection mechanisms are primarily based on predefined signatures, rules, or 

characteristic patterns associated with previously identified malicious activities. Signature-based mechanisms can provide 

reliable and computationally efficient detection when attack characteristics are already known. However, their effectiveness 

decreases when previously unseen attacks, modified attack patterns, or new malicious behaviors are encountered. Research into 

the detection of unknown network attacks has therefore emphasized the importance of models capable of identifying malicious 

behavior without relying exclusively on predefined attack signatures (2,5). 

Anomaly-based detection provides an alternative approach by constructing a representation of normal network behavior and 

identifying significant deviations from that baseline. Such approaches may rely on statistical analysis, machine-learning 

algorithms, time-series modeling, or other computational techniques. They are particularly relevant to the detection of unknown 

or previously unseen attacks because malicious activity can be recognized through behavioral deviation rather than through an 

exact signature match (3,15,19). Nevertheless, anomaly-based systems may generate false-positive alerts when legitimate 

network behavior differs substantially from the learned baseline, which remains an important limitation for practical 

deployment. 

The increasing complexity of network environments has encouraged the development of intelligent intrusion detection 

mechanisms based on machine learning and deep learning. These approaches can automatically identify complex relationships 

among network traffic characteristics and provide mechanisms for detecting malicious behavior that cannot be adequately 

represented by deterministic rules. Machine-learning-based intrusion detection has been investigated for different network 

environments, including conventional networks and Internet of Things infrastructures (7,20). Transfer-learning approaches 

have also been explored to improve the detection of unknown network attacks by transferring knowledge between related 

detection tasks (8). 

Deep-learning architectures provide additional capabilities for automatic feature extraction and representation learning. 

Convolutional Neural Networks (CNNs), for example, can extract hierarchical representations from network traffic and have 

been applied to intrusion detection and classification problems involving imbalanced datasets (22). Deep-learning approaches 

have also been investigated for detecting web-based attacks and DDoS activities (10,21). Such models can reduce dependence 

on manually designed features by learning discriminative representations directly from available network data. 

Sequential characteristics are particularly important because many cyberattacks develop through a sequence of network events 

rather than through a single isolated packet or connection. Models capable of representing temporal dependencies can therefore 

provide additional information for detecting multi-stage and persistent malicious activities. Hidden Markov Models and other 

sequence-oriented approaches have previously been investigated for multi-stage network attack detection (17). More recent 

deep-learning architectures extend this concept through recurrent and attention-based mechanisms capable of processing 

considerably more complex traffic sequences. 
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Long Short-Term Memory (LSTM) networks are particularly suitable for analyzing temporal dependencies within network 

traffic because they can preserve information over extended sequences. Convolutional Neural Networks (CNNs), in contrast, 

are effective at identifying local and hierarchical traffic characteristics. Transformer-based architectures introduce self-attention 

mechanisms that enable relationships among different elements of an input sequence to be modeled directly. In the context of 

intrusion detection, these complementary properties provide different mechanisms for identifying temporal, structural, and 

contextual traces of malicious network activity. Accordingly, LSTM, CNN, and Transformer architectures are considered key 

AI-based approaches to network attack detection because they provide complementary mechanisms for analyzing temporal, 

structural, and contextual characteristics of malicious network activity.  

The effectiveness of an intrusion detection model cannot be determined solely from overall classification accuracy. Network-

security datasets may contain different distributions of normal and malicious traffic, making additional performance measures 

necessary. Precision measures the reliability of positive attack predictions, whereas recall characterizes the ability of a model to 

identify actual attacks. The F1-score provides a combined assessment of precision and recall, while the Area Under the Receiver 

Operating Characteristic Curve (AUC-ROC) characterizes classification behavior across different decision thresholds. These 

indicators provide a more comprehensive basis for evaluating network attack detection algorithms, particularly under 

imbalanced traffic conditions.  

Benchmark datasets play an important role in the development and evaluation of intelligent intrusion detection models. 

CICIDS2017, UNSW-NB15, NSL-KDD, and TON_IoT are widely used benchmark datasets for training, validating, and 

evaluating network intrusion detection approaches. These datasets contain labeled examples of legitimate traffic and different 

malicious activities, enabling detection algorithms to be assessed under standardized experimental conditions.  

Despite their potential, AI-based network attack detection mechanisms introduce several challenges when transferred from 

experimental environments to operational networks. These include the availability and quality of labeled training data, 

computational requirements, real-time processing constraints, scalability, model drift, integration with existing IDS/IPS and 

Security Information and Event Management (SIEM) infrastructures, and the interpretability of model decisions. Models 

operating effectively on benchmark datasets may therefore require additional adaptation before deployment in high-volume 

and dynamically changing network environments.  

Another important issue is the security and reliability of the intelligent detection mechanism itself. AI pipelines may be exposed 

to data poisoning, adversarial inputs, and other manipulation techniques intended to influence detection decisions. At the same 

time, cybersecurity analysts require sufficient information to understand why particular network behavior has been classified as 

malicious. Explainable Artificial Intelligence (XAI) mechanisms, including model-agnostic explanation approaches, can 

therefore contribute to improving analyst trust and supporting investigation of generated alerts.  

Traditional and AI-based intrusion detection mechanisms should consequently not necessarily be considered mutually exclusive. 

Hybrid architectures can combine deterministic signature-based detection of known threats with adaptive analysis of anomalous 

and previously unseen network behavior. Such integration can exploit the computational efficiency and interpretability of 

traditional mechanisms while incorporating the adaptability and pattern-learning capabilities of intelligent models. Therefore, 

hybrid detection provides a mechanism for combining the strengths of signature-based and anomaly-based approaches within 

a unified network security framework. 

Accordingly, the aim of this study is to analyze and systematize models and algorithms for detecting traces of network 

attacks in computer networks, with particular emphasis on artificial intelligence-based approaches. The study 

examines signature-based, anomaly-based, and hybrid detection mechanisms; analyzes LSTM, CNN, and Transformer 

architectures; considers benchmark datasets and performance evaluation criteria; and compares conventional IDS/IPS 

mechanisms with AI-based approaches in terms of adaptability, computational requirements, scalability, interpretability, and 

practical deployment. 

The principal contribution of this study is the development of an integrated conceptual framework for network attack detection 

that combines deterministic signature-based mechanisms with adaptive artificial intelligence-based analysis. Unlike approaches 

that consider individual detection paradigms or learning architectures in isolation, the proposed framework integrates temporal, 

structural, and contextual traffic analysis through LSTM, CNN, and Transformer-based components within a unified detection 

workflow. The framework further incorporates decision fusion and a continuous feedback mechanism, enabling confirmed 

attack information to support knowledge-base updating and subsequent model retraining. This integration provides a systematic 
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basis for detecting both known and previously unseen attack traces while considering the practical requirements of adaptability, 

scalability, interpretability, and real-time deployment. 

The principal limitations of conventional and anomaly-based network security models are summarized in Figure 1. Signature-

based mechanisms are constrained by their dependence on known attack patterns and may fail to recognize obfuscated or novel 

attacks, whereas anomaly-based models are affected by variability in legitimate network behavior and potentially high false-

positive rates. 

 

Figure 1. Key challenges associated with conventional and anomaly-based network security models. 

2. MATERIALS AND METHODS 

2.1. Study Design and Detection Framework 

This study employed a comparative analytical approach to investigate models and algorithms used for detecting traces of 

network attacks in computer networks. The methodological framework was structured around three principal detection 

paradigms: signature-based detection, anomaly-based detection, and hybrid detection. These approaches were examined 

according to their ability to identify known and previously unseen malicious activities, adapt to changes in network behavior, 

and support practical deployment in contemporary network environments. 

Signature-based detection identifies malicious activity by comparing observed network events with predefined attack signatures, 

rules, or characteristic patterns. Such mechanisms are particularly effective when the characteristics of an attack are already 

known; however, their dependence on predefined signatures limits their ability to identify previously unseen or substantially 

modified attacks (2,5). Anomaly-based detection addresses this limitation by establishing a representation of normal network 

behavior and identifying significant deviations from that baseline. Statistical and learning-based anomaly detection techniques 

have consequently been investigated for detecting novel and non-stationary attack patterns (3,15,19). 

Hybrid detection was considered as an integration of these two paradigms. In this architecture, signature-based mechanisms 

can be used to identify known malicious patterns, while anomaly- or AI-based components analyze traffic that cannot be reliably 

classified using predefined rules. Such a structure reduces dependence on a single detection mechanism and provides a basis 

for combining deterministic detection with adaptive learning. 

Malware-related network activity was considered through behavioral traces generated during malicious communication, 

propagation, data theft, encryption, and unauthorized access. Advanced malware may employ obfuscation and polymorphic 

techniques to evade conventional signature-based detection, increasing the importance of behavioral and anomaly-oriented 

detection mechanisms. The general progression of malware activity from initial entry to system compromise is illustrated in 

Figure 2. 
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Figure 2. General progression of a malware attack from initial entry to system compromise. 

2.2. Network Attack Categories 

The detection models were analyzed in relation to the principal categories of malicious network activities, including Distributed 

Denial-of-Service (DDoS) attacks, malware-based attacks, intrusion and brute-force attempts, reconnaissance and scanning 

activities, insider threats, Man-in-the-Middle (MitM) attacks, botnet and Command-and-Control (C2) communications, and 

Advanced Persistent Threats (APTs). These include Distributed Denial-of-Service (DDoS) attacks, malware-based attacks, 

intrusion and brute-force attempts, reconnaissance and scanning activities, insider threats, Man-in-the-Middle (MitM) attacks, 

botnet and Command-and-Control (C2) communications, and Advanced Persistent Threats (APTs).  

DDoS attacks were considered an important category because they generate abnormal traffic patterns by coordinating large 

numbers of requests against a target service. Depending on the attack mechanism, DDoS activity may occur at volumetric, 

protocol, or application layers. Their distributed nature and similarity to legitimate traffic surges make real-time detection 

challenging. Statistical traffic modeling and dedicated DDoS detection techniques have therefore been investigated extensively 

(6,9,10). 

Malware-related network activity was considered through behavioral traces generated during malicious communication, 

propagation, data theft, or interaction with remote infrastructure. The use of polymorphism and obfuscation can reduce the 

effectiveness of fixed signature matching and increases the importance of behavior-oriented detection mechanisms. 

Reconnaissance and scanning activities were analyzed as potential preliminary indicators of subsequent attacks. Port scanning, 

service enumeration, operating-system identification, and other probing activities may produce relatively weak individual 

indicators; however, their temporal and behavioral relationships can reveal suspicious network behavior when analyzed 

collectively. 

Botnet and C2 communications were also included because compromised hosts may generate persistent or periodically repeated 

communication patterns with attacker-controlled infrastructure. Such behavior requires models capable of analyzing network 

activity over extended observation periods rather than relying exclusively on isolated packet characteristics. Multi-stage attack 

detection has similarly been investigated using sequence-oriented models capable of representing dependencies among attack 

stages (18). 

The attack categories considered in the analysis are summarized in Table 1. 
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Table 1. Major network attack categories and their characteristic detection indicators 

Attack category Typical network traces Detection focus 

DDoS 
Abnormal traffic volume, repeated requests, distributed 

sources 

Traffic rate and behavioral 

anomalies 

Malware 
Suspicious connections, abnormal payload/activity 

patterns 
Signature and behavioral analysis 

Brute-force intrusion Repeated authentication or connection attempts Frequency and temporal patterns 

Reconnaissance/scanning Sequential port/service probing 
Connection and scanning 

behavior 

Insider threat Deviations from established user/network behavior Behavioral profiling 

MitM Abnormal communication paths or session behavior Traffic and protocol anomalies 

Botnet/C2 Recurrent or concealed remote communications Temporal and behavioral patterns 

APT Low-frequency, multi-stage malicious activity Long-term contextual analysis 

 

2.3. Artificial Intelligence-Based Detection Models 

Three principal deep-learning architectures were considered: Long Short-Term Memory (LSTM), Convolutional Neural 

Network (CNN), and Transformer-based models. These architectures were selected because they provide complementary 

mechanisms for representing temporal, structural, and contextual characteristics of network traffic. LSTM networks were 

considered for sequential network data because malicious behavior may develop across multiple network flows or events. Their 

recurrent structure allows information from preceding observations to influence subsequent classification decisions, making 

them suitable for identifying temporal dependencies and low-and-slow attack behavior. These characteristics make LSTM 

models particularly applicable to network flows, event logs, port-scanning sequences, brute-force attempts, and data-exfiltration 

patterns in which temporal dependencies provide important indicators of malicious activity.  

CNN-based models were considered for extracting hierarchical characteristics from network traffic representations. Their 

convolutional operations can identify local patterns and discriminate between normal and malicious traffic characteristics. 

Accordingly, CNN-based approaches can be applied to encrypted traffic classification, DDoS detection, malware payload 

analysis, and other intrusion-detection tasks in which discriminative local patterns can be extracted from structured network 

data. 

Transformer-based models were considered because self-attention mechanisms allow the relative importance of different 

elements of an input sequence to be modeled in context. This provides a mechanism for identifying complex relationships 

among packets, flows, or log events. Their parallel processing capability can additionally support analysis of large traffic 

sequences, although computational requirements remain an important deployment consideration.  

The functional roles of the three architectures can be summarized as: 

LSTM → temporal dependencies → CNN → hierarchical/local features → Transformer → contextual relationships 

and self-attention. 
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Figure 3. Functional roles of LSTM, CNN, and Transformer architectures in network attack detection. 

2.4. Benchmark Datasets and Evaluation Metrics 

Reliable evaluation of network attack detection models requires benchmark datasets that contain representative examples of 

both legitimate and malicious network activities. Such datasets provide a controlled basis for training, validating, and comparing 

intrusion detection approaches and make it possible to examine whether a model can distinguish normal traffic from different 

categories of cyberattacks. Intelligent network attack detection techniques are particularly dependent on the quality and 

representativeness of the traffic data used during model development and evaluation (7). 

In the present framework, CICIDS2017, UNSW-NB15, NSL-KDD, and TON_IoT are considered as benchmark datasets 

for the validation and comparative assessment of network attack detection models. These datasets provide suitable benchmark 

environments for holdout testing and comparative assessment on previously unseen network data. They provide labeled traffic 

associated with different types of malicious activity, including DDoS, brute-force attacks, botnet activity, and infiltration, 

thereby supporting evaluation across multiple attack scenarios.  

The inclusion of multiple benchmark datasets is methodologically important because network traffic characteristics and attack 

patterns may differ substantially across environments. Consequently, a detection model evaluated only on a single dataset may 

demonstrate performance characteristics that are specific to that particular traffic distribution. The ability to recognize 

previously unknown network attacks is especially relevant to intelligent detection systems, and learning-based mechanisms have 

been investigated specifically for this purpose (2,5,8).  

The benchmark datasets considered within the evaluation framework are summarized in Table 2. 

Table 2. Benchmark datasets considered for the evaluation of network attack detection models 

Dataset Main role in the framework Evaluation purpose 

CICIDS2017 Labeled network traffic benchmark 
Evaluation of detection performance across different attack 

scenarios 
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Dataset Main role in the framework Evaluation purpose 

UNSW-

NB15 
Normal and malicious network traffic Comparative assessment of intrusion detection models 

NSL-KDD Benchmark intrusion detection data Validation and holdout testing 

TON_IoT 
Heterogeneous network and IoT-oriented 

data 
Evaluation under diverse network and attack conditions 

 

As shown in Table 2, the selected benchmark datasets provide complementary evaluation environments. Their role in this study 

is not to imply that new experiments were independently conducted on every dataset; rather, they are considered as 

representative benchmark environments for the methodological evaluation of network attack detection approaches. This 

distinction is important because the current manuscript does not provide numerical experimental results for each of the four 

datasets separately.  

Model performance is evaluated using several complementary criteria, including accuracy, precision, recall, F1-score, and 

Area Under the Receiver Operating Characteristic Curve (AUC-ROC). These indicators provide different perspectives 

on classification behavior and therefore allow a more comprehensive assessment than accuracy alone. Together, precision, 

recall, F1-score, and AUC-ROC provide complementary measures for evaluating the reliability and discrimination capability of 

network attack detection models. 

Accuracy characterizes the overall correctness of classification by indicating how frequently network observations are assigned 

to the appropriate class. Although accuracy provides a useful general measure, it should be interpreted cautiously when normal 

and malicious samples are unevenly distributed. 

Precision indicates the reliability of positive attack predictions. High precision means that a large proportion of network events 

classified as malicious actually correspond to attacks. From an operational perspective, this measure is closely related to the 

control of false-positive alerts and therefore affects the workload of cybersecurity analysts. 

Recall, or sensitivity, reflects the ability of a detection model to identify actual attacks. This criterion is particularly important 

in cybersecurity because a low recall value indicates that some malicious activities remain undetected. Minimizing false negatives 

is therefore particularly important because undetected malicious activities may pass through the detection mechanism without 

generating an appropriate security alert. 

The F1-score provides a balanced assessment of precision and recall and is useful when both missed attacks and false alarms 

are important considerations. AUC-ROC provides a broader representation of a classifier's discrimination capability across 

different decision thresholds and is particularly useful for comparative model assessment. 

Accordingly, model assessment should not rely on a single performance indicator. The combined consideration of accuracy, 

precision, recall, F1-score, and AUC-ROC provides a more informative basis for examining the effectiveness and reliability of 

AI-based network attack detection models. 

2.5. Model Validation and Performance Assessment 

Model validation is essential for determining whether an intrusion detection model can generalize beyond the network traffic 

used during training. A model that performs well only on its training samples may exhibit overfitting and may therefore fail 

when exposed to previously unseen network behavior. For this reason, the methodological framework incorporates confusion-

matrix analysis, cross-validation, and holdout testing as complementary components of model assessment. 

A confusion matrix provides a structured representation of classification results by distinguishing four possible outcomes: 

true positive (TP), true negative (TN), false positive (FP), and false negative (FN). True positives represent attacks that 

are correctly identified as malicious, whereas true negatives represent legitimate traffic correctly recognized as normal. False 

positives correspond to legitimate network activities incorrectly classified as attacks, while false negatives represent malicious 

activities that the model fails to detect.  
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The distinction between false-positive and false-negative errors is particularly important in operational cybersecurity 

environments. Excessive false positives may increase the number of unnecessary alerts that must be investigated by security 

analysts and can contribute to alert fatigue. False negatives present a different and potentially more serious risk because they 

correspond to attacks that pass through the detection mechanism without generating an appropriate warning.  

To improve the reliability of model evaluation and reduce dependence on a particular division of the dataset, k-fold cross-

validation is considered. In this procedure, the available data are divided into k subsets. The model is repeatedly trained and 

validated so that each subset is used as the validation set while the remaining subsets are used for training. This process provides 

a more robust representation of model performance and helps reduce the possibility that evaluation results are determined by 

a single train-test partition.  

The cross-validation procedure used for conceptual model assessment is illustrated in Figure 4. 

 

Figure 4. K-fold cross-validation procedure for evaluating network attack detection models. 

In addition to cross-validation, holdout testing is considered for evaluating model behavior on unseen data. For this purpose, 

NSL-KDD, UNSW-NB15, CICIDS2017, and TON_IoT can provide benchmark environments containing labeled normal and 

malicious network traffic. Because these datasets contain labeled traffic associated with different attack vectors, holdout 

evaluation provides a mechanism for examining whether a model can maintain its detection capability when processing samples 

not used during model training.  

The ability to generalize to previously unseen malicious patterns is particularly relevant to AI-based intrusion detection. Earlier 

studies have investigated the detection of unknown attacks through language-model-based approaches (2,5), while transfer 

learning has been explored as a mechanism for detecting unknown network attacks in changing environments (8). However, 

classification metrics alone are insufficient for determining whether an AI-based intrusion detection system is suitable for 

practical deployment. In real-time network environments, latency, throughput, and scalability become important operational 

criteria. A model may demonstrate strong classification performance under experimental conditions but remain impractical if 

it introduces excessive processing delays or cannot process the volume of traffic generated by a production network.  

Adversarial robustness represents another important consideration. AI-based detection mechanisms may themselves become 

targets of adversarial manipulation, in which malicious traffic is deliberately constructed or modified to influence classification 

decisions and evade detection. Accordingly, evaluation against adversarial examples, together with adversarial training and 

defensive mechanisms, represents an important consideration for improving the resilience of intelligent intrusion detection 

systems. Finally, model validation should be interpreted in relation to the intended operational environment. The objective is 

not merely to obtain high classification performance but to develop a detection mechanism capable of maintaining reliable 

behavior when traffic patterns, attack techniques, and network conditions change. This consideration is particularly important 



Natural Resources for    
Human Health 
eISSN: 2583-1194 

202 
 Natural Resources for Human Health (NRFHH) 

https://nrfhh.com 

for AI-based cybersecurity systems because attack patterns evolve continuously and fixed training data may become less 

representative over time. This phenomenon, commonly referred to as model drift, may require periodic retraining, fine-tuning, 

or adaptive learning as new network behaviors and attack tactics, techniques, and procedures emerge. 

Taken together, benchmark-dataset evaluation, confusion-matrix analysis, cross-validation, holdout testing, real-time 

performance assessment, and adversarial robustness provide a multidimensional framework for evaluating network attack 

detection models. This methodological framework establishes the basis for the comparative analysis of conventional IDS/IPS 

and AI-based detection approaches presented in the following section. 

3. RESULTS AND DISCUSSION 

3.1. Comparative Analysis of Traditional and AI-Based Detection Approaches 

The comparative analysis revealed substantial differences between conventional Intrusion Detection and Prevention Systems 

(IDS/IPS) and artificial intelligence-based network attack detection approaches. Traditional signature-based mechanisms 

remain particularly suitable for identifying previously known attacks because they compare observed network activity with 

predefined signatures and rules. This approach provides relatively fast and interpretable detection when malicious patterns are 

already represented in the signature database. However, its effectiveness decreases when attackers modify known patterns or 

employ previously unseen attack techniques. The problem of detecting unknown attacks has therefore been an important 

direction in intrusion detection research (2,5). 

Anomaly-based and AI-driven approaches address this limitation by examining behavioral deviations and learning 

discriminative characteristics from network traffic. Rather than requiring an exact correspondence with a known signature, 

these approaches can identify suspicious patterns based on statistical, temporal, structural, or contextual characteristics. 

Intelligent network attack detection methods have consequently been investigated as a means of improving adaptability to 

heterogeneous and dynamically changing network environments (7). Transfer-learning approaches further demonstrate the 

relevance of transferring previously acquired knowledge to the detection of unknown network attacks (8). 

The comparative characteristics of the principal detection paradigms are summarized in Table 3. 

Table 3. Comparative characteristics of traditional and AI-based network attack detection approaches 

Evaluation criterion 
Signature-based 

IDS/IPS 

Anomaly-based 

detection 
AI-based detection 

Known attack detection High applicability Applicable High applicability 

Previously unseen attacks Limited Applicable 
Applicable through learned 

patterns 

Dependence on 

predefined signatures 
High Low Low 

Adaptability to changing 

traffic 
Limited Moderate High 

False-positive sensitivity 
Generally lower for known 

signatures 
Potentially high 

Dependent on data and model 

quality 

Feature processing 
Mainly predefined 

rules/features 

Statistical and behavioral 

characteristics 

Learned and/or engineered 

features 

Interpretability High Moderate Model-dependent 

Computational 

requirements 
Relatively low Moderate Moderate to high 
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Evaluation criterion 
Signature-based 

IDS/IPS 

Anomaly-based 

detection 
AI-based detection 

Retraining requirement Signature/rule updates Baseline updates 
Periodic retraining may be 

required 

Real-time deployment Relatively straightforward Environment-dependent 
Dependent on model complexity 

and infrastructure 

 

As shown in Table 3, no single detection paradigm provides an optimal solution for every network-security scenario. Signature-

based IDS/IPS offers comparatively straightforward and efficient detection of recognized threats, but its dependence on 

previously defined attack patterns restricts its capability against unknown or significantly modified attacks. Anomaly-based 

systems provide broader coverage of unusual behavior but may produce false-positive alerts when legitimate network behavior 

changes. AI-based approaches provide greater adaptability and pattern-learning capability; however, their effectiveness depends 

strongly on training-data quality, model architecture, computational resources, and the representativeness of the operating 

environment. 

These findings support the use of complementary rather than mutually exclusive detection mechanisms. In practical 

network environments, known malicious signatures can be processed using deterministic rules, while traffic that cannot be 

confidently classified by conventional mechanisms can be subjected to anomaly-oriented or AI-based analysis. Such an 

arrangement reduces exclusive dependence on either fixed signatures or computationally intensive intelligent models. 

3.2. Comparative Characteristics of LSTM, CNN, and Transformer Models 

The analysis of deep-learning architectures demonstrates that LSTM, CNN, and Transformer models address different 

characteristics of network traffic. Their suitability therefore depends on the representation of input data and the type of 

malicious behavior being investigated. 

LSTM architectures are particularly relevant when network attacks exhibit temporal dependencies. Network flows, event logs, 

repeated authentication attempts, scanning activities, and multi-stage malicious behavior can form sequences in which the 

relationship between earlier and later observations contains useful detection information. Sequence-oriented approaches have 

previously been investigated for multi-stage network attack detection (17). LSTM extends this principle by retaining information 

across sequential observations, making it suitable for traffic patterns in which malicious behavior develops over time. 

CNN architectures provide a different capability. Convolutional operations can identify local and hierarchical patterns in 

structured representations of network traffic. This makes CNN-based approaches applicable to traffic classification and 

intrusion detection tasks in which discriminative patterns can be extracted from groups of related features. CNN-based 

intrusion detection has also been investigated in the context of imbalanced network-security datasets (22). 

Transformer architectures rely on self-attention to model relationships among different elements of an input sequence. Unlike 

recurrent processing, self-attention can directly determine the contextual relevance of different observations. This characteristic 

is potentially useful when attack traces are distributed across multiple packets, flows, or events and their relationships must be 

considered jointly. Nevertheless, the computational requirements of attention-based architectures should be considered when 

models are intended for high-throughput or real-time environments. 

The functional comparison of the three architectures is presented in Table 4. 

Table 4. Functional comparison of LSTM, CNN, and Transformer architectures for network attack detection 

Characteristic LSTM CNN Transformer 

Primary modeling 

capability 
Temporal dependencies Local and hierarchical patterns Contextual relationships 

Sequential traffic analysis Strong 
Limited without additional 

processing 
Strong 
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Characteristic LSTM CNN Transformer 

Local feature extraction Moderate Strong Context-dependent 

Long-range 

dependencies 
Supported Limited Strong 

Parallel processing 

capability 

Limited by recurrent 

structure 
High High 

Computational 

complexity 
Moderate Moderate Relatively high 

Suitable traffic 

representation 

Flows, logs, event 

sequences 
Structured traffic/features 

Long sequences and 

contextual traffic 

Potential detection role 
Sequential and multi-stage 

attacks 
Pattern-oriented classification 

Complex contextual attack 

behavior 

 

The comparison indicates that these architectures should not automatically be treated as interchangeable models. Their 

strengths correspond to different properties of network traffic. LSTM is oriented toward temporal behavior, CNN toward local 

feature extraction, and Transformer architectures toward contextual relationships and long-range dependencies. 

This relationship was illustrated earlier in Figure 3, where the functional roles of LSTM, CNN, and Transformer architectures 

were represented as complementary components of AI-based network attack analysis. Rather than selecting a model solely 

because of its general popularity, the architecture should therefore be aligned with the characteristics of the traffic representation 

and the attack traces being analyzed. 

3.3. Operational Challenges of AI-Based Network Attack Detection 

Although AI-based approaches expand the analytical capabilities of intrusion detection systems, their transition from 

benchmark evaluation to operational deployment introduces several important challenges. Classification performance alone 

does not establish whether a model is suitable for a production network. Real-time processing requirements, computational 

complexity, scalability, model maintenance, interpretability, and resistance to adversarial manipulation must also be considered. 

One of the principal challenges is data quality and representativeness. Supervised machine-learning and deep-learning 

models depend on labeled training data, while operational networks continuously generate new traffic patterns. If the training 

data do not adequately represent current network behavior, the resulting model may fail to generalize to new environments or 

attack variants. This problem becomes particularly significant when attack behavior changes after model deployment. 

A related problem is model drift. Network behavior is not static: services, applications, users, protocols, and attacker tactics 

change over time. Consequently, the statistical relationships learned during model training may gradually become less 

representative of the operational environment. Periodic retraining or adaptive learning mechanisms may therefore be necessary 

to maintain detection effectiveness. 

Real-time performance constitutes another major consideration. Network intrusion detection systems may be required to 

process large traffic volumes with minimal latency. An AI model that provides strong classification performance in an offline 

experiment may still be impractical if inference introduces excessive delay or if computational requirements exceed the available 

infrastructure. Accordingly, latency, throughput, and scalability should be evaluated together with conventional classification 

metrics. 

Interpretability is also particularly relevant in cybersecurity. Security analysts often need to determine why traffic was classified 

as malicious before initiating a response or investigation. Highly complex models may provide accurate classifications while 

offering limited insight into the features or events that influenced the decision. Explainable Artificial Intelligence (XAI) 

mechanisms can therefore support analyst interpretation of model outputs and improve the practical usability of intelligent 

intrusion detection systems. 

Finally, the AI component itself can become a target of malicious manipulation. Adversarial inputs may be designed to alter 

model decisions, while poisoned training data may influence learned decision boundaries. Consequently, adversarial 
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robustness should be regarded as part of the security requirements of an AI-based intrusion detection architecture rather than 

merely as an additional model-performance criterion. 

The relationship among these operational challenges can be summarized as follows: 

Data quality → Model learning → Detection performance → Model drift → Retraining/adaptation 

and simultaneously: 

Network traffic → Real-time inference → Alert generation → Explainability → Analyst response 

These relationships demonstrate that effective deployment requires consideration of the entire detection lifecycle rather than 

classification accuracy alone. 

3.4. Hybrid Architecture for Network Attack Detection 

The comparative findings indicate that traditional and AI-based detection mechanisms possess complementary characteristics. 

Signature-based systems provide efficient and interpretable detection of known malicious patterns, whereas anomaly- and AI-

based models provide mechanisms for identifying behavior that does not correspond to predefined signatures. This provides 

the conceptual basis for a hybrid network attack detection architecture. 

Within such an architecture, incoming network traffic can first undergo preprocessing and basic rule- or signature-based 

inspection. Traffic corresponding to a known malicious signature can be classified directly and forwarded to the appropriate 

response mechanism. Traffic that cannot be reliably classified at this stage can subsequently undergo feature extraction and AI-

based analysis. 

The AI analysis layer can incorporate temporal, structural, and contextual information according to the selected model 

architecture. LSTM-based components may process sequential dependencies, CNN-based components may identify local and 

hierarchical patterns, and Transformer-based components may analyze broader contextual relationships. The resulting 

classification can then be combined with conventional detection information to support a final decision. 

The conceptual workflow can therefore be represented as: 

Network Traffic → Preprocessing → Signature-Based Detection → AI-Based Analysis → Decision Fusion → Attack 

Classification → Alert/Response 

This hybrid structure does not imply that every traffic sample must be processed by every available model. Instead, the 

architecture can route traffic according to detection confidence, computational requirements, and operational policies. Known 

threats may be resolved using less computationally expensive mechanisms, whereas uncertain or anomalous traffic can be 

forwarded to more sophisticated analysis. 

The proposed conceptual architecture is illustrated in Figure 5. 

 

Figure 5. Hybrid architecture integrating signature-based and artificial intelligence-based mechanisms for network attack 

detection. 
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Such an architecture also provides a mechanism for incorporating feedback. Confirmed alerts and newly identified attack 

patterns can be added to the knowledge base or used during subsequent model retraining. This creates a detection lifecycle in 

which conventional rules and adaptive models can evolve together as the threat environment changes. 

3.5. Discussion 

The results of the comparative analysis indicate that the principal advantage of AI-based network attack detection lies in its 

capacity to analyze patterns that cannot be completely represented through static signatures. This is particularly relevant to 

unknown, obfuscated, multi-stage, and behaviorally complex attacks. Research on unknown attack detection (2,5), intelligent 

network attack detection (7), and transfer-learning-based detection of previously unseen attacks (8) supports the importance of 

adaptive mechanisms in modern intrusion detection. 

At the same time, increased model complexity introduces additional operational requirements. Deep-learning architectures 

require appropriate data representation, sufficient computational resources, systematic validation, and continuous monitoring 

after deployment. Therefore, superior representational capability should not automatically be interpreted as superior operational 

suitability. The selection of a detection model should take into account not only its classification capability but also latency, 

throughput, scalability, interpretability, maintainability, and resistance to adversarial manipulation. 

The comparison of LSTM, CNN, and Transformer architectures further demonstrates that model selection should be related 

to the characteristics of attack traces. Sequential malicious behavior favors architectures capable of representing temporal 

dependencies; locally structured traffic patterns may benefit from convolutional processing; and complex relationships across 

longer sequences can motivate the use of attention-based architectures. Consequently, the choice of model should follow the 

characteristics of the detection problem rather than assuming the universal superiority of a single architecture. 

The analysis also highlights the importance of the validation framework described in Section 2.5. Cross-validation and holdout 

testing provide mechanisms for evaluating generalization, while confusion-matrix-derived indicators distinguish between 

different types of classification errors. For operational cybersecurity, this distinction is essential because false positives and false 

negatives have different consequences: the former increase analyst workload, whereas the latter represent malicious activity that 

may remain undetected. 

Overall, the findings support a hybrid and adaptive detection framework in which signature-based mechanisms, anomaly 

analysis, and AI models perform complementary roles. Such integration provides a more comprehensive conceptual approach 

to network attack detection than exclusive reliance on a single detection paradigm. However, the present analysis is comparative 

and methodological; the current manuscript does not provide a new controlled experiment demonstrating that one of the 

examined LSTM, CNN, or Transformer models statistically outperforms the others. Consequently, the comparative conclusions 

should be interpreted in terms of architectural characteristics, reported applicability, and deployment considerations rather than 

as a new numerical ranking of model performance. 

4. CONCLUSION 

This study presented a systematic comparative analysis of traditional and artificial intelligence-based models and algorithms for 

detecting network attack traces in computer networks. The analysis considered signature-based, anomaly-based, and hybrid 

detection paradigms together with LSTM, CNN, and Transformer architectures, benchmark datasets, model-validation 

procedures, and operational requirements for intelligent intrusion detection systems. 

The comparative analysis showed that conventional signature-based IDS/IPS mechanisms remain particularly applicable to 

previously identified attacks because they provide deterministic, interpretable, and relatively computationally efficient detection. 

However, their dependence on predefined signatures limits their applicability to previously unseen, obfuscated, or substantially 

modified malicious behavior. Research on unknown network attack detection and adaptive learning approaches demonstrates 

the importance of mechanisms that can operate beyond fixed attack signatures (2,5,8). 

Anomaly-based and AI-based approaches address this limitation by analyzing deviations from normal network behavior and 

learning discriminative traffic characteristics. Nevertheless, their effectiveness is strongly influenced by the quality and 

representativeness of training data, class distribution, model architecture, and changes in the operational environment. 

Therefore, the performance of intelligent detection systems should be evaluated using complementary criteria, including 

accuracy, precision, recall, F1-score, and AUC-ROC, rather than relying on accuracy alone. 
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The comparison of deep-learning architectures further demonstrated that LSTM, CNN, and Transformer models provide 

complementary analytical capabilities. LSTM architectures are particularly relevant to temporal dependencies and sequential 

attack behavior; CNN models are suitable for extracting local and hierarchical traffic characteristics; and Transformer 

architectures provide mechanisms for modeling broader contextual relationships through self-attention. Consequently, model 

selection should be determined by the characteristics of the network traffic and attack traces rather than by assuming the 

universal superiority of a particular architecture. 

The analysis also demonstrated that successful deployment of AI-based intrusion detection requires consideration beyond 

classification performance. Latency, throughput, scalability, model drift, interpretability, adversarial robustness, and 

integration with existing security infrastructure represent important operational requirements. A model that demonstrates 

strong performance on benchmark data may still require adaptation before deployment in dynamic, high-volume network 

environments. 

Based on the comparative findings, a hybrid detection architecture integrating signature-based and AI-based mechanisms 

provides a suitable conceptual direction for network attack detection. In this architecture, known malicious patterns can be 

processed through deterministic signature and rule-based mechanisms, while uncertain, anomalous, or previously unseen traffic 

can be subjected to AI-based analysis. Decision fusion and continuous feedback can subsequently support alert generation, 

knowledge-base updating, and model retraining. 

Overall, the study demonstrates that effective detection of modern network attack traces requires the integration of 

deterministic detection, adaptive learning, systematic validation, and continuous model updating. Such an integrated 

approach provides a methodological basis for developing more adaptive, scalable, and operationally applicable intrusion 

detection systems in dynamically evolving network environments. 

Key limitation 

A limitation of the present study is that the comparison is primarily analytical and methodological. Although benchmark 

datasets and standard evaluation criteria are considered, the current study does not report a unified controlled experiment in 

which all examined LSTM, CNN, and Transformer architectures are trained and tested under identical experimental conditions. 

Therefore, the comparative findings characterize their functional capabilities and deployment considerations rather than 

establishing a numerical performance ranking among the models. 
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