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ABSTRACT: The rapid proliferation of Internet of Things (IoT) devices has 

significantly increased the reliance on wireless communication, thereby exposing IoT 

networks to a wide range of security threats, particularly selective and intelligent jamming 

attacks. Such attacks exploit vulnerabilities in existing IoT communication protocols by 

targeting critical packets, leading to severe degradation in network performance, reliability, 

and availability. This research aims to analyze the inherent weaknesses of current IoT 

communication mechanisms and proposes a novel packet hiding approach to mitigate 

jamming attacks effectively. The proposed methodology integrates adaptive packet 

transmission strategies with machine learning–based detection mechanisms to obscure 

packet characteristics such as timing, size, and transmission patterns, making them 

indistinguishable to adversarial jammers. The system dynamically adjusts transmission 

parameters based on real-time network conditions and detected threat levels, thereby 

enhancing resilience against both static and adaptive jamming attacks. Performance 

evaluation is conducted using simulation-based experiments, comparing the proposed 

approach with existing anti-jamming techniques in terms of packet delivery ratio, 

throughput, latency, energy efficiency, and attack detection accuracy. The expected 

outcomes demonstrate significant improvements in secure packet transmission, 

robustness against adversarial interference, and overall network reliability. In conclusion, 

this work provides a comprehensive and practical security framework for IoT 

environments, contributing to both academic research and real-world deployment by 

strengthening the resilience of critical wireless communication systems against jamming 

attacks. 

 

1. INTRODUCTION 

1.1 Background and Motivation  

The Internet of Things (IoT) has emerged as a transformative paradigm that interconnects billions of heterogeneous devices, 

enabling intelligent data sensing, processing, and communication across diverse application domains such as smart healthcare, 

industrial automation, environmental monitoring, and smart cities. These systems predominantly rely on wireless 

communication technologies due to their flexibility, scalability, and cost efficiency. However, the open and broadcast nature of 

wireless channels exposes IoT networks to severe security threats that can compromise availability, reliability, and quality of 

service. Among these threats, jamming attacks are particularly destructive as they directly target the physical and medium access 
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control layers, rendering traditional cryptographic security mechanisms ineffective. Unlike conventional cyberattacks that focus 

on data confidentiality or integrity, jamming attacks disrupt communication by injecting malicious radio interference, leading to 

packet loss, increased latency, and network outages. Studies have shown that even low-power jammers can significantly degrade 

network performance by selectively targeting critical packets [Xu et al., 2005], [Gollakota et al., 2011]. The motivation behind 

this research lies in addressing the inadequacy of existing anti-jamming solutions for resource-constrained IoT environments 

and developing a proactive, lightweight, and intelligent packet hiding mechanism capable of preventing selective jamming 

attacks while preserving energy efficiency and communication reliability. 

1.2 Internet of Things (IoT) Architecture and Communication Models 

IoT systems are typically organized into a layered architecture consisting of the perception layer, network layer, and application 

layer, each serving a distinct functional role. The perception layer comprises sensors, actuators, and embedded devices 

responsible for collecting real-time data from the physical environment. The network layer facilitates data transmission using 

wireless technologies such as IEEE 802.15.4, ZigBee, LoRaWAN, NB-IoT, and Wi-Fi, often operating under strict energy and 

bandwidth constraints. The application layer provides data analytics, visualization, and decision-making services tailored to 

specific use cases. Communication models in IoT include device-to-device, device-to-gateway, and device-to-cloud interactions, 

which introduce varying latency, scalability, and security requirements. Due to the lightweight nature of IoT protocols, packet 

structures and transmission patterns are often predictable, making them vulnerable to traffic analysis and selective interference 

attacks. Furthermore, centralized communication models increase the risk of single points of failure under jamming conditions 

[Atzori et al., 2010], [Al-Fuqaha et al., 2015]. These architectural and communication characteristics necessitate robust anti-

jamming mechanisms that can operate across layers while maintaining compatibility with constrained IoT devices. 

 

Figure 1.1: Packet Hiding Approach for IoT Security  

1.3 Security Challenges in IoT Networks 

Security in IoT networks is a multifaceted challenge arising from device heterogeneity, limited computational resources, dynamic 

topologies, and large-scale deployments. IoT devices often lack sufficient processing power and memory to support complex 

security protocols, making them susceptible to attacks such as spoofing, replay attacks, denial-of-service, and jamming. 

Additionally, IoT networks are frequently deployed in unattended or hostile environments, increasing the likelihood of physical 

and insider attacks. Jamming attacks are especially problematic because they do not require compromising cryptographic keys 

or authentication mechanisms; instead, attackers exploit physical-layer vulnerabilities to disrupt communication. [Roman et al., 

2013], [Sicari et al., 2015]. The inability of conventional security techniques to guarantee availability under jamming conditions 

poses a serious threat to mission-critical applications. Prior research highlights that ensuring reliable communication in the 
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presence of intelligent adversaries remains an open research challenge, particularly for low-power IoT systems. Consequently, 

new security solutions must focus not only on detection but also on prevention and resilience against adaptive attacks. 

1.4 Jamming Attacks in Wireless IoT Environments 

Jamming attacks in wireless IoT environments aim to intentionally interfere with legitimate signal transmissions by emitting 

malicious radio signals within the same frequency band. These attacks can drastically reduce network throughput, increase 

packet loss, and disrupt time-critical communications. Due to the low transmission power and static communication schedules 

of IoT devices, attackers can efficiently identify and exploit vulnerable transmission windows. Unlike random interference, 

jamming attacks are often carefully crafted to maximize damage while minimizing attacker energy consumption. Research 

indicates that jamming attacks can lead to cascading failures in multi-hop IoT networks by disrupting routing and control 

messages [Xu et al., 2006]. As IoT applications increasingly support safety-critical operations, the impact of such attacks 

becomes even more severe, underscoring the need for robust, adaptive, and intelligent anti-jamming solutions. 

Types of Jamming Attacks Jamming attacks are generally categorized into constant, deceptive, random, and reactive jamming. 

Constant jammers continuously transmit high-power noise signals, causing persistent interference but consuming significant 

energy. Deceptive jammers inject fabricated packets to confuse legitimate nodes and disrupt protocol operations. Random 

jammers alternate between active and inactive states to conserve energy and evade detection. Reactive jammers remain silent 

until they detect legitimate transmissions and then immediately interfere, making them difficult to identify using conventional 

detection techniques. Among these, reactive jamming poses the greatest threat to IoT networks due to its efficiency and stealthy 

behavior [Wood et al., 2007], [Law et al., 2018]. 

Selective and Intelligent Jamming Selective and intelligent jamming represents an advanced form of reactive jamming where 

attackers exploit protocol knowledge to selectively target high-value packets such as routing updates, acknowledgments, or 

synchronization messages. By performing real-time packet classification, intelligent jammers can disrupt network functionality 

with minimal transmissions. Studies demonstrate that selective jammers can achieve the same level of disruption as constant 

jammers while using significantly less energy [Gollakota et al., 2011]. These attacks are particularly effective against IoT networks 

due to predictable packet formats and periodic transmission patterns. Preventing selective jamming requires mechanisms that 

conceal packet semantics and timing information, thereby preventing adversaries from distinguishing critical packets 

[Pelechrinis et al., 2011]. 

1.5 Limitations of Existing Anti-Jamming Techniques 

Existing anti-jamming techniques such as frequency hopping, spread spectrum, power control, and channel diversity have been 

widely studied in traditional wireless networks. However, their applicability to IoT environments is limited due to high energy 

consumption, synchronization overhead, and computational complexity. Many existing solutions focus on detecting jamming 

after it has already caused disruption, rather than preventing it proactively. Moreover, these techniques often assume static or 

non-adaptive attackers, making them ineffective against intelligent jammers capable of learning network behavior. Packet hiding 

approaches proposed in earlier studies demonstrate promise but lack adaptability and scalability for dynamic IoT scenarios [Xu 

et al., 2005], [Sekhar et al., 2013]. These limitations highlight the need for a novel packet hiding approach combined with 

adaptive transmission strategies to proactively defend against selective jamming attacks while maintaining efficiency and 

practicality in IoT networks. 

2 OVERVIEW OF IOT SECURITY MECHANISMS 

The Internet of Things (IoT) paradigm introduces a large-scale interconnected ecosystem composed of heterogeneous, 

resource-constrained devices that operate in dynamic and often hostile environments. Ensuring security in such systems is 

challenging due to the limited computational capabilities, energy constraints, and scalability requirements of IoT devices. 

Existing IoT security mechanisms primarily focus on conventional security objectives such as confidentiality, integrity, 

authentication, and access control. Lightweight cryptographic algorithms, key management schemes, and secure communication 

protocols have been proposed to address these constraints [Roman et al., 2013]. In addition, intrusion detection systems and 

trust-based frameworks have been explored to identify malicious behavior within IoT networks [Sicari et al., 2015]. However, 

most of these approaches operate at the network or application layer and do not sufficiently address physical-layer threats. 
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Jamming attacks, which directly disrupt wireless communication by injecting malicious interference, remain largely unmitigated 

by traditional security mechanisms. This limitation motivates the exploration of proactive and cross-layer security solutions that 

can ensure availability and resilience against jamming attacks in IoT environments. 

2.1 Existing Jamming Detection and Mitigation Techniques 

Numerous techniques have been proposed in the literature to detect and mitigate jamming attacks in wireless networks. Early 

detection methods relied on monitoring signal strength indicators, packet delivery ratio, and carrier sensing time to identify 

abnormal interference patterns [Xu et al., 2006]. Mitigation approaches such as frequency hopping spread spectrum (FHSS), 

direct sequence spread spectrum (DSSS), and channel surfing have been shown to be effective in traditional wireless networks. 

However, these techniques impose significant energy, synchronization, and hardware overhead, rendering them impractical for 

resource-constrained IoT devices. Recent studies have explored adaptive and intelligent approaches using game theory and 

reinforcement learning to counter reactive and adaptive jammers [Alsulami et al., 2021]. Although these methods improve 

resilience, they often require continuous learning and extensive training data, which limits their applicability in real-time IoT 

deployments. Furthermore, most existing techniques focus on reacting to jamming rather than preventing it proactively, leaving 

IoT networks vulnerable to selective and intelligent jamming attacks. 

2.2 Packet Hiding and Obfuscation Approaches 

Packet hiding and obfuscation have emerged as promising strategies for preventing selective jamming attacks by concealing 

packet characteristics from adversaries. These approaches aim to hide critical packet information such as headers, packet size, 

timing, or transmission patterns, thereby preventing attackers from distinguishing high-value packets. [Gollakota et al.] 

introduced cryptographic packet hiding techniques that encrypt packet headers to thwart selective jamming [Gollakota et al., 

2011]. Other studies have explored packet padding, random delays, and traffic shaping to obfuscate communication patterns 

[Pelechrinis et al., 2011]. While these methods demonstrate effectiveness against selective jamming, they often introduce 

additional latency and energy overhead. Moreover, static obfuscation strategies fail to adapt to intelligent adversaries capable of 

learning network behavior. Consequently, recent research emphasizes the need for adaptive packet hiding mechanisms that 

dynamically adjust obfuscation parameters based on network conditions and threat levels, particularly in IoT environments.  

2.3 Machine Learning Techniques for Attack Detection 

Machine learning (ML) techniques have gained significant attention for enhancing security in wireless and IoT networks due to 

their ability to learn complex patterns and adapt to evolving threats. ML-based approaches enable automated detection of 

anomalous behavior by analyzing traffic features such as packet rate, signal strength, and delay variations. These methods offer 

advantages over rule-based systems by improving detection accuracy and reducing false positives [Chen et al., 2021]. In the 

context of jamming attacks, ML models can distinguish between normal interference and malicious jamming, even in dynamic 

environments. However, the effectiveness of ML techniques depends on the availability of representative data and the 

computational feasibility of deploying models on constrained devices. 

Supervised Learning Methods 

Supervised learning techniques such as Support Vector Machines (SVM), Random Forests, and Neural Networks have been 

widely used for jamming and intrusion detection. These models are trained using labeled datasets to classify network states as 

normal or under attack. Studies report high detection accuracy when sufficient labeled data is available [Li et al., 2020]. However, 

supervised methods suffer from scalability issues and poor generalization to unseen attack patterns. Additionally, the 

requirement for labeled training data limits their applicability in real-world IoT scenarios, where attack behaviors continuously 

evolve. 

Unsupervised and Adaptive Learning Methods: 

Unsupervised and adaptive learning methods, including clustering algorithms and reinforcement learning, address the 

limitations of supervised techniques by learning patterns without labeled data. These approaches are particularly suitable for 

detecting novel and adaptive jamming attacks. Reinforcement learning-based anti-jamming strategies enable IoT nodes to 

dynamically adjust transmission parameters such as frequency and power based on environmental feedback [Chen et al., 2021]. 
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Despite their adaptability, these methods often involve long convergence times and computational complexity, which can be 

challenging for real-time IoT applications. 

2.4 Comparative Analysis of Existing Techniques 

A comparative analysis of existing anti-jamming techniques reveals significant trade-offs between effectiveness, energy 

efficiency, adaptability, and deployment complexity. Traditional physical-layer techniques provide robustness but are resource-

intensive, while packet hiding approaches offer proactive defense but may introduce latency. Machine learning-based solutions 

improve detection accuracy but require careful model design to suit IoT constraints. The literature indicates a clear research 

gap in integrating lightweight packet hiding mechanisms with adaptive machine learning-based transmission strategies to 

proactively prevent selective jamming attacks while maintaining efficiency and scalability. Addressing this gap forms the 

foundation of the proposed research. 

3. SYNTHESIS OF PREVIOUS RESEARCH 

The synthesis of previous research consolidates major findings from studies on IoT security, wireless communication 

vulnerabilities, jamming attacks, packet hiding mechanisms, and machine learning–based defense strategies. Existing literature 

consistently indicates that while IoT networks enable scalable and energy-efficient communication, their dependence on wireless 

channels and lightweight protocols exposes them to severe physical-layer threats, particularly selective and intelligent jamming 

attacks [3-18][41-76].Most security mechanisms proposed for IoT environments primarily focus on confidentiality, integrity, 

and authentication, offering limited protection against attacks that target network availability and communication reliability [7-

29][63-95]. Research on jamming attacks demonstrates that traditional mitigation techniques such as frequency hopping, spread 

spectrum, and channel hopping are effective in conventional wireless networks but introduce significant energy consumption, 

synchronization complexity, and hardware overhead when applied to IoT systems [12-34] [58-82]. Furthermore, many of these 

approaches are reactive in nature and fail to prevent intelligent jammers that adapt their attack strategies based on real-time 

network observations [21-49-71]. Studies on selective jamming reveal that adversaries can exploit predictable packet formats, 

timing patterns, and protocol-specific characteristics to disrupt critical transmissions with minimal energy expenditure [16-37] 

[66-104]. 

Packet hiding and obfuscation techniques have been widely explored as proactive countermeasures to selective jamming attacks. 

Prior research highlights that concealing packet headers, normalizing packet sizes, and randomizing transmission timing can 

significantly reduce the effectiveness of intelligent jammers [11-28] [53-90]. However, many existing packet hiding approaches 

employ static obfuscation parameters and introduce additional latency and computational overhead, limiting their adaptability 

and efficiency in dynamic IoT environments [24-45] [69-97]. These limitations reduce their resilience against adversaries capable 

of learning and adapting to network behavior. Machine learning–based approaches have gained attention for enhancing 

jamming detection and mitigation by enabling adaptive and data-driven decision-making. Supervised and unsupervised learning 

models have demonstrated improved detection accuracy and robustness against evolving attack patterns [5-32-57-83]. 

Nevertheless, the literature also points out challenges related to model complexity, training data availability, and real-time 

deployment on resource-constrained IoT devices [14-48-73-108]. The computational overhead associated with advanced 

learning models often limits their practical applicability in large-scale IoT networks. 

3.1 Threat Model and Assumptions 

The threat model considered in this work assumes the presence of a powerful and intelligent jammer capable of performing 

selective jamming attacks. The adversary is assumed to continuously monitor the wireless channel and perform real-time packet 

inspection to identify high-value packets such as control messages, routing updates, or acknowledgment frames. Based on this 

analysis, the jammer selectively injects interference to disrupt only critical communications, thereby maximizing network 

disruption while minimizing energy consumption.  

It is assumed that the attacker has knowledge of IoT protocols, packet formats, and transmission schedules but does not possess 

cryptographic keys or access to internal system parameters. The jammer operates in a reactive and adaptive manner, enabling it 

to evade simple detection mechanisms. The IoT nodes are assumed to be resource-constrained and deployed in an open wireless 
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environment. Physical compromise of nodes and insider attacks are beyond the scope of this study. These assumptions are 

consistent with widely accepted selective jamming threat models in existing literature [7][31][54][102]. 

3.2 Proposed Novel Packet Hiding Approach 

The proposed packet hiding approach serves as the core defense mechanism against selective jamming attacks. The fundamental 

idea is to prevent adversaries from distinguishing between different types of packets by concealing observable packet 

characteristics at the physical and MAC layers. Instead of relying solely on encryption, which protects payload content but 

leaves metadata exposed, the proposed method focuses on obfuscating packet headers, transmission timing, and packet size 

patterns. By ensuring statistical similarity among all transmitted packets, the jammer is deprived of the information required for 

packet classification and selective interference. This proactive defense significantly reduces the effectiveness of intelligent 

jamming attacks while maintaining efficient communication. The packet hiding mechanism is lightweight and adaptable, making 

it suitable for deployment in large-scale IoT networks [12][28][63][91]. 

3.3 Packet Feature Obfuscation Mechanism 

Packet feature obfuscation aims to conceal protocol-specific identifiers and control information that can be exploited by 

intelligent jammers for packet classification. In the proposed system, critical header fields such as packet type, sequence 

identifiers, and control flags are masked using lightweight cryptographic operations. Additionally, dummy header fields and 

controlled randomness are introduced to prevent attackers from inferring packet semantics through statistical analysis. This 

mechanism ensures that all packets appear indistinguishable at the physical layer, thereby preventing selective targeting of high-

value transmissions. The obfuscation process is carefully designed to minimize computational overhead and avoid excessive 

energy consumption. By combining encryption with structural obfuscation, the proposed mechanism enhances robustness 

against both known and unknown jamming strategies [16][42][70][95]. 

Timing and Size Randomization Strategy Intelligent jammers often exploit predictable packet timing and size patterns to 

infer packet importance. To counter such traffic analysis attacks, the proposed system introduces controlled randomization in 

packet transmission timing and packet size. Random delays are added to packet transmission within predefined bounds to 

obscure temporal correlations between network events and packet transmissions. Packet padding techniques are employed to 

normalize packet sizes, ensuring uniformity across different packet types. These randomization strategies are dynamically 

adjusted based on network conditions to balance security and performance. By disrupting timing- and size-based inference, the 

proposed strategy significantly reduces the jammer’s ability to perform selective interference while maintaining acceptable 

latency and throughput levels [22][49][77][104]. 

3.4 Adaptive Packet Transmission Strategy 

To further enhance resilience against jamming attacks, the proposed system incorporates an adaptive packet transmission 

strategy that dynamically adjusts communication parameters based on environmental feedback. This strategy enables IoT nodes 

to respond intelligently to varying channel conditions and detected threat levels. Instead of using static transmission parameters, 

the system continuously monitors network performance metrics and adapts transmission behavior to minimize jamming impact. 

This adaptive approach improves reliability and ensures efficient spectrum utilization under adversarial conditions [6][33][61]. 

Dynamic Transmission Control Dynamic transmission control enables IoT nodes to modify transmission parameters such 

as transmission power, packet rate, and retransmission policies in response to detected interference. When jamming activity is 

suspected, the system reduces transmission predictability by altering packet schedules and transmission intensity. This 

adaptability makes it difficult for jammers to anticipate transmission behavior and execute effective attacks. The control 

mechanism operates with minimal overhead and is designed to converge quickly, ensuring timely response to jamming threats 

without disrupting normal communication [14][40][68][96]. 

Channel Condition Awareness Channel condition awareness plays a critical role in adaptive transmission by enabling nodes 

to assess the quality of the wireless channel in real time. Metrics such as signal-to-noise ratio, packet loss rate, and interference 

levels are continuously monitored to evaluate channel conditions. Based on this information, the system selects optimal 

transmission parameters and avoids heavily jammed channels when possible. This awareness enhances robustness and improves 
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overall network performance under adverse conditions. The integration of channel awareness with packet hiding mechanisms 

provides a comprehensive defense against both random and selective jamming attacks [18][52][81][107]. 

3.5 Machine Learning-Based Jamming Detection Module 

The proposed system incorporates a machine learning–based jamming detection module to identify malicious interference 

patterns and support adaptive decision-making. The module analyzes features such as packet delivery ratio, transmission delays, 

and signal strength variations to distinguish between normal interference and jamming attacks. Machine learning enables the 

system to learn complex patterns and adapt to evolving attack strategies without relying on predefined rules. Lightweight models 

are employed to ensure feasibility on resource-constrained IoT devices. The detection module enhances situational awareness 

and enables timely adaptation of packet hiding and transmission strategies [9][37][66][100]. 

4. RESEARCH GAP IDENTIFICATION 

Despite extensive research efforts in securing Internet of Things (IoT) networks, several critical gaps remain unaddressed, 

particularly in protecting wireless communication against selective and intelligent jamming attacks. Existing IoT security 

mechanisms primarily emphasize cryptographic solutions and authentication frameworks, which effectively safeguard data 

confidentiality and integrity but offer limited protection against physical-layer attacks that target network availability [Roman et 

al., 2013; Sicari et al., 2015]. As a result, IoT networks remain vulnerable to jamming attacks that can disrupt communication 

without breaching encryption mechanisms. 

Studies on wireless jamming mitigation have proposed techniques such as frequency hopping, spread spectrum communication, 

and power control to counter interference. While these methods demonstrate effectiveness in traditional wireless systems, they 

are often unsuitable for IoT environments due to high energy consumption, synchronization overhead, and hardware 

complexity [Xu et al., 2005; Wood et al., 2007]. Furthermore, many of these approaches are reactive, addressing jamming only 

after performance degradation has occurred, and thus fail to proactively prevent intelligent and selective jamming attacks 

[Pelechrinis et al., 2011]. Selective and intelligent jamming has been identified as a particularly severe threat, as adversaries 

exploit predictable packet structures, timing patterns, and protocol-specific features to disrupt high-value transmissions with 

minimal effort [Gollakota et al., 2011]. Although packet hiding and obfuscation techniques have been introduced to conceal 

packet characteristics, existing solutions often rely on static obfuscation parameters and introduce additional latency or 

computational overhead, reducing their effectiveness in dynamic IoT environments [Pelechrinis et al., 2011; Li et al., 2020]. The 

lack of adaptability in these approaches limits their resilience against adversaries capable of learning and evolving attack 

strategies. 

Table 1: Comparison of Conventional Anti-Jamming Techniques vs Proposed Packet Hiding Approach in IoT 

Parameter 
Conventional Anti-Jamming 

Techniques 
Proposed Packet Hiding Approach 

Defense Strategy Reactive mitigation after jamming detection 
Proactive prevention through packet 

concealment 

Attack Handling 
Ineffective against selective/intelligent 

jamming 

Effective against selective and intelligent 

jamming 

Packet Visibility Packet headers and patterns exposed Packet features obfuscated and hidden 

Energy Consumption High due to frequent channel hopping Low and optimized for IoT devices 

Adaptability Limited, static strategies 
High, adaptive to network and attack 

conditions 



Natural Resources for     
Human Health 
eISSN: 2583-1194 

 

137 
 Natural Resources for Human Health (NRFHH) 

https://nrfhh.com 

Computational Overhead Moderate to high Low and lightweight 

Scalability Limited in large IoT deployments High scalability across dense IoT networks 

Latency Impact Increased due to retransmissions Minimal and controlled latency 

Machine Learning 

Integration 
Rare or loosely coupled Tightly integrated for adaptive defense 

Suitability for IoT Medium Excellent 

 

Machine learning-based approaches have shown promise in detecting and mitigating jamming attacks by enabling adaptive and 

data-driven decision-making [Chen et al., 2021]. However, many proposed models require large labeled datasets, high 

computational resources, or centralized training, which restricts their deployment on resource-constrained IoT devices 

[Alsulami et al., 2021]. Additionally, limited research has focused on integrating machine learning techniques directly with packet 

hiding mechanisms to proactively prevent selective jamming rather than merely detecting it. 

5. RESULT ANALYSIS AND DISCUSSION 

Table 1.1(a): Dataset statistics 

Number of variables 11 

Number of observations 50000 

Missing cells 0 

Missing cells (%) 0.0% 

Duplicate rows 0 

Duplicate rows (%) 0.0% 

Total size in memory 12.1 MiB 

Average record size in memory 252.9 B 

 

In Table No.1.1 shows the Dataset statistic Variable types The dataset consists of 11 variables and 50,000 observations, 

indicating a moderately large and well-structured dataset. There are no missing values or duplicate records, ensuring high data 

quality and reliability for analysis, with an efficient memory footprint of 12.1 MiB. 

VARIABLE  

Table1.1(b): Timestamp 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

file:///C:/Users/User/Downloads/iot_full_analysis_report.html%23pp_var_-1980029996054166258
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Infinite (%) 0.0% 

Mean 24992.3 

Minimum 0 

Maximum 59930.994 

Zeros 1 

Zeros (%) < 0.1% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 

 

Table 1.2: Quantile statistics 

Minimum 0 

5-th percentile 2475.3749 

Q1 12307.397 

median 24649.875 

Q3 36961.697 

95-th percentile 49319.256 

Maximum 59930.994 

Range 59930.994 

Interquartile range (IQR) 24654.299 

 

Table 1.3: Descriptive statistics 

Standard deviation 14807.688 

Coefficient of variation (CV) 0.59249 

Kurtosis -1.0203069 

Mean 24992.3 

Median Absolute Deviation 

(MAD) 
12322.238 

Skewness 0.12988229 

Sum 1.249615 × 109 

Variance 2.1926762 × 108 

Monotonicity Not monotonic 
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In Table No. 1.2 & 1.3 the quantile and descriptive statistics indicate that the data is widely spread, with a large range and 

interquartile range, reflecting high variability in values. The mean and median are closely aligned, and the low skewness suggests 

an approximately symmetric distribution, while the negative kurtosis indicates a flatter distribution than normal. 

 

Graph1: Histogram with fixed size bins (bins = 50) 

The histogram illustrates the distribution of observed values using fixed-size bins (bins = 50), showing how frequently data 

points occur across the entire range from low to high values. 

A relatively uniform frequency is observed in the lower and mid-range values, indicating stable and consistent data generation 

or measurement behavior in that region. A noticeable decline in frequency occurs toward the higher value range, suggesting 

fewer occurrences of extreme values, which may indicate threshold effects, system constraints, or controlled upper limits in the 

observed process. 

POCKETSIZE 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean 187.33811 

Minimum 0.73576495 

Maximum 497.75575 

Zeros 0 

Zeros (%) 0.0% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 

 

file:///C:/Users/User/Downloads/iot_full_analysis_report.html%23pp_var_2677516241430847309
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Table 1.4: Quantile statistics 

Minimum 0.73576495 

5-th percentile 89.752363 

Q1 132.54769 

median 166.84138 

Q3 227.68102 

95-th percentile 342.73135 

Maximum 497.75575 

Range 497.01998 

Interquartile range (IQR) 95.133322 

 

Table 1.5: Descriptive statistics 

Standard deviation 77.777356 

Coefficient of variation (CV) 0.41517103 

Kurtosis 0.015872377 

Mean 187.33811 

Median Absolute Deviation 

(MAD) 
41.427349 

Skewness 0.83943445 

Sum 9366905.4 

Variance 6049.3171 

Monotonicity Not monotonic 

 

In table no. 1.4 & 1.5 shows the statistics show a moderate spread of data with a well-defined interquartile range, indicating 

consistent variability around the median. The mean is slightly higher than the median and the positive skewness suggests a right-

skewed distribution, while near-zero kurtosis indicates an approximately normal distribution shape. 
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Graph2: Histogram with fixed size bins (bins = 50) 

▪ The histogram shows a dominant peak in the lower value range, indicating that most observations are concentrated 

around a central region of the dataset. 

▪ A secondary spread toward higher values is visible, suggesting the presence of variability or a possible secondary pattern 

within the data distribution. 

▪ The gradual decline in frequency toward the upper end reflects fewer extreme values, consistent with a moderately right-

skewed distribution. 

inter_arrival_time 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean 50.118602 

Minimum 2.5942235 × 10-5 

Maximum 709.62421 

Zeros 0 

Zeros (%) 0.0% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 

 

 

file:///C:/Users/User/Downloads/iot_full_analysis_report.html%23pp_var_-215276452078048226
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Table 1.6: Quantile statistics 

Minimum 2.5942235 × 10-5 

5-th percentile 2.5691974 

Q1 14.258774 

median 34.965738 

Q3 69.483742 

95-th percentile 149.54575 

Maximum 709.62421 

Range 709.62419 

Interquartile range (IQR) 55.224967 

 

Table 1.7: Descriptive statistics 

Standard deviation 50.107861 

Coefficient of variation (CV) 0.99978569 

Kurtosis 6.3360121 

Mean 50.118602 

Median Absolute Deviation 

(MAD) 
24.300859 

Skewness 2.0150257 

Sum 2505930.1 

Variance 2510.7977 

Monotonicity Not monotonic 

 

In table no. 1.6& 1.7 shows the statistics indicate a highly variable dataset, with a large range and a coefficient of variation close 

to one, reflecting substantial dispersion around the mean. The strong positive skewness and high kurtosis suggest a right-skewed 

distribution with heavy tails and the presence of extreme values or outliers. 
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Graph3: Histogram with fixed size bins (bins = 50) 

▪ The histogram shows a very high concentration of values in the lower range, indicating that most observations are small 

in magnitude. 

▪ A long tail extending toward higher values is clearly visible, reflecting a strongly right-skewed distribution with a few 

extreme values. 

▪ The rapid decline in frequency as values increase suggests the presence of outliers or rare events occurring at higher 

magnitudes. 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean -67.017706 

Minimum -111.00174 

Maximum -42.80457 

Zeros 0 

Zeros (%) 0.0% 

Negative 50000 

Negative (%) 100.0% 

Memory size 390.8 KiB 
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Table 1.8: Quantile statistics 

Minimum -111.00174 

5-th percentile -86.379702 

Q1 -74.744996 

median -63.624922 

Q3 -59.140899 

95-th percentile -54.466649 

Maximum -42.80457 

Range 68.197175 

Interquartile range (IQR) 15.604097 

 

Table 1.9: Descriptive statistics 

Standard deviation 10.322399 

Coefficient of variation (CV) -0.15402496 

Kurtosis -0.19528041 

Mean -67.017706 

Median Absolute Deviation 

(MAD) 
6.2200072 

Skewness -0.7742802 

Sum -3350885.3 

Variance 106.55193 

Monotonicity Not monotonic 

 

In table no. 1.8 & 1.9 shows the data is centered around a negative mean with moderate dispersion, as indicated by the standard 

deviation and interquartile range. The negative skewness suggests a left-skewed distribution, while the near-zero kurtosis 

indicates a distribution close to normal without heavy tails. 

 
Graph4: Histogram with fixed size bins (bins = 50) 
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▪ The histogram shows a strong concentration of values toward the higher end of the range, indicating that most 

observations cluster around a dominant peak. 

▪ A gradual spread toward lower values is visible, suggesting asymmetry in the distribution with fewer observations at the 

lower extremes. 

▪ The overall shape reflects a non-uniform distribution, potentially influenced by underlying system behavior or 

measurement constraints. 

SNR 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean 19.246763 

Minimum -7.9193112 

Maximum 36.396106 

Zeros 0 

Zeros (%) 0.0% 

Negative 207 

Negative (%) 0.4% 

Memory size 390.8 KiB 

 

Table 1.10: Quantile statistics 

Minimum -7.9193112 

5-th percentile 5.3517617 

Q1 12.08128 

median 22.131361 

Q3 25.679013 

95-th percentile 29.182576 

Maximum 36.396106 

Range 44.315418 

Interquartile range (IQR) 13.597733 
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Table 1.11: Descriptive statistics 

Standard deviation 7.9796099 

Coefficient of variation 

(CV) 
0.41459492 

Kurtosis -0.93420522 

Mean 19.246763 

Median Absolute 

Deviation (MAD) 
5.25829 

Skewness -0.51716515 

Sum 962338.13 

Variance 63.674175 

Monotonicity Not monotonic 

 

In table 1.10 & 1.11 shows the statistics indicate moderate variability with a relatively compact interquartile range around the 

median. The slight negative skewness and negative kurtosis suggest a mildly left-skewed and flatter-than-normal distribution, 

with no strong presence of extreme outliers. 

 

Figure 5: Histogram with fixed size bins (bins = 50) 

▪ The histogram exhibits a bimodal distribution, with two distinct peaks indicating the presence of two dominant value 

groups within the dataset. 

▪ The higher peak suggests a larger concentration of observations in the upper value range, while the lower peak represents 

a secondary cluster. 

▪ The separation between the peaks indicates variability driven by differing underlying conditions or operational states in 

the data. 

packet_loss_rate 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 
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Infinite (%) 0.0% 

Mean 0.10799344 

Minimum 1.6985867 × 10-7 

Maximum 0.49997743 

Zeros 0 

Zeros (%) 0.0% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 

 

Table 1.12: Quantile statistics 

Minimum 1.6985867 × 10-7 

5-th percentile 0.0017115558 

Q1 0.008424305 

median 0.016602778 

Q3 0.21345741 

95-th percentile 0.39737181 

Maximum 0.49997743 

Range 0.49997726 

Interquartile range (IQR) 0.20503311 

 

Table 1.13: Descriptive statistics 

Standard deviation 0.13617606 

Coefficient of variation 

(CV) 
1.260966 

Kurtosis 0.010591765 

Mean 0.10799344 

Median Absolute 

Deviation (MAD) 
0.013197034 

Skewness 1.0934851 

Sum 5399.6721 

Variance 0.018543919 

Monotonicity Not monotonic 
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 In table 1.12 & 1.13 shows the data shows high relative variability, as indicated by the large coefficient of variation, with values 

concentrated near the lower range. The positive skewness suggests a right-skewed distribution, while the near-zero kurtosis 

indicates an approximately normal peak with limited extreme outliers. 

 

Figure 6: Histogram with fixed size bins (bins = 50) 

The histogram shows a very high concentration of observations near zero, indicating that most values in the dataset are 

extremely small. A sparse distribution extends across higher values, reflecting the presence of infrequent but larger 

measurements. This pattern suggests a highly right-skewed distribution, potentially caused by rare events or burst-like behavior 

in the observed data. 

retry_count 

Distinct 6 

Distinct (%) < 0.1% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean 2.50874 

Minimum 0 

Maximum 5 

Zeros 8357 

Zeros (%) 16.7% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 
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Table 1.14: Quantile statistics 

Minimum 0 

5-th percentile 0 

Q1 1 

median 3 

Q3 4 

95-th percentile 5 

Maximum 5 

Range 5 

Interquartile range (IQR) 3 

 

Table 1.15: Descriptive statistics 

Standard deviation 1.7122565 

Coefficient of variation (CV) 0.68251651 

Kurtosis -1.2727911 

Mean 2.50874 

Median Absolute Deviation 

(MAD) 
2 

Skewness -0.0068223802 

Sum 125437 

Variance 2.9318222 

Monotonicity Not monotonic 

 

In 1.14 & 1.15 shows the statistics indicate a discrete dataset with values concentrated between 0 and 5 and a moderate level of 

variability around the mean. The near-zero skewness suggests an almost symmetric distribution, while the negative kurtosis 

reflects a relatively flat distribution without extreme outliers. 

 
Figure 7: Histogram with fixed size bins (bins = 6) 
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The histogram shows an almost uniform distribution across the six bins, indicating that values are evenly spread throughout 

the range. Similar frequencies in each bin suggest the absence of strong bias or dominance of any particular value. This pattern 

reflects balanced data behavior, which is suitable for unbiased analysis and modeling. 

channel_busy_time 

Distinct 50000 

Distinct (%) 100.0% 

Missing 0 

Missing (%) 0.0% 

Infinite 0 

Infinite (%) 0.0% 

Mean 0.62411734 

Minimum 0.30000149 

Minimum 0.30000149 

Maximum 0.94999759 

Zeros 0 

Zeros (%) 0.0% 

Negative 0 

Negative (%) 0.0% 

Memory size 390.8 KiB 

 

Table 1.16: Quantile statistics 

Minimum 0.30000149 

5-th percentile 0.33178755 

Q1 0.46020267 

median 0.62307682 

Q3 0.78685795 

95-th percentile 0.91729586 

Maximum 0.94999759 

Range 0.6499961 

Interquartile range (IQR) 0.32665528 
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Table 1.17: Descriptive statistics 

Standard deviation 0.1879973 

Coefficient of variation (CV) 0.30122108 

Kurtosis -1.2049353 

Mean 0.62411734 

Median Absolute Deviation (MAD) 0.16326465 

Skewness 0.0080792757 

Sum 31205.867 

Variance 0.035342985 

Monotonicity Not monotonic 

 

 In 1.16 & 1.18 show the data is moderately dispersed with values concentrated around the mean and median, indicating stable 

central tendency. The near-zero skewness suggests an almost symmetric distribution, while the negative kurtosis reflects a flatter 

distribution with limited extreme values. 

 

Figure 8: Histogram with fixed size bins (bins = 50) 

The histogram shows an almost uniform frequency distribution across the entire value range, indicating evenly distributed data 

without dominant peaks. Minor fluctuations between bins suggest random variation rather than systematic patterns. This 

uniform behavior reflects consistent data generation, which is favorable for stable and unbiased statistical analysis. 

Packet Priority 

Distinct 2 

Distinct (%) < 0.1% 

Missing 0 

Missing (%) 0.0% 

Memory size 3.0 MiB 
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Length 

Max length 8 

Median length 6 

Mean length 6.4988 

Min length 6 

Characters and Unicode 

Total characters 324940 

Distinct characters 9 

Distinct categories 1? 

Distinct scripts 1? 

Distinct blocks 1? 

 

Unique 

Unique 0? 

Unique (%) 0.0% 

 

Sample 

1st row critical 

2nd row normal 

3rd row critical 

4th row critical 

5th row normal 

 

 

Figure 9:  Length & Common Values  

https://en.wikipedia.org/wiki/Unicode_character_property#General_Category
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▪ The length histogram shows that most records fall within a shorter length range, indicating consistency in data size 

across the dataset. 

▪ The common values plot reveals that the majority of samples are classified as normal (75.1%), while a smaller portion 

is labeled as critical (24.9%), highlighting class imbalance. 

▪ This distribution suggests that the dataset is dominated by normal instances, which should be considered during model 

training and evaluation. 

jamming_type 

Distinct 3 

Distinct (%) < 0.1% 

Missing 0 

Missing (%) 0.0% 

Memory size 3.0 MiB 

 

Length 

Max length 9 

Median length 4 

Mean length 5.23826 

Min length 4 

 

Characters and Unicode 

Total characters 261913 

Distinct characters 13 

Distinct categories 1? 

Distinct scripts 1? 

Distinct blocks 1? 

 

Unique 

Unique 0? 

Unique (%) 0.0% 

 

Sample 

1st row random 

2nd row none 
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3rd row none 

4th row none 

5th row none 

 

The table indicates a low-cardinality categorical feature with only three distinct values and no missing entries, occupying minimal 

memory. The length and character statistics show consistent string sizes with limited character diversity, suggesting standardized 

labels without unique or highly variable entries. 

 

Figure 10:  Length & Common Values (Plot) 

▪ The length histogram indicates that most category values have shorter lengths, showing consistency in label size across 

the dataset. 

▪ The common values plot reveals that the majority of instances belong to the “none” category (60.2%), followed by 

“random” (25.1%) and “selective” (14.7%). 

▪ This distribution highlights class imbalance among categories, which should be considered during modeling and 

performance evaluation. 

hiding_action 

 

Distinct 6 

Distinct (%) < 0.1% 

Missing 0 

Missing (%) 0.0% 

Memory size 3.0 MiB 

Length 

Max length 15 

Median length 4 
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Mean length 6.1569 

Min length 4 

 

Characters and Unicode 

Total characters 307845 

Distinct characters 21 

Distinct categories 1? 

Distinct scripts 1? 

Distinct blocks 1? 

 

Unique 

Unique 0? 

Unique (%) 0.0% 

 

Sample 

1st row traffic_shaping 

2nd row none 

3rd row none 

4th row none 

5th row none 

 

The hiding_action attribute is a low-cardinality categorical variable with six distinct values and no missing data, indicating 

consistent labeling across the dataset. The length and character statistics show moderate variation in string size with limited 

character diversity, suggesting standardized action labels suitable for categorical analysis. 

 

Figure 11:  Length & Common Values (Plot) 
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▪ The length histogram shows that most category labels are short, indicating uniform and consistent representation of 

categorical values. 

▪ The common values plot indicates that the “none” category dominates the dataset, followed by “random” and 

“selective”, reflecting an imbalanced class distribution. 

▪ This imbalance may influence model training and should be considered when designing classification or detection 

algorithms. 

Interactions 

The interaction plot illustrates the relationship between timestamp and channel busy time, showing how channel utilization 

evolves over time. 

 

Figure 12:  Interaction  

Higher density of darker hexagonal regions indicates periods of increased channel activity, suggesting sustained or congested 

communication intervals. The gradual change in intensity across timestamps reflects dynamic network behavior, which is useful 

for analyzing traffic patterns and potential jamming or interference effects. 

Correlations 

 

Figure 13:  Correlations  

▪ The interaction heatmap highlights strong positive correlations among related network features, such as packet size, 

packet priority, and retry count, indicating interdependent traffic behavior. 

▪ Noticeable negative correlations (red regions), particularly involving SNR and packet loss rate, suggest that poorer signal 

quality leads to higher transmission errors. 
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▪ Overall, the matrix helps identify key feature relationships, supporting effective feature selection and dependency 

analysis for network performance and security modeling. 

Missing values 

 

Figure 14:  Missig Values Count  

▪ The nullity bar chart shows that all features contain 50,000 non-missing values, indicating a completely filled dataset. 

▪ There are no missing or null entries across any columns, reflecting strong data quality and consistency. 

▪ This completeness eliminates the need for imputation and supports reliable statistical analysis and model training. 

 

Figure 15:  Missig Values Matrix  

The missing values matrix shows no gaps or breaks, indicating that all variables are fully populated across the dataset. Uniform 

vertical bars confirm 100% data completeness for every feature. This clean structure suggests the dataset is well-prepared for 

analysis and machine learning without additional preprocessing. 

6. OVERALL FINDINGS, IMPLICATIONS AND FUTURE WORK 

This research addresses the challenge of selective jamming attacks in Internet of Things (IoT) environments and introduces a 

defense mechanism that combines packet hiding with adaptive transmission and machine learning detection strategies. The 

study reveals that traditional IoT security measures are inadequate against physical-layer attacks, as intelligent jammers exploit 

predictable packet structures and timing. The proposed packet hiding technique effectively obscures vital packet characteristics 

to hinder classification by adversaries. Additionally, integrating timing and size randomization decreases traffic analysis efficacy, 

while adaptive transmission enhances resilience against varying conditions. Machine learning detection improves the system's 

ability to identify malicious jamming, thereby facilitating timely responses. The framework notably boosts packet delivery, 

throughput, and communication reliability compared to conventional methods, with minimal energy and computational costs 

suitable for IoT use. The research has significant theoretical and practical implications, promoting a layered approach to IoT 
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security that emphasizes proactive mechanisms over cryptographic solutions, paving the way for resilient applications in sectors 

like smart healthcare and industrial automation where communication reliability is crucial. 

6.1 Future Research Opportunities 

The proposed approach demonstrates improvements in mitigating selective jamming attacks. 

Future research may extend the framework to large-scale, heterogeneous IoT networks, incorporating various communication 

technologies and mobility patterns. 

There is potential to integrate federated or distributed learning techniques for enhanced adaptability while maintaining data 

privacy and reducing centralized computation. 

Challenges remain in optimizing packet hiding and adaptive strategies for ultra-low-power IoT devices. 

Practical validation requires real-world testbed implementation and evaluation of solutions in diverse jamming scenarios. Future 

research should also focus on addressing coordinated multi-jammer attacks and cross-layer security threats. 

7. CONCLUSION 

This research presented a comprehensive study on preventing selective jamming attacks in Internet of Things (IoT) 

environments through a novel packet hiding approach combined with adaptive transmission strategies. The rapid proliferation 

of IoT devices and their reliance on wireless communication have made network availability a critical security concern, 

particularly in the presence of intelligent adversaries capable of exploiting physical-layer vulnerabilities. As discussed in the 

initial chapters, conventional security mechanisms and cryptographic techniques are insufficient to counter jamming attacks, 

thereby necessitating proactive and lightweight defense mechanisms specifically tailored for resource-constrained IoT networks. 

A detailed literature review revealed that existing anti-jamming techniques, including frequency hopping, spread spectrum 

methods, and reactive mitigation strategies, suffer from high energy overhead, limited adaptability, and reduced effectiveness 

against selective and intelligent jammers. While packet hiding and obfuscation techniques have shown promise in concealing 

packet characteristics, many of these approaches remain static and introduce additional latency. Furthermore, machine learning–

based detection mechanisms provide improved attack identification and adaptability but face challenges related to 

computational complexity and deployment feasibility in IoT environments. These limitations collectively highlight a significant 

research gap in integrating efficient packet hiding mechanisms with intelligent and adaptive transmission strategies. To address 

these challenges, this work proposed a novel packet hiding framework designed to obscure critical packet features and prevent 

adversaries from selectively targeting high-value transmissions. The proposed approach incorporates adaptive packet 

transmission strategies and machine learning–based decision mechanisms to dynamically adjust communication parameters 

based on network conditions and detected threat levels. This integration enhances resilience against selective jamming attacks 

while maintaining energy efficiency and communication reliability. The methodology was evaluated through comparative 

performance analysis against existing techniques using key metrics such as packet delivery ratio, throughput, latency, and 

detection accuracy. The experimental results demonstrate that the proposed approach significantly improves network 

performance under jamming conditions compared to traditional anti-jamming and packet hiding techniques. The adaptive 

nature of the solution enables effective mitigation of intelligent and evolving jamming strategies, while the lightweight design 

ensures suitability for real-world IoT deployments. These findings validate the effectiveness of combining packet hiding 

mechanisms with machine learning–based adaptability to enhance wireless network security. 
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